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                                             Introduction
1.1. Purpose

The purpose of this document is to present a detailed description of the  XE "Web Publishing System"  Credit-card-
based purchases can be categorized into two types: 1) physical card and 2) virtual card. In 
a physical-card based purchase, the cardholder presents his card physically to a merchant for 
making a payment. To carry out fraudulent transactions in this kind of purchase, an attacker has
 to steal the credit card. If the cardholder does not realize the loss of card, it can lead to a 
substantial financial loss to the credit card company. In the second kind of purchase, only some 
important information about a card (card number, expiration date, secure code) is required to
 make the payment. Such purchases are normally done on the Internet or over the telephone. To 
commit fraud in these types of purchases, a fraudster simply needs to know the card details. Most 
of the time, the genuine cardholder is not aware that someone else has seen or stolen his card
 information. The only way to detect this kind of fraud is to analyze the spending patterns on 
every card and to figure out any inconsistency with respect to the “usual” spending patterns.

1.2. Scope of Project

The Scope of  the System is to detect and block from fraud transactions using a credit card
1.3. References
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2.0.
Overall Description

2.1
System Environment


The credit card fraud detection System XE "Web Publishing System"  has four active actors and one  system. 

The Login XE "Author" , Account Details XE "Reader" , Transactions Will be  XE "Reviewer"  accesses by the Users XE "Online Journal"  through the Website.. The User XE "Editor"  accesses the entire system directly  Through Login Details.

2.2
Functional Requirements Specification

 Modules
1. New card

2. Login

3. Security information

4. Transaction

5. Verification
2.3  User Characteristics

   Module Description
New card

In this module, the customer gives there information to enroll a new card. The information is all about there contact details. They can create there own login and password for there future use of the card.

Login

In Login Form module presents site visitors with a form with username and password fields. If the user enters a valid username/password combination they will be granted access to additional resources on website. Which additional resources they will have access to can be configured separately.

Security information

In Security information module it will get the information detail and its store’s in database.  If the card lost then the Security information module form arise. It has a set of question where the user has to answer the correctly to move to the transaction section. It contain informational privacy and informational self-determination are addressed squarely by the invention affording persons and entities a trusted means to user, secure, search, process, and exchange personal and/or confidential information.

Transaction

The method and apparatus for pre-authorizing transactions includes providing a communications device to a vendor and a credit card owner. The credit card owner initiates a credit card transaction by communicating to a credit card number, and storing therein, a distinguishing piece of information that characterizes a specific transaction to be made by an authorized user of the credit card at a later time. The information is accepted as "network data" in the data base only if a correct personal identification code (PIC) is used with the communication. The "network data" will serve to later authorize that specific transaction. The credit card owner or other authorized user can then only make that specific transaction with the credit card. Because the transaction is pre-authorized, the vendor does not need to see or transmit a PIC. 

Verification

Verification information is provided with respect to a transaction between an initiating party and a verification-seeking party, the verification information being given by a third, verifying party, based on confidential information in the possession of the initiating party. In verification the process will seeks card number and if the card number is correct the relevant process will be executed. If the number is wrong, mail will be sent to the user saying the card no has been block and he can’t do the further transaction.

3.0.
Requirements Specification

3.1
External Interface Requirements

                                                    Module I/O
New card
Given Input- Request from the user for the card.
Expected Output-Assigning an account to requested user.
Login

Given Input- Give username and password of particular user.
Expected Output- Login to user’s account.
Security information

Given Input- Give the security information by answering security questions.
Expected Output-Updation of account with the security details.
Transaction

Given Input- Give the account details and performs transaction.
Expected Output- Updation of database.
Verification

Given Input- Checks with user’s stored details like security answers or hidden details. 
Expected Output-If the verification is success, user can perform transaction, else blocks the card.

                                       Module diagram


3.2 UML Diagrams
                             3.21   Use case diagram
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3.22  Class diagram
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                                         3.23     Object diagram

3.24  State diagram
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3.25Activity diagram
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3.26 Sequence diagram
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  3.27  Collaboration Diagram
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                            3.28    Component Diagram
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 3.29  E-R diagram

3.30 Dataflow diagram


3.31  Project Flow Diagram


3.22 Security
                              Techniques and  Algorithm Used
 HMM Model
To map the credit card transaction processing operation in terms of an HMM, we start by first deciding the observation symbols in our model.Wequantize the purchase values x into M price ranges V1; V2; . . . VM, forming the observation symbols at the issuing bank. The actual price range for each symbol is configurable based on the spending habit of individual cardholders. These price ranges can be determined dynamically by applying a clustering algorithm on the values of each cardholder’s transactions, as shown in Section 5.2. We use Vk, k ¼ 1; 2; . . .M, to represent both the observation symbol, as well as the corresponding price range.
 In this work, we consider only three price ranges, namely, low (l), medium (m), and high(h). Our set of observation symbols is, therefore, V ¼ fl; m; hg making M ¼ 3. For example, let l=(0, $100], m =($100,$500], and h=($500, credit card limit]. If a cardholder performs a transaction of $190, then the corresponding observation symbol is m. 
A credit cardholder makes different kinds of purchases of different amounts over a period of time. One possibility is to consider the sequence of transaction amounts and look for deviations in them. However, the sequence of types of purchase is more stable compared to the sequence of transaction amounts. The reason is that, a cardholder makes purchases depending on his need for procuring different types of items over a period of time. This, in turn, generates a sequence of transaction amounts. Each individual transaction amount usually depends on the corresponding type of purchase. Hence, we consider the transition in the type of purchase as state transition in our model. The type of each purchase is linked to the line of business of the corresponding merchant. This information about the merchant’s line of business is not known to the issuing bank running the FDS. Thus, the type of purchase of the cardholder is hidden from the FDS. The set of all possible types of purchase and, equivalently, the set of all possible lines of business of merchants forms the set of hidden states of the HMM. 
  Advantages Of Security
Highly Security from unauthorized use of credit card

1. Avoids fraud usage of card through online transactions.

2. Detect if card used by others if card lost.
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