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  IRIS SCANNING

ABSTRACT

Iris recognition is an automated method of capturing a person’s unique biological data that distinguishes him or her from another individual. It has emerged as one of the most powerful and accurate identification techniques in the modern world. It has proven to be most fool proof technique for the identification of individuals without the use of cards, PINs and passwords. It facilitates automatic identification where by electronic transactions or access to places, information or accounts are made easier, quicker and more secure.
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1. INTRODUCTION
In today's information age it is not difficult to collect data about an individual and use that information to exercise control over the individual. Earlier there were two ways for identifying a person.
· Possession-based: using one specific "token" such as a security tag or a card.
· Knowledge-based: the use of a code or password. 

Conventional methods of identification based on possession of ID cards or exclusive knowledge like social security number or a password are not altogether reliable. ID cards can be almost lost, forged or misplaced and passwords can be forgotten.

In computer security, biometrics refers to authentication techniques that rely on measurable physical, behavioral characteristics that can be automatically checked. 

Standard validation systems often use multiple inputs of samples for sufficient validation, such as particular characteristics of the sample. This intends to enhance security as multiple different samples are required such as security tags and codes and sample dimensions. Biometric technology has now become a viable alternative to traditional identification systems because of its tremendous accuracy and speed. Biometric system automatically verifies or recognizes the identity of a living person based on physiological or behavioral characteristics. Since the persons to be identified should be physically present at the point of identification, biometric techniques gives high security for the sensitive information stored in mainframes or to avoid fraudulent use of ATMs. This technology finds applications in diverse fields.
                                            2. HISTORY
 The idea of using iris patterns for personal identification was originally proposed in 1936 by ophthalmologist Frank Burch. By the 1980's the idea had appeared in James Bond films, but it still remained science fiction and conjecture. In 1987 two other ophthalmologists, Aran Safir and Leonard Flom, patented this idea, and in 1989 they asked John Daugman (then teaching at Harvard University) to try to create actual algorithms for iris recognition. These algorithms, which Daugman patented in 1994 and are owned by Iridian Technologies, are the basis for all current iris recognition systems and products.           
                                        3. BIOMETRICS
Iris recognition is a method of biometric authentication that uses pattern recognition techniques based on high-resolution images of the irides of an individual's eyes. Biometrics deals with the study of measurable biological characteristics. Biometrics (ancient Greek: bios ="life", metron ="measure") refers to very different fields of study and application. More recently and incongruently, the term's meaning has been broadened to include the study of methods for uniquely recognizing humans based upon one or more intrinsic physical or behavioral traits. Biometrics is used to identify the identity of an input sample when compared to a template, used in cases to identify specific people by certain characteristics. This includes both the physiological and behavioral characteristics of a human being by which they differ from one another.
Classification of some biometric traits

Biometric characteristics can be divided in two main classes, as represented in figure on the right:
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Figure:1 Types of Biometric recognition systems
Physiological are related to the shape of the body. The oldest traits, that have been used for more than 100 years, are fingerprints. Other examples are face recognition, hand geometry and iris recognition.
Behavioral are related to the behavior of a person the analysis can be done continuously without interrupting or interfering with user activities. The first characteristic to be used, still widely used today, is the signature. More modern approaches are the study of keystroke dynamics and of voice. It could be based on:

· Face: The analysis of facial characteristics 
· Fingerprint: The analysis of an individual’s unique fingerprints 

· Hand geometry: The analysis of the shape of the hand and the length of the fingers 

· Retina: The analysis of the capillary vessels located at the back of the eye 

· Iris: The analysis of the colored ring that surrounds the eye’s pupil 

· Signature: The analysis of the way a person signs his name. 

· Vein: The analysis of pattern of veins in the back if the hand and the wrist 
· Voice: The analysis of the tone, pitch, cadence and frequency of a person’s voice. 

4. IRIS
The iris is a Protective internal organ of the eye. It is easily visible from yards away as a colored disk, behind the clear protective window of the cornea, surrounded by the white tissue of the eye. It is the only internal organ of the body normally visible externally. At its base the eye is attached to the eye’s ciliary body. At the opposite end it opens into a pupil. The cornea and the aqueous humor in front of the iris protect it from scratches and dirt, the iris is installed in its own casing. It is a multi layered structure. It has a pigmented layer, which forms a coloring that surrounds the pupil of the eye. One feature of this pupil is that it dilates or contracts in accordance with variation in light intensity.

IRIS AS A POWERGUL IDENTIFIER:

Iris is the focus of a relatively new means of biometric identification. The iris is called the living password because of its unique, random features.  It is always with you and can not be stolen or faked. The iris of each eye is absolutely unique. The probability that any two irises could be alike is one in 10 to 78th power — the entire human population of the earth is roughly 5.8 billion. So no two irises are alike in their details, even among identical twins. Even the left and right irises of a single person seem to be highly distinct. Every iris has a highly detailed and unique texture that remains stable over decades of life. Because of the texture, physiological nature and random generation of an iris artificial duplication is virtually impossible. It will work through glasses fine and in fact has the ability to create an accurate enough measurement that it can be used for identification purposes, and not just verification.
The properties of the iris that enhance its suitability for use in high confidence identification system are those following:
1. Extremely data rich physical structure about 400 identifying features.
2. Genetic independence no two eyes are the same.

3. Stability over time.

4. Its inherent isolation and protection from the external environment.

5. The impossibility of surgically modifying it without unacceptable risk to vision.
5. IRIS SCAN
A biometric iris recognition system can be divided into two stages: 
· Enrollment module  
· Identification module. 
The Enrollment module is responsible for training the system to identity a given person. During an enrolment stage, a biometric sensor scans the person's physiognomy to create a digital representation. A feature extractor processes the representation to generate a more compact and expressive representation called a template. The template for each user is stored in a biometric system database. For an iris image it includes various visible characteristics of the iris such as contraction, furrows, pits, rings etc. 
The Identification module is responsible for recognizing the person. During the identification stage, the biometric sensor captures the characteristics of the person to be identified and converts it into the same digital format as the template. The resulting template is fed to the feature matcher, which compares it against the stored template to determine whether the two templates match.
ENROLLMENT MODULE 

The iris enrollment system (Fig. 2) is comprised of the following modules: Iris acquisition, the Preprocessing Module, the Establish Coordinate System Module, the Mask Generation Module, the Adaptive Threshold Module, the Iris Pattern Generation Module, the Enrollment Module, and the Iris Pattern Database. 
[image: image2.png]Acquire s

image

Preprocessing

Establish
coordinate system

Mask
generation

Adaptive thresholding

L

Tis signature

]

Database





Figure 2:Enrollment System Architecture
Image Acquisition:
Image acquisition is performed as follows:
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Figure 3: Acquisition of iris
When the camera takes a picture, the computer locates: 

· The center of the pupil 

· The edge of the pupil 

· The edge of the iris 

· The eyelids and eyelashes 

It then analyzes the patterns in the iris and translates them into a code. 

Preprocessing Module:
The Preprocessing Module locates the various components of the iris boundary. In particular, we find the limbic (outer) boundary of the iris, the pupillary (inner) boundary of the iris, and the eyelids. As the first step, we discard some rows and columns of the original iris image to reduce it (Fig. 4(a)) to ¼ of the original size to speed up the processing (Fig. 4(b)). The edge image was then thresholded and is shown in Fig. 4(c). There is a clear circle in the edge image in this figure that represents the outer edge of the pupil. The edges above and below the circle are the edges of eyelids and eyelashes.
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(a) Original iris image
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                           (b) ¼ size iris image                                    (c) Edges of the iris image
      Figure 4: Iris Image Preprocessing
Establish Coordinate System:
After preprocessing, the entire image is then transformed to polar coordinates (Fig, 5(a)) with center (x0, y0 ). On the polar axis, the limbic boundary is very nearly horizontal. Fig. 5(a) shows the iris image transformed into polar coordinates. The longest horizontal edge after the pupillary boundary is the limbic boundary (Fig. 5(b)). At this point, the inner and outer boundary of the iris have been determined. The next step is normalization.
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a) Rectangular to polar transformation
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b) After boundary detection
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c) Iris image in polar coordinates
   Figure 5: Transformation of the iris image to polar coordinates
Mask Generation Module: 
The eyelids, eyelashes are marked “0” after being identified in the preprocessing module (see Fig. 4(C) ). Fig. 6) shows the generated iris mask, where white represents the locations of iris pattern areas, and black represents the non-iris pattern areas, such as pupil pixels, eyelids, and eyelashes.
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        Resolution invariant mask
                                             Figure 6: Iris Mask and Iris Patterns
Adaptive Threshold:  
Image thresholding segments an image into a binary image by setting all pixels whose intensity values are above a certain threshold to “1” and all the remaining pixels to “0”.

This figure displays the adaptive thresholding applied to the image of Fig.(7): black areas are non-iris pixels, gray areas are pixels whose value fell at or below the adaptive threshold and white areas are pixels that fell above the adaptive threshold.
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                                                    Figure  7.   Adaptive Threshold result
Iris Signature: 
For an iris pattern to be recognizable in the system, we first need to enroll it in the database. Enrollment usually takes multiple iris images of the same iris to register and generate the enrollment iris signature. Here, our system uses four iris images for enrollment. First, we separate the four images into two groups of two images each. After generating iris patterns for each iris image,Eq.1 is applied to each group to generate a new iris pattern, which is the representative pattern of each group. The enrolled iris signature is generated by applying the same equation to these two representative patterns.              
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------------------- (Eq 1)
Iris Signature to Database:
Enrolled iris patterns are patterns are processed to form their iris signature, then stored in the iris signature database.
IDENTIFICATION MODULE
The iris identification system does not have the Enrollment Module, but has two additional modules: the Hamming Distance Module and the Identification Module.
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Figure 8: The overall flow of identification system by using the iris.
 Acquisition of Eye Image: This is the stage of acquiring the eye image from CCD camera or digital camera.

Preprocessing: By utilizing the eye image, the boundary between the pupil and the iris is detected after the position of the eye in the given image is localized.
Establishment of Coordinate System: By making use of the center and the radius which are calculated in advanced step, we set the polar coordinate system. In this coordinate system, the feature of the iris is extracted.
Mask Generation Module: The eyelids, eyelashes are marked “0” after being identified in the preprocessing module.

Adaptive Threshold:  Image thresholding segments an image into a binary image by setting all pixels whose intensity values are above a certain threshold to “1” and all the remaining pixels to “0”.
Iris Signature: It takes multiple iris images of the same iris to register and generate the enrollment iris signature.
Hamming Distance: When a live iris is presented for comparison, the iris pattern is processed and encoded into 512 byte Iris Code. The Iris Code derived from this process is compared with previously generated Iris Code. This process is called pattern matching. Pattern matching evaluates the goodness of match between the newly acquired iris pattern and the candidate’s data base entry.  Based on this goodness of match final decision is taken whether acquired data does or doesn’t come from the same iris as does the database entry. Pattern matching is performed as follows: 
Using integer XOR logic in a single clock cycle, a long vector of each to iris code can be XORed to generate a new integer. Each of whose bits represent mismatch between the vectors being compared. The total number of 1s represents the total number of mismatches between the two binary codes. The difference between the two recodes is expressed as a fraction of mismatched bits termed as hamming distance. For two identical Iris Codes, the hamming distance is Zero. For perfectly unmatched Iris Codes, the hamming distance is 1. Thus iris patterns are compared. The entire process i.e. recognition process takes about 2 seconds. A key differentiator for iris recognition is its ability to perform identification using a one to many search of a database, with no limitation on the number of iris code records contained there in.
Iris Identification: Depending on Hamming distance it generates result whether the person is authenticated or not.
6. APPLICATIONS
· In Berkshire County, the technology is used in the newly built Berkshire County Jail as a security check for employees.

· The Charlotte/Douglas International Airport in North Carolina and the Flughafen Frankfort Airport in Germany allow frequent passengers to register their iris scans in an effort to streamline boarding procedures.

· In U.S many banks incorporated iris recognition technology into ATM’s for the purpose of controlling access to one’s bank accounts. After enrolling once (a “30 second” process), the customer need only approach the ATM, follow the instruction to look at the camera, and be recognized within 2-4 seconds. The benefits of such a system are that the customer who chooses to use bank’s ATM with iris recognition will have a quicker, more secure transaction.
.

· Premises access control (home, office, laboratory etc.).
· Driving licenses and other personal certificates.

· Birth certificates, tracking missing or wanted person

· Credit-card authentication.

· Anti-terrorism (e.g.:— suspect Screening at airports)

· Secure financial transaction (e-commerce, banking).

· Internet security, control of access to privileged information. 

.

7. ADVANTAGES
· Highly protected, internal organ of the eye 

· Externally visible; patterns imaged from a distance 

· Patterns apparently stable throughout life 

· Image analysis and encoding time:1 second

· Search speed:100,000 iris codes per second

   DISADVANTAGES
· Small target (1 cm) to acquire from a distance (1 m) 

· Located behind a curved, wet, reflecting surface 

· Obscured by eyelashes, lenses, reflections 

· Partially occluded by eyelids, often drooping 

· Deforms non-elastically as pupil changes size 

· Illumination should not be visible or bright 

8. CONCLUSION
The technical performance capability of the iris recognition process far surpasses that of any biometric technology now available. Iridian process is defined for rapid exhaustive search for very large databases: distinctive capability required for authentication today. The extremely low probabilities of getting a false match enable the iris recognition algorithms to search through extremely large databases, even of a national or planetary scale. Iris-based biometric technology has always been an exceptionally accurate one, and it may soon grow much more prominent.
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