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Abstract- 
                As the Pc’s and LAN’s came to existence security became the major issue. Then passwords and smart cards came into existence for providing security and well worked for a period of time without getting hacked. As a result passwords are not enough which has to be replaced by some unique factor of authentication & identification which can serve well than passwords and smart cards which lead to the era of biometrics.

 This paper provides an introduction to biometric security using keystroke analysis. Here as follows we go into the topic .Typing rhythms are one of the rawest forms of data stemming from the interaction between humans and computers. So why can’t we jutilise this data for personal identity? Keystroke analysis uses manner and rhythm in which user types input using keyboard. Digraph latency plays a prominent role and recorded for the future authentication as the method is based on typing rhythm. As typing rhythms is a part of behavioural biometrics and its uniqueness makes it ‘security at the top with top security

Keywords- Dwell time, Flight time, Digraph latency.
                    I.  INTRODUCTION
Keystroke analysis is the user’s identity through their way of typing on a computer keyboard. Typed key measurements available from most every keyboard can be recorded to determine ‘Dwell time’ (The time a key pressed) and ‘Flight time’ (The time between “key down” and the next “key down”). The recorded keystroke timing data is processed through a unique neural algorithm, which determines a primary pattern for the future comparisons. The neural algorithm is provided with Digraph latencies (The elapsed time between the release of the first key and the depression of the second key). The extractions of such features are accepted from the free text provided for the user to create his own profile. Keystroke is a pure software solution. The only required hardware is the standard keyboard that comes with every computer. The system does not require sensors or other additional hardware. Keystroke analysis can completely replace password procedure on the Internet. Users do not have to remember a password. It is highly secure because keystroke behaviour cannot be imitated, stolen, forgotten or misplaced. The assertion that a person's keystroke behavior  is exactly as unique as their fingerprint was borne out by scientific research at the University of Regensburg. It is possible to identify a user through the way he types on a keyboard even when the user is entering free text in a language different for the one he used to form his recognition profile. ‘Intrusion detection system’ has an accuracy of limiting the ‘False alarms’. The system will not be fooled by  the typing rhythms of a language different from the one of the user’s profiles used by the intruders. By this we can say that the keystroke analysis can be used to ascertain personal identity.[image: image2.jpg]@ / /”MA\\ w’l\ /
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Fig 1

PREVIOUS MODES OF AUTHENTICATION:

(As in the case of password :

Disadvantages:

-The password has to be changed regularly (Password Aging)

-Old passwords should not be re-used after a password change (Password History)

-Trivial passwords and easy-to-guess words like names or car code plates should be prevented 

-After a small number of wrong inputs the access has to be blocked for at least a limited time (Intruder Lockout)

Fingerprint recognition:
                 Finger prints are unique to each individual and no two fingerprints are alike. Fingerprint recognition is most widely accepted biometric among the technology being used today. Fingerprints contain patterns of ridges and valleys as well as minutiae points. Minutiae points are local ridge characteristics that occur at either the ridge bifurcation or a ridge ending. 
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Fig 2:

There are three methods for scanning finger prints:   

(1)    Optical scanners, 

(2)Thermal scanners and
(3) Capacitance (solid state) scanners

Currently, there are two accepted methods for extracting the fingerprint data  

Minutia-based and

Correlation-based

“Minutia-based is the more microscopic of the two. This method locates the ridge characteristics (branches and endings) and assigns them a XY-coordinate that is then stored in a file.  

The correlation-based method looks at the entire pattern of ridges and valleys in the fingerprint. The location of the whorls, loops and arches and the direction that they flow in are extracted and stored. Neither method actually keeps the captured image; only the data is kept, therefore making it impossible to recreate the fingerprints.”

 Once the scanning is complete, the analysis is done by a comparison of several features of the fingerprint know as minutia. Investigators are systems look at where the ridge lines end or where one ridge splits into two (bifurcation). The scanning system uses complicated algorithms to recognize and analyze the minutia. If two prints have three ridge endings, two bifurcations, and form the same shape with the same dimensions, then it is likely the same person’s fingerprints.

Disadvantages:

-Actual finger scan images cannot be recreated from a template image

-Users relate fingerprint recognition to criminal activity.
Facial recognition:

Face recognition is one of the newer biometrics technologies. The technology analyses facial characteristics and attempts to match it to database of digitized pictures. This technology is relatively new and has only been commercially available since the 1990’s. Face recognition has received a surge of attention since of disaster of 11/9 for its ability to identify known terrorists and criminals.Face recognition uses distinctive features of the face –including the upper outlines of the eye socket, the areas surrounding the cheekbones, the sides of the mouth, and the location of the nose and ears – to perform verification and identification. The first step in the face recognition is to obtain an image of an individual and store it in a database for later use. Usually, several pictures (or video images) at different angles are taken. Individuals may also be asked to make different facial expressions for the data base. Next, the images are analysed and extracted to create a template. The last step is to verify the individual’s identity by matching images to those images that been stored in database.
There are four main methods being used for facial recognition:            

Eigen faces: a tool developed by MIT that extracts characteristics through the use of two-dimensional grayscale imagery.

Feature Analysis (also known as Local Feature Analysis (LFA)): is the most widely used technique because of its ability to accommodate for facial changes and aspect. LFA uses an algorithm to create a face print (84 bytes in size) for comparison.

Neural network: Methods that extracts features from the face and create a template of contrasting elements that is then matched to a template in database.

Automated Face Processing (AFP): a technique that looks for distances and ratios between certain facial features, and is more ideal for poorly lit areas.                                                                                                           [image: image4.png]Identity Verified
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Fig 3:

Disadvantages:

-Cannot  always account for the effects of aging.
-Sensitive to lighting conditions.

-Can perform limited 1-to-many comparisons.

Iris recognition: 

No two irises are alike, not even in one individual or in identical twins. The iris consists of over 400 distinguished characteristics. Compared to the 40 or 50 points of distinct fingerprint characteristics, the iris has more than 250 distinct features. Therefore, iris scanning is much more accurate than fingerprints or even DNA analysis of the distinguishing features.  
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Fig 4:

.In identifying one’s Iris, there are two types of methods that are used by Iris identification systems, passive and active. The active Iris system method requires that a user be anywhere from six to 14 inches away from the camera. It also requires the user to move back and forth so that the camera can adjust and focus in on the user’s iris. The passive system allows the user to be anywhere from one to three feet away from the camera(s) that locate and focus in on the iris.

This technology’s main uses are for authentication, identification, and verification of an individual.

Disadvantages:

-perceived to be intrusive and invasive

-Can be done from a short distance

-optical readers are difficult to operate requiring advanced training for employees

On the applying  Keystroke analysis :

Accessible without the aid of additional hardware.

No need of remembering of passwords.Rhythm cannot be imitated, stolen and copied by intruders.
                        II. FUNCTIONAILITY
Terms involved and their Calculations:
Digraph: The timing information we use in our experiments is the time elapsed between the depression of the first key and the depression of the second key.
We call such interval the duration of the digraph.

Distance between two samples:
Given any two typing samples S1 and S2, each one turned into digraphs and sorted
With respect to duration of such digraphs, we define the distance between S1 and S2, d1 (S1, S2),

 As the sum of the absolute values of the distances of each digraph of S2 the position of the 

same digraph in S1. When computing d1 (S1, S2), digraphs that are not shared between the two

 samples are simply removed. It is clear that, from the definition of d1, we may compute the 

distance between any two typing samples, provided they have some digraphs in common, even if 

written in different languages.

As an example,

In the left part of the Table 1 we report typing samples E1 and E2 obtained typing,

respectively the texts mathematics and sympathetic. Only digraphs shared between E1

and E2 are actually shown. Numbers beside digraphs are their typing speed in milliseconds.

The right part of the table illustrates pictorially the computation of the distance

between E1 and E2. From the figure it is easy to see that: d1(E1,E2) = 3+0+0+1+4 = 8.

Given any two typing samples, the maximum distance they may have is when the

shared digraphs, sorted by their typing speed, appear in reverse order in one sample

with respect to the other sample. Hence, if two samples share N digraphs, the maximum distance they can have is given by: N2/2 (if N is even); (N2-1)/2 (if N is odd).
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Fig 5:

The above value can be used as a normalization factor of the distance between two

typing samples sharing N digraphs, dividing their distance by the value of the maximum

distance they may have. In this way it is possible to compare the distances of pairs

of samples sharing a different number of digraphs: the normalized distance d1(S1,S2)

between any two samples S1 and S2 is a real number between 0 and 1. Measure d1

returns 0 when the digraphs shared by the two samples are exactly in the same order

w.r.t. their duration, and returns 1 when the digraphs appear in reverse order (d1(S1,S2)

is also set to 1 if S1 and S2 do not share any digraph). In our example, E1 and E2 share

5 digraphs. Thus, their normalized distance is 8/[(52-1)/2] = 0.66666. 

However, even the actual typing speed at which digraphs are entered can be useful

to discriminate between different individuals. For example, users A and B may both

type the word on more slowly than the word of, but if the average typing speed of the

two words are, for user A, say: on = 127 of = 115 and for B: on =

239 of millisec = 231 millisec., than A and B can hardly be the same individual. To take care of such situations, we introduce a second distance measure, d2, based  on the actual typing speeds of digraphs.We could just consider the average typing speed

of samples entered by the user, but since we want to combine this new distance with d1,

we prefer to use a measure that considers the average typing speed of single digraphs,

and that is normalized in the interval [0..1]. We define d2(S1,S2) be the number of

digraphs shared by S1 and S2 whose typing speeds do not differ for more than 30%,1

divided by the total number of digraphs shared by S1 and S2. For example, in the case

of samples E1 and E2, it is easy to check that d2(E1,E2) = 2/5 = 0.4.

Finally, to combine together distances d1 and d2 we simply define d(S1,S2), the

distance between any two samples S1 and S2 that will be used in all the experiments

described in this paper, as: d(S1,S2) = d1(S1,S2) + d2(S1,S2).

Moreover the method includes typing speed, rhythm, agility, continuity, typos etc..
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Fig 6:

USER IDENTIFICATION AND AUTHENTICATION: suppose we have three users A, B and C, with, say, 3 typing samples each one in their profiles (so that, for example, A’s profile contains typing samples A1, A2 and A3). A new typing sample X has been provided by one of the users, and we have to decide who entered the sample. We may compute the mean distance (md for short) of X from each user’s profile as the mean of the distances of X from each sample in the

profile:

md(A,X) = (d(A1,X) + d(A2,X) + d(A3,X))/3;

md(B,X) = (d(B1,X) + d(B2,X) + d(B3,X))/3;

md(C,X) = (d(C1,X) + d(C2,X) + d(C3,X))/3.

Then, we decide that X belongs to the user with the smallest mean distance among the three.

BENEFITS OVER OTHER BIOMETRIC DEVICES:

-Pure software solution and accessible without the aid of additional hardware.

-Can be set to different security levels, thereby fulfilling a variety of security requirements.

-Do not have to remember a password

-Highly secure because keystroke behavior cannot be imitated, stolen, forgotten or misplaced.

-A short sentence is enough for daily logins.

-Most important thing is how you type and not what you type. You don't even need to keep the sentence assigned to you as a secret.

-Typos are also allowed as they are part of your typing style.

-Training session only takes a few minutes.

-Behaviour is inseparable from the person doing the typing. It is available everywhere and at all times and cannot be lost or forgotten.

-High recognition quality.

-Intrusion detection: The generation of false alarms is an endemic problem within intrusion detection in principle keystroke analysis can be used to notice possible anomalies in the typing dynamics of individuals connected to the system, they may be intruders.

-User identification over the Internet
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Fig 7:

                         III.APPLICATIONS
Computer/Network security:

Many stand-alone and network computer systems carry valuable and sensitive information. Controlling access to these systems is another major use of biometric authentication systems.
Internet transactions:
Due to growing security requirements that results from the boom in e-commerce, many think of on-line transactions as being an obvious area for biometrics. The biometric authentication generates a greater degree of vendor confidence because he knows that person that the person at the terminal is he who he claims to be.
Physical area security: 

Military, Government, and Commercial installations have sufficiently strong confidentiality concerns. The biometric identifiers play a major role in controlling physical access to these installations.

Banking:  

Many leading banks have been experimenting with biometrics for ATM use as a means of combating card fraud. Beginning 2002, some companies will being issuing smart credits cards, with customer’s fingerprint information embedded. 

Small scale Voting: 
A logical use of biometrics is in voting process where eligible politicians are required to verify their identity. This is intended to stop “proxy” voting.
Prisons: 

An interesting use of biometrics is in prisons where the visitors to a prisoner are subjected to verification procedures in order that identities may not be swapped during the visit.

                           IV.CONCLUSION
In this paper we have shown that keystroke analysis of free text can be a useful tool for user identification and authentication even when the typing dynamics stem from the use of different languages. The mentioned technique does not rely on the classical training-testing approach that may require the system to be tuned anew when a different set of user profiles are involved. If relatively long sample texts are accepted, keystroke analysis can become a valid tool to ascertain personal identity. We believe keystroke analysis can be a practical tool to help implementing better systems able to ascertain personal identity
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