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ABSTRACT

This is a report for a Network Traffic Analysis system presenting the first three chapters with the introduction/background of the study, literature review of all existing systems and documents in line with the developed system and the methodology used. The last three chapters present the system design describing the functional and non-functional requirements, soft/hardware requirements and the conceptual design; system implementation describing the use of the system followed by the conclusions about the course of the project.
CHAPTER ONE: INTRODUCTION
1.1 Background
Uganda Christian University is located 23 kilometres from Kampala, in Mukono town, on the the main road to Jinja. It is a private university, chartered and fully accredited by the President of the Republic of Uganda, through the Ministry of Higher Education and Sports, and the National Council for Higher Education.

UCU is owned by the Province of the Church of Uganda, and has campuses in Eastern, Western and Northern Uganda.

The University was born out of Bishop Tucker Theological College. The college was founded in 1913 in response to a growing need for pastors in the Church.

Uganda Christian University has all the necessities for an excellent education. It is recognised internationally and nationally. The Most Rev. Henry Luke Orombi, Archbishop of the Church of Uganda is Chancellor, and the Rt. Rev. Dr George Carey is our Patron.

Uganda Christian University has got departments that ensure the effective delivery of services to the University community. Under these departments there is the University Computing Services (UCS) that caters for the IT requirements to enable them perform their roles optimally. 

UCS provides planning, procurement and implementation support for all the University's ICT resources. The department's overall goal is to ensure optimum use of the available ICT resources in supporting the attainment of the University's operations and hence its strategic objectives. The services offered by this department include: internet connection, local area networks, wide area networks and user support services.

Network Traffic Analysis is the inference of information from observation of traffic flow; for example analysis of the presence, absence, amount, direction and frequency of traffic.

Traffic flow is a sequence of packets sent from a particular source to a particular unicast, anycast or multicast destination that the sources desire to label as a flow.

A flow could consist of all packets in a specific transport connection or a media stream

1.2 Problem Statement

Due to many users of the network there would be a network overload during peak hours. This result into slow internet connection and taking a much longer time to access internet connections which affect the performance of the network. Detecting the network overload was being done manually when a client reported to the network administrator who would then terminate some connections manually to reduce on the traffic. This necessitated a tool to analyze the network traffic reporting the traffic statistics at all times.

1.3 OBJECTIVES

1.3.1 Main Objectives

To develop a prototype that could analyze traffic over the network and present statistics during peak hours.

1.3.2 Specific Objectives

To analyze the current system was being used to analyze network traffic over the network.

To design a prototype that could act to analyze traffic over the network.

To develop a system that would analyze all the packets and report the statistics of all packets transmitted over the network.

To validate and validate the system developed.

1.4 Significance

1.4.1 As an individual

Personally this project improved on my skills of analysis and also design because it enabled me to learn more practically which has shaped me for the tasks ahead and this project was also a Partial Fulfillment of the Requirements for the Award of the Degree of Bachelor of Science in Computer Science of Uganda Christian University.


1.4.2 To the students

The importance of this project to the students of the University was that it enabled them to learn more about the traffic analysis system in relation to my project and this also broadened their knowledge and skills. 

1.4.3 To the public

The system developed would help reduce the problem of network overload during peak hours and would show the administrators the statistics of all the traffic over the network reducing the chances of slow Internet connection.

The analyzing of the network performance will allow the network administrator to enhance the network performance more efficiently and much faster hence making the traffic condition much better.

1.5 Scope

The target scope is based on Uganda Christian University's network environment where the users of the network are over six hundred users.

CHAPTER TWO: LITERATURE REVIEW
2.1 Introduction

Literature review is a process to search, collect, analyze all concluded debates and issues raised in the work that has been done in the past. It also provide the examples, case studies and other relevant work that has been done by other people in the past, it gives the chance to investigate areas and read the subject that users may not have thought about before.

Michael Collins et al (2006) [1] present  Network traffic analysis using the System for Internet-Level Knowledge (SiLK) providing  acquisition and analysis of network flow data. The SiLK tool suite is a highly-scalable flow-data capture and analysis system developed to provide network security analysts with the means to understand, query, and summarize both recent and historical traffic data represented as network flows. Via that means, SiLK tools provide network security analysts with a relatively complete high-level view of traffic across an enterprise network, subject to placement of sensors.

2.2 Connection-level Analysis and Modeling of Network Traffic.

Based on Shriron Sarvotham, et al (2001) [2], network traffic analysis and modeling play a major role in characterizing network performance. Models that accurately capture the salient characteristics of traffic are useful for analysis and simulation, and further our understanding of network dynamics and so aid design and control. There many things to be considered before the analyzing is to be done. Measuring and analyzing network traffic dynamics between end hosts has provided the foundation for the development of many different network protocols and system. The importance is to understand the packet loss behavior since loss can have a significant impact on the performance of both TCP and UDP-based applications.

2.3 A Study of Analyzing Network Traffic as Images in Real-Time

Employ packet header data collected at a network access point for traffic analysis. This data includes source destination address, port numbers, traffic volume in bytes, packets and other useful information (Seong Soo Kim et al (2004) [3]). The concept of end-to-end is used as a relative comparison with hop-by-hop. Data transmission seldom occurs only between adjacent nodes, but via a path which may include many intermediate nodes. End-to-end delay is the sum of delays experienced at each hop from the source to the destination. The delay at each intermediate node has two components: axed delay which includes the transmission at sender node and the propagation over the link to the next node and a variable delay which includes the processing and queuing at sender node.

2.4 Enhancing Visual Analysis of Network Traffic Using a Knowledge Representation

According to Ling Xiao et al [4], the last decade has seen a rapid growth in both the volume and variety of network traffic, while at the same time it is becoming even more important for analysts to understand network behaviors to provide quality of service, security, and misuse monitoring. To aid analysts in these tasks, researchers are seeking better visual analysis techniques for network traffic. These researchers present a network traffic visualization system that enables previous visual discoveries to be used in analysis. The system accomplishes this by allowing the analyst to interactively create models of observed patterns, which are stored in a reusable knowledge base. The reuse of knowledge creates the analytical cycle;
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From the cycle; (1) the analyst uses visualization enhanced with previous knowledge to discover patterns in the data. (2) Once a pattern is discovered, the analyst creates a model for the pattern.
 (3) The analyst commits the model into the knowledge base to reuse in future analysis.

The models discussed in this paper are useful in the development of my system as they create patterns to be captured. For example: To capture the pattern exhibited by a web page load, the analyst selects one horizontal sequence of marks from the visualization. The system then identifies predefined predicates that are true for the selected events. In this example the following predicates are identified: “from same IP”, “to same IP”, “temporal locality”, “source port locality”, “destination port HTTP”. The analyst then engages in an interactive loop to create a clause describing the pattern from the identified predicates:

2.5 Traffic Analysis: Protocols, Attacks, Design Issues and Open Problems

Privacy is becoming a critical issue on the Internet. Polls constantly remind us that users feel that one of the most important barriers to using the Internet is the fear of having their privacy violated. According to Jean-Francois Raymond (2000) [5], the main goal of this system is to protect users against traffic analysis. That is, we don’t want an adversary that can monitor and/or compromise certain parts of the systems to be able to match a message sender with the recipient (sender-recipient matchings).

A related problem is that of network unobservability which attempts to hide all communication patterns (how many, at what time and to whom/from whom messages are sent and received) implying the ineffectiveness of traffic analysis. The short comings of traffic analysis described in this system will help me develop an effective system.

CHAPTER THREE: METHODOLOGY

3.0 INTRODUCTION 
The methodology used in developing this system was prototyping where the analysis, design and implementation steps were performed concurrently.

3.1 ANALYSIS PHASE

This phase answered the questions of who would use the system, what the system would do, where and when it would be used and it included the following;

· Analysis of the current system.

· Gathering of required information that was used to develop the system. 

· Characterized network traffic, this meant identifying the sources, destinations, direction, volume of network traffic and type of flow between these points.

3.2 DESIGN PHASE

Systems design is the process or art of defining the architecture, components, modules, interfaces, and data for a system to satisfy specified requirements. One could see it as the application of systems theory to product development. The following were the steps I took;

· Designed a flow chart Diagram of the system to show movement of data.

· Came up with a Class Diagram to relationship amongst the components in my system 
3.3 Implementation Phase

Under this phase the developed system was installed and tested and it performed as designed.

And contained in this section is a post-implementation review of the system.

3.3.1 Java

I used Java a general-purpose, concurrent, class-based, object-oriented language that is specifically designed to help implement java based applications. It is intended to let application developers "write once, run anywhere". 

3.3.3 Simulation

Network simulation is a technique where a program simulates the behavior of a network. This simulation was performed with the use of the Uganda Christian University LAN traffic.

CHAPTER FOUR:  SYSTEM DESIGN 

4.0 INTRODUCTION 

This deals with result of the design of the system as well as the functional and non functional requirements of the system. The system is made up of various components which help it to achieve its intended objectives as proposed in the earlier. 

4.1 SYSTEM ANALYSIS 

This involved gathering all information about the current system that was in use in analyzing and monitoring network traffic and studying its strength and weaknesses. This analysis was to help in designing the proposed system

4.1.1 Strength of the Current System 

· The current system controls network overload through blocking heavy websites at peak hours.

· The current system limits the number of users son the network during peak hours by disconnecting some. 

4.1.2 Weaknesses of the Current System
· The current system fails to account for the network overload. 

· The current system does not analyse the performance of the network.

· The current system blocks traffic irrespective of the number of users at that time provided its the time they set to block heavy traffic. 

· The current system does not report statistics of traffic at peak hours.

4.1.3 The Proposed System 

The proposed system analyses and monitors the source and destination of traffic, counts dropped packets during network overload and congestion, displays the packets traffic with their respective protocols through filtering and displays the statistics of the traffic through a graphical presentation.

4.2 USER REQUIREMENTS
These are specification of requirements the users expects from the system.

4.2.1 Functional requirement

Functional requirements define what a system is supposed to do. Functional requirements are usually in the form of system shall (do requirement).

The system performs the following functions for the users:

· The system allows the user to select the interface to snoop.

· The system allows the user to select the protocols to filter.

· The system allows the user to change the interface to snoop.

· The system allows the user to clear all details displayed.

· The system allows the user to stop snooping.

4.2.2 Non function requirements

A non functional requirement is a requirement that specifies criteria that can be used to judge the operation of a system, rather than specific behaviors.  Non-functional requirements are in the form of system shall be (requirement). Non-functional requirements are often called qualities of a system. Other terms for non-functional requirements are constraints, quality attributes, quality goals, quality of service requirements and non-behavioral requirements. Non –functional requirements can be divided into two main categories.

 I. Execution qualities, such as security and usability, which are observable at run time.

 II. Evolution qualities, such as testability, maintainability, extensibility and scalability, which are embodied in the static structure of the software system.

The system requires the user to have knowledge about networking and its principles.

The security of the system is implemented by the user through limiting access to his computer or severs.

4.3 SYSTEM REQUIREMENTS
4.3.1 Software requirement

This involves the unseen side of the system. This is the side which supports the system. It is also referred to as the backbone of the system. The following are the tools that were used

Operating system for the client computer

Microsoft Internet explorer 6.0 and above

Java scripting language with Eclipse as the IDE.

Windows packet capture library. This is a library of all packets captured from the interface. This is a library for windows operating systems and Libpcap for Linux operating systems.

Java packets capture library (Jpcap), and Jpcap.dll file. This is a library of all classes used in coding. This library is moved to the JDK library files.

4.3.2 Hardware Requirements

This involves what the system will run on. This allows the user to interact with the system. It is also known as the physical components of the system. They include:

Hard disk of 20GB
Processor speed

Memory and Disk space

4.4 DESIGN AND OPERATION REQUIREMENTS 

4.4.1 Conceptual design

The following models show different system components and how data flow from one component to another to achieve the systems goal. They also show the unseen side of the system. 

4.4.1.1 System Flow Chart

This is a diagrammatic representation that illustrates the sequence of operations to be performed to get a solution to a problem. Different shaped symbols are used with different meanings. The symbols are linked with directed lines (lines with arrows) showing the flow of data through the system.

During process modeling, I was able to make a data flow chart which clearly indicates how the system runs.
Flow Chart
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4.4.1.2 Unified Modeling Language Class Diagram

The purpose of a class diagram is to depict the classes within a model. In an object oriented application, classes have attributes (member variables), operations (member functions) and relation-ships with other classes.  In a class diagram we can show the member variables, and member functions of a class. We can also show whether one class inherits from another, or whether it holds a reference to another. In short, we can depict all the source code dependencies between classes. 

CLASS DIAGRAM


CHAPTER FIVE: SYSTEM IMPLEMENTATION

 4.1 Introduction 

This deals with result of the design and implementation of the system. The system is made up of various components which help it to achieve its intended objectives as proposed in the earlier. 

4.2 Components of the Network Traffic Analysis System

The system is made up of the following components:

4.2.1 The graphical user interface (GUI)
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Figure 1: Showing user interface before a user starts interacting with the system.
(a) Selecting Network Interface. The user has a choice to select which interface to snoop out of the two interfaces which are; Ethernet interface and the wireless interface.
(b) Selecting Protocol Type. Through selecting the type of protocol to filter out, the user only snoops    only packets from filtered protocols. These include TCP, ARP, ICMP and UDP; two protocols can be filtered at a time.

(c) Start Button. The system has a start snooping button that helps to start the snooping on the selected interface.

(d) Stop Snooping Button. This is a button that prompts the user to stop snooping if he wishes to stop the snooping.

(e) Change Network Interface Button. The system has a button that enables the user to change the network interface to that of his choice.

(f) Clear All Button. This clears all the content that has been displayed after the snooping.

(g) About Button. This button displays brief information about the system and the developer of the system.

(h) Help Menu Button. The system has a help menu with all the details on how to use this system. This can take the user through all the steps and the description of the output.

(I) Network Interface details jText Area. This area displays the details of the interface selected. The name of the interface, Mac address, IP address, subnet mask and broad cast address.

(j) All Packets details jText Area. This displays the packets snooped from the interface, their source and destination addresses, packet length, protocol, priority, sequence number, number of hops plus the packets dropped.
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Figure 2: Shows the user interface after capturing packets, and an alert message with wireless not connected after selecting a wireless interface.
4.2.2 The LineGraph component 

This component displays the statistics of the packets captured in graphical form. It plots the number of packets captured per a second with an assumption that ten packets are captured every second. The lines displayed are for two protocols selected for example; TCP and UDP protocols respectively.
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Figure 3: Shows a plot of udp and tcp packets captured from the Ethernet interface, presenting a higher number of tcp packets at some point being captured.
CHAPTER SIX: CONCLUSIONS
6.0 INTRODUCTION

This chapter explains the challenges, suggestions and recommendations during the course of the project.
6.1 Challenges
There were some challenges I faced during the course of the project.

Accessing information concerning the network topology, performance and available tools used to monitor the network traffic. The administrators considered this information as confidential.

The instability of the network connections made it had to make a conclusive study of the network. The network was always on and off.
Building a platform to capture packets from the local area or wireless network. This involved downloading windows packet capture library (winpcap) whose process of downloading was always interrupted.

Limited access to the local area network (LAN) mostly used by staff members of the university.

Installing java packet capture library of classes to the JDK setup. Some setups would get corrupted before installing.
6.2 Solutions to the Challenges

To access information required and making a conclusive study of the network, I used standard tools like wire shark and solar winds to get the desired information. 
Downloaded the library (winpcap) using modem to ease the process.

To test the local area network, I used the Cisco laboratory for my study.

6.3 Recommendations

Uganda Christian University being the case study for my research, I would like to recommend the following;
The university authority should facilitate the improvement of this system through development so that it can be used to monitor the network traffic prompting the network administrators to take affirmative actions only at times it’s needed.
From the study of the network topology, I recommend the university to eliminate the flat network and acquire different routers for each faculty in order to avoid network congestion and bleach of security.

I recommend further research to be made on how to block traffic automatically during network overload at peak hours. This would improve the system from being a passive system to an active system.

The university should encourage students to develop applications that can improve service delivery at the university. This will empower the faculty of science and technology to lead in technology innovations.
6.4 Conclusion
Beginning with the research proposal and ending with the implementation of the project, this has been an opportunity to discover my potential and be a part of the initiative to improve service delivery through technology innovations.
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APPENDICES

APPEDIX 1: Capture Packets Code
This is the code for capturing packets from the network, packets’ source and destination addresses, protocol, hop and sequence number.

import jpcap.JpcapCaptor;

import jpcap.NetworkInterface;

import jpcap.NetworkInterfaceAddress;

import java.io.IOException;

import java.util.Scanner;

import javax.swing.JFrame;

public class PacketAnalyser {

static String text="";

 public String capture(){
  


try {



captor=JpcapCaptor.openDevice(devices[index], 65535, true, 20);



long[] packs = new long[20];



int tcp = 0;



int udp = 1;



for(int j = 0;j<10;j++){



long count1 = 0;



long count2 = 0;



captor.setFilter("tcp and ip", true);



for(int i=0;i<10;i++){



text1=text1+captor.getPacket()+"\n";



if(captor.getPacket()!=null){count1++;}}



text1=text1+captor.dropped_packets + " packets dropped by kernel\n";



text1=text1+count1+"\n"  ;



captor.setFilter("udp and ip", true);



for(int i=0;i<10;i++){



text1=text1+captor.getPacket()+"\n"  ;



if(captor.getPacket()!=null){count2++;}



}



text1=text1+captor.dropped_packets + " packets dropped by kernel\n";



text1=text1+count2+"\n";



packs[tcp]=count1;



packs[udp]=count2;



tcp+=2;



udp+=2;



}


captor.close();


return text1;

}}

APPENDIX 2: Line Graph Code
This is the code for drawing the line graph as a representation for packets’ statistics from the network.

import java.awt.*;

import javax.swing.*;

import javax.swing.border.*;

import java.util.Vector;

public class LineGraph extends JPanel

{


private String[] labels;


private Vector values=new Vector();


long maxValue=Long.MIN_VALUE,minValue=Long.MAX_VALUE;


boolean autoMax,autoMin;


int marginY=20,marginX=20;


private Color[] colors={

Color.blue,Color.green,Color.yellow.darker(),Color.red,Color.cyan,Color.pink,Color.orange


};


public LineGraph(String[] labels){



this(labels,null,Integer.MAX_VALUE,Integer.MIN_VALUE,true,true);


}


LineGraph(String[] labels,long[][] values){



this(labels,values,Integer.MAX_VALUE,Integer.MIN_VALUE,true,true);


}


LineGraph(String[] labels,long[][] values,long minValue,long maxValue){



this(labels,values,minValue,maxValue,false,false);


}


LineGraph(String[] labels,long[][] values,long minValue,long maxValue,boolean autoMin,boolean autoMax){



this.labels=labels;



this.autoMax=autoMax;this.autoMin=autoMin;



this.minValue=minValue;this.maxValue=maxValue;



if(values!=null){




for(int i=0;i<values.length;i++){





this.values.addElement(values[i]);





if(autoMin || autoMax){






for(int j=0;j<values[i].length;j++){







if(autoMax && values[i][j]>maxValue) maxValue=values[i][j];







if(autoMin && values[i][j]<minValue) minValue=values[i][j];






}





}




}



}



setLayout(new BoxLayout(this,BoxLayout.X_AXIS));



add(new GraphPane());



add(new LabelPane());


}


public void addValue(long[] values){



this.values.addElement(values);



if(autoMin || autoMax){




for(int i=0;i<values.length;i++){





if(autoMax && values[i]>maxValue) maxValue=values[i];





if(autoMin && values[i]<minValue) minValue=values[i];




}



}



repaint();


}


public void clear(){



values.removeAllElements();



maxValue=Long.MIN_VALUE;minValue=Long.MAX_VALUE;



repaint();


}


void setMinValue(int minValue){this.minValue=minValue;}


void setMaxValue(int maxValue){this.maxValue=maxValue;}


void setMinValueAutoSet(boolean autoMin){this.autoMin=autoMin;}


void setMaxValueAutoSet(boolean autoMax){this.autoMax=autoMax;}


private class GraphPane extends JPanel


{



public void paintComponent(Graphics g){




super.paintComponent(g);




setBackground(Color.white);




if(labels==null || values==null || values.size()==0) return;




//calc font size




int ylabelw=0;




for(int i=0;i<4;i++){





int w=g.getFontMetrics().stringWidth(String.valueOf((double)(maxValue-(maxValue-minValue)*i/4.0)));





if(w>ylabelw) ylabelw=w;




}




long h=getHeight()-marginY-marginY,w=getWidth(),h2=maxValue-minValue;




double d=(double)(w-marginX-marginX)/(values.size()-1.0),x=d+marginX+ylabelw;




//draw X/Y axis




g.setColor(Color.black);




//g.drawLine(ylabelw,getHeight()-marginY,getWidth(),getHeight()-marginY);




g.drawLine(marginX+ylabelw,0,marginX+ylabelw,getHeight());




g.setColor(Color.gray);




for(int i=0;i<5;i++){





int y=marginY+(getHeight()-marginY-marginY)/4*i;





g.drawLine(marginX+ylabelw,y,getWidth(),y);





g.drawString(String.valueOf((double)(maxValue-(maxValue-minValue)*i/4.0)),marginX-5,y);




}




long[] vv=(long[])values.firstElement();




for(int i=1;i<values.size();i++,x+=d){





long[] v=(long[])values.elementAt(i);





for(int j=0;j<v.length;j++){






Color c=colors[j%colors.length];






for(int k=0;k<j/colors.length;k++) c.darker();






g.setColor(c);





g.drawLine((int)(x-d),(int)(h+marginY-(vv[j]-minValue)*h/h2),(int)x,(int)(h+marginY-(v[j]-minValue)*h/h2));





}





vv=v;




}



}


}


private class LabelPane extends JPanel


{



LabelPane(){




setLayout(new BoxLayout(this,BoxLayout.Y_AXIS));




setBackground(Color.white);




for(int i=0;i<labels.length;i++){





JPanel cont=new JPanel();





cont.setLayout(new BoxLayout(cont,BoxLayout.X_AXIS));





cont.setBackground(Color.white);





JLabel label=new JLabel(labels[i],SwingConstants.LEFT);





label.setForeground(Color.black);





JLabel box=new JLabel("    ");





box.setOpaque(true);





Color c=colors[i%colors.length];





for(int j=0;j<i/colors.length;j++) c.darker();





box.setBackground(c);





cont.add(box);





cont.add(Box.createRigidArea(new Dimension(5,0)));





cont.add(label);





cont.setAlignmentX(0.0f);





add(cont);





add(Box.createRigidArea(new Dimension(0,5)));




}




setBorder(new CompoundBorder(BorderFactory.createLineBorder(Color.black,1),





new EmptyBorder(10,10,10,10)));



}



public Dimension getMinimumSize(){ return new Dimension(50,1); }


}


public Dimension getPreferredSize(){



return new Dimension(300,200);


}


public static void main(String[] args){



String[] labels={"layout","box"};



long[][] data={{1,1},{2,4},{3,2}};



JFrame f=new JFrame();



f.addWindowListener(new java.awt.event.WindowAdapter(){




public void windowClosing(java.awt.event.WindowEvent e){System.exit(0);}



});



LineGraph l=new LineGraph(labels,null,0,10);



f.getContentPane().add(l);



f.pack();



f.setVisible(true);}}

APPENDIX 3: LIST ACRONYMS
UDP                                     Unified Datagram Protocol

TCP                                      Transport Control Protocol

ICMP                                   Internet Control Message Protocol

ARP                                    Address Resolution Protocol

JPCAP                                Java Packet Capture

WINPCAP                         Windows Packet Capture

APPENDIX 4: BUDGET

	ITEM
	COST

	2 Computers
	700,000/=

	Software
	200,000/=

	Miscellaneous 
	120,000/=

	TOTAL
	1,020,000/=


APPENDIX 5: WORK PLAN

	No
	Activity
	Start Date
	End Date

	1.
	Proposal writing
	27 December 2010
	31 December 2010

	2.
	Framework Development 
	1 January 2011
	6 January 2011

	3.
	Methodology and design
	7 January 2011
	15 February 2011

	4.
	Implementation
	17 February 2011
	17 March 2011

	5.
	Testing and Evaluation
	18 March 2011
	28 March 2011

	6.
	Presentation of project
	
	2 April 2011


STOP





Capture statistics





Capture packets





Execute arp request





Is var b





Is var Y





Is var Z





Is var X





Var x=tcp


Var y=icmp


Var z=udp


Var b=arp





Select Interface





Start





Execute icmp request





Execute udp request





Execute tcp request





<<type>>LabelPane














+Dimension getMinimumSize ()


+LabelPane ()





<<type>>GraphPane              














+PaintComponent ()





LineGraph


MarginY: int


MarginX: int


-Color: []


-Labels: String


-Vector:


+ClearAll ()


+addValue ()


+LineGraph ()


+Dimension getPreferedSize ()











Goo


-StartSnooping: JButton


-StopSnooping: JButton


-ClearAll: JButton


-Change Network Interface: JButton


-Help: JButton


-About: JButton


-Exit: JButton


Protocol Type: jPanel


Network Interface Details: jPanel


All Network Traffic: jPanel


Menu: jPanel


Text1: jTextArea1


Text2: jTextArea2


TCP: CheckBox


UDP: CheckBox


ICMP: CheckBox


ARP: CheckBox


-goo ()


+PaintComponent ()


























-goo ()


+initComponent ()





PacketAnalyser


Index: int


Nice: int                                                         


Text: String


Text1: String


+ChooseDevice ()


+Capture ()


+setFilter()











I

