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CHAPTER 1
INTRODUCTION
A through knowledge of project is gained only if the basis principles are known. Hence this chapter helps in knowing about the overviews of the project “MULTIPLE PASSWORD AUTHENTICATIONS”, its scopes and describes the objectives.

1.1 OBJECTIVE
 
 
To study the existing graphical and textual password schemes and to design and develop a multiple password scheme, to empirically test its security & usability, and to compare it with existing alphanumeric and graphical password schemes. This project provides secure, usable and cost effective user authentication mechanisms to help mainly the computer users those are working on untrustworthy computers, Internet, and unsafe networks.

1.2 OVERVIEW



The Dramatic increase of computer usage has given rise to many security concerns. One major security concern is authentication, which is the process of validating who you are to whom you claimed to be. The password is a very common and widely authentication method still used up to now but because of the huge advance in the uses of computer in many applications as data transfer, sharing data, login to emails or internet, some drawbacks of normal password appear like stolen the password, forgetting the password, week password, etc so a big necessity to have a strong authentication way is needed to secure all our applications as possible, so researches come out with advanced password called multiple password techniques where they tried to improve the password techniques and avoid the weakness of normal password. ( Sobrado and Birget, 2007), today, many networks, computer systems and Internet-based environments used this technique to authenticate their users. The vulnerabilities of this technique have been well known generally. Dictionary attack is the commonly method used by hackers to break or crack the alphanumeric password, such attack is very efficient mechanism because its only need a little time to discover the users passwords. Another major drawback of this method is the difficulty of remembering the passwords. Recent studies (Dhamija et al, 2000) showed that humans are only capable to memorize a limited number of passwords, because of this syndrome, they often to write down, share and use the same passwords for different current account. Graphical password techniques have been proposed as an alternative to conventional based techniques. It has been designed to overcome the known weakness of conventional password. It also designed to make the passwords more memorable, easier for people to use and therefore more secure. Based on the two assumptions; first, humans can remember pictures better than alphanumeric characters and second, a picture worth a thousand passwords.
As known generally, the main drawbacks for the current graphical password schemes are the shoulder-surfing problem and usability problem. Even though graphical passwords are difficult to guess and break, if someone direct observe during the password enter sessions, he/she probably figure out the password by guessing it randomly. Nevertheless, the issue of how to design the authentication systems which have both the security and usability elements is yet another example of what making the challenge of Human Computer Interaction (HCI) and security communities. Even though the main argument for graphical passwords is that humans are better at memorizing graphical passwords than conventional passwords, the existing user studies are very limited and there is not yet convincing the fact to support this argument. We have found that the existing recognition base graphical passwords schemes does not have attractive usability features for the users which mean that the usability features needed to be studied more and develop more usable systems for the Graphical Password. 
Current authentication systems suffer from many weaknesses. The vulnerabilities of the textual password have been well known. Users tend to pick short passwords or passwords that are easy to remember, which makes the passwords unprotected for attackers to break. Furthermore, textual password is vulnerable to guessing, dictionary attack, key-loggers, and social engineering, shoulder surfing, hidden-camera and spy ware attacks. To conquer the limitations of text-based password, techniques such as two-factor authentication and graphical password have been put in use. Other than that, applications and input devices such as mouse, stylus and touch-screen that permit make the appearance of the graphical user authentication techniques possible. 
However, they are mostly vulnerable to shoulder-surfing as well. Passwords possess many useful properties as well as widespread legacy deployment; consequently we can expect their use for the foreseeable future. Unfortunately, today’s standard methods for password input are subject to a variety of attacks based on observation, from casual eavesdropping (shoulder surfing), to more exotic methods. Shoulder-surfing attack occurs when using direct observation techniques, such as looking over someone's shoulder, to get passwords, PINs and other sensitive personal information. As well as when a user enters information using a keyboard, mouse, touch screen or any traditional input device, a malicious observer may be able to acquire the user’s password credentials.

A collection of usability features will be implemented in the multiple password prototype to be more usable for the users where this usability set includes more secure, the easy of use, memorize, creation, learning and satisfaction. Finally we propose a new multiple password authentications scheme.

CHAPTER 2
LITRATURE SURVEY
2.1 AUTHENTICATION METHODS
Current authentication methods can be divided into three main areas:

• Token based authentication

• Biometric based authentication

• Knowledge based authentication
Token based techniques, such as key cards, bank cards and smart cards are widely used. Many token-based authentication systems also use knowledge based techniques to enhance security. For example, ATM cards are generally used together with a PIN number.
Biometric based authentication techniques, such as fingerprints, iris scan, or facial recognition, are not yet widely adopted. The major drawback of this approach is that such systems can be expensive, and the identification process can be slow and often unreliable. However, this type of technique provides the highest level of security.
Knowledge based techniques are the most widely used authentication techniques and include both text-based and picture-based passwords. The picture-based techniques can be further divided into two categories: recognition-based and recall-based graphical techniques. Using recognition-based techniques, a user is presented with a set of images and the user passes the authentication by recognizing and identifying the images he or she selected during the registration stage. Using recall-based techniques, a user is asked to reproduce something that he or she created or selected earlier during the registration stage.
2.2 AUTHENTICATION TECHNIQUES
2.2.1 Recognition Based Techniques
In this technique, the user is asked to select a certain number of images from a set of random pictures generated by a program (figure 2.1). Later, the user will be required to identify the preselected images in order to be authenticated. The results showed that 90% of all participants succeeded in the authentication using this technique, while only 70% succeeded using text-based passwords and PINS. The average log-in time, however, is longer than the traditional approach. A weakness of this system is that the server needs to store the seeds of the portfolio images of each user in plain text. Also, the process of selecting a set of pictures from the picture database can be tedious and time consuming for the user. Akula and Devisetty’s algorithm (Dhamija and Perrig, 2000) that produces a 20 byte output, the authentication is secure and require less memory. It suggested a possible future improvement by providing persistent storage and this could be deployed on the Internet, cell phones and PDA's. 

Several authentication schemes (Weinshall and Kirkpatrick, 2004), such as picture recognition, object recognition, and pseudo word recognition, and conducted a number of user studies. In the picture recognition study, a user is trained to recognize a large set of images (100 – 200 images) selected from a database of 20,000 images.
[image: image1.emf]
Figure 2.1 Random images 
After one to three months, users in their study were able to recognize over 90% of the images in the training set. Pictures are the most effective among the three schemes tested. Pseudo codes can also be used, but require proper setting and training.  In the first scheme, the system will display a number of pass-objects (pre-selected by user) among many other objects. To be authenticated, a user needs to recognize pass-objects and click inside the convex hull formed by all the pass-objects (figure 2.2). In order to make the password hard to guess, using 1000 objects, which makes the display very crowded and the objects almost indistinguishable, but using fewer objects may lead to a smaller password space, since the resulting convex hull can be large. In their second algorithm, a user moves a frame (and the objects within it) until the pass object on the frame lines up with the other two pass objects. Repeating the process a few more times to minimize the likelihood of logging in by randomly clicking or rotating. The main drawback of these algorithms is that the log in process can be slow. 
[image: image2.emf]
Figure 2.2 A shoulder-surfing resistant graphical password scheme
 
A user selects a number of pictures as pass-objects. Each pass-object has several variants and each variant is assigned a unique code. During authentication, the user is challenged with several scenes. Each scene contains several pass-objects (each in the form of a randomly chosen variant) and many decoy-objects. The user has to type in a string with the unique codes corresponding to the pass-object variants present in the scene as well as a code indicating the relative location of the pass objects in reference to a pair of eyes. The argument is that it is very hard to crack this kind of password even if the whole authentication process is recorded on video because where is no mouse click to give away the pass-object information. However, this method still requires users to memorize the alphanumeric code for each pass-object variant. Later extended this approach to allow the user to assign their own codes to pass-object variants (Hong, et al. ,2004). Figure 2.3 shows the log-in screen of this graphical password scheme. However, this method still forces the user to memorize many text strings and therefore suffer from the many drawbacks of text-based passwords.
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Figure 2.3 Another shoulder surfing resistant scheme 
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Figure 2.4 An example of Passfaces 
 
“Passface” (Real User Corporation,2005) that the user will be asked to choose four images of human faces from a face database as their future password. In the authentication stage, the user sees a grid of nine faces, consisting of one face previously chosen by the user and eight decoy faces (figure 2.4). The user recognizes and clicks anywhere on the known face. This procedure is repeated for several rounds. The user is authenticated if he/she correctly identifies the four faces. The technique is based on the assumption that people can recall human faces easier than other pictures. Passfaces had only a third of the login failure rate of text-based passwords, despite having about a third the frequency of use. Their study also showed that the Passface-based log– in process took longer than text passwords and therefore was used less frequently by users. However the effectiveness of this method is still uncertain. 

Graphical passwords created using the Passface technique and found obvious patterns among these passwords. For example, most users tend to choose faces of people from the same race. This makes the Passface password somewhat predictable. This problem may be alleviated by arbitrarily assigning faces to users, but doing so would make it hard for people to remember the password. During the enrollment stage, a user selects a theme (e.g. sea, cat, etc.) which consists of thumbnail photos and then registers a sequence of images as a password (figure 2.5). During the authentication, the user must enter the registered images in the correct sequence. One drawback of this technique is that since the number of thumbnail images is limited to 30, the password space is small. Each thumbnail image is assigned a numerical value, and the sequence of selection will generate a numerical password. The result showed that the image sequence length was generally shorter than the textural password length. To address this problem, two pictures can be combined to compose a new alphabet element, thus expanding the image alphabet size. 

[image: image5.emf]
Figure 2.5 A graphical password scheme 
It allows users to use their favorite image for authentication. The users first register their favorite images (pass-images) with the server. During authentication, a user has to go through several rounds of verification. At each round, the user either selects a pass-image among several decoy-images or chooses nothing if no pass-image is present. The program would authorize a user only if all verifications are successful. Allowing users to register their own images makes it easier for user to remember their pass-images. A notification mechanism is also implemented to notify users when new images are registered in order to prevent unauthorized image registration. This method does not necessarily make it a more secure authentication method than text-based passwords. Users’ choices of picture passwords are often predictable. Allowing users to use their own pictures would make the password even more predictable, especially if the attacker is familiar with the user.
2.2.2 Recall Based Techniques
In this section we discuss two types of picture password techniques: reproducing a drawing and repeating a selection.
Reproduce a Drawing
“Draw - a - secret (DAS)”, (Jermyn, et al.,1999) which allows the user to draw their unique password (figure 2.6). A user is asked to draw a simple picture on a 2D grid. The coordinates of the grids occupied by the picture are stored in the order of the drawing. During authentication, the user is asked to re-draw the picture. If the drawing touches the same grids in the same sequence, then the user is authenticated. Jermyn, et al. suggested that given reasonable-length passwords in a 5 X 5 grid, the full password space of DAS is larger than that of the full text password space. 
[image: image6.emf]
Figure 2.6 Draw-a-Secret (DAS) technique
It analyzed the memorable password space of the graphical password scheme by Jermyn et al. [24]. They introduced the concept of graphical dictionaries and studied the possibility of a brute-force attack using such dictionaries. They defined a length parameter for the DAS type graphical passwords and showed that DAS passwords of length 8 or larger on a 5 x 5 grid may be less susceptible to dictionary attack than textual passwords. They also showed that the space of mirror symmetric graphical passwords is significantly smaller than the full DAS password space. Since people recall symmetric images better than asymmetric images, it is expected that a significant fraction of users will choose mirror symmetric passwords. If so, then the security of the DAS scheme may be substantially lower than originally believed. This problem can be resolved by using longer passwords. It showed that the size of the space of mirror symmetric passwords of length about L + 5 exceeds that of the full password space for corresponding length L <= 14 on a 5 x 5 grid. It studied the impact of password length and stroke-count as a complexity property of the DAS scheme. Their study showed that stroke-count has the largest impact on the DAS password space -- The size of DAS password space decreases significantly with fewer strokes for a fixed password length. The length of a DAS password also has a significant impact but the impact is not as strong as the stroke-count. To improve the security, Thorpe use “Grid Selection” technique. The selection grid is an initially large, fine grained grid from which the user selects a drawing grid, a rectangular region to zoom in on, in which they may enter their password (figure 2.7). This is a graphical password comprised of handwritten designs or text, usually drawn with a stylus onto a touch sensitive screen. Their study concluded that users were able to remember complete doodle images as accurately as alphanumeric passwords. The user studies also showed that people are less likely to recall the order in which they drew a DAS password. However, since the user study was done using a paper prototype instead of computer programs, with verifications done by a human rather than computer, the accuracy of this study is still uncertain. 
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Figure 2.7 Grid selection
Users were asked to draw a DAS password on paper in order to determine if there are predictable characteristics in the graphical passwords that people choose. It did not find any predictability in the start and end points for DAS password strokes, but found that certain symmetries (e.g. crosses and rectangles), letters, and numbers were common. This study showed that users choose graphical passwords with predictable characteristics, particularly those proposed as "memorable". If this study is indicative of the population, the probability in which some of these characteristics occur would reduce the entropy of the DAS password space. However, this user study only asked the users to draw a memorable password, but did not do any recall-test on whether or not the passwords were really memorable. 
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Figure 2.8 A signature is drawn by mouse
Authentication (Syukri, et al.,1998) is conducted by having the user drawing their signature using a mouse (figure 2.8). Their technique included two stages, registration and verification. During the registration stage: the user will first be asked to draw their signature with a mouse, and then the system will extract the signature area and either enlarge or scale-down the signature, and rotates if needed, (also known as normalizing). The information will later be saved into the database. The verification stage first takes the user input, and does the normalization again, and then extracts the parameters of the signature. After that, the system conducts verification using geometric average means and a dynamic update of the database. According to the paper the rate of successful verification was satisfying. The biggest advantage of this approach is that there is no need to memorize one’s signature and signatures are hard to fake. However, not everybody is familiar with using a mouse as a writing device; the signature can therefore be hard to draw. One possible solution to this problem would be to use a pen-like input device, but such devices are not widely used, and adding new hardware to the current system can be expensive. We believe such a technique is more useful for small devices such as a PDA, which may already have a stylus.
Repeat a sequence of actions
A graphical password in which a password is created by having the user click on several locations on an image. During authentication, the user must click on the approximate areas of those locations. The image can assist users to recall their passwords and therefore this method is considered more convenient than unassisted recall (as with a text-based password). In implementation (figure 2.9), users must click on various items in the image in the correct sequence in order to be authenticated. Invisible boundaries are defined for each item in order to detect whether an item is clicked by mouse. 
The “PassPoint” system extended  idea by eliminating the predefined boundaries and allowing arbitrary images to be used. As a result, a user can click on any place on an image (as opposed to some pre-defined areas) to create a password.
A tolerance around each chosen pixel is calculated. In order to be authenticated, the user must click within the tolerance of their chosen pixels and also in the correct sequence (figure 2.10). Because any picture can be used and because a picture may contain hundreds to thousands of memorable points, the possible password space is quite large. One group of participants was asked to use alphanumerical password, while the other group was asked to use the graphical password.
[image: image9.emf]
Figure 2.9 A recall-based technique
The result showed that graphical password took fewer attempts for the user than alphanumerical passwords. However, graphical password users had more difficulties learning the password, and took more time to input their passwords than the alphanumerical users.
[image: image10.emf]
Figure 2.10 An image used in the Pass point System
It conducted a user study to evaluate the effect of tolerance of licking during the re-authenticating stage, and the effect of image choice in the system. The result showed that memory accuracy for the graphical password was strongly reduced by using a smaller tolerance for the user clicked points, but the choices of images did not make a significant difference. The result showed that the system works for a large variety of images. For example, its v-Go includes a graphical password scheme where users can mix up a virtual cocktail and use the combination of ingredients as a password. Other password options include picking a hand at cards or putting together a “meal” in the virtual kitchen. However, this technique only provides a limited password space and there is no easy way to prevent people from picking poor passwords (for example, a full house in cards). It  reported to be working on a system (called Map Authentication) that was based on navigating through a virtual world . In this system, users can build their own virtual world. The authentication is carried out by having users navigate to a site that is randomly chosen each time they log on. However, the details of this system are not available. Table 2.1 contains a more detailed comparison of all the above techniques. 

2.3 IMAGE SELECTION 
A perplexing problem faced in Picture Password was ensuring that its password space would be comparable to that of alphanumeric passwords. The size of the image matrix limits the effective alphabet size to only 30 elements, assuming a one-to-one mapping, which in turn results in weak passwords. For example, an eight-entry image sequence, the number of possible password strings would be only 308. Therefore, several ways to increase the alphabet size were considered. They included allowing passwords to be composed with thumbnail elements from all of the three available themes (90 elements total) and providing more images per theme, by either using smaller-sized images, or adding a feature to zoom up larger composite images from each thumbnail image. Each of these approaches had serious drawbacks. Using thumbnail images from all three themes would require more difficult navigation for the user. A denser set of images would mean less tolerance for selections and a higher rate of input errors. Zooming up a thumbnail image to a larger composite image would require more user interaction when selecting images and greater complexity in creating and handling themes. 
The main criterion for selecting among various alternatives was to maintain the simplicity of the user interface, keeping it as easy to use as possible. Our solution was to add a second method or style for choosing thumbnail elements. Besides selecting individual thumbnail elements as before, one could now select two thumbnail elements together to compose a new alphabet element. The concept is akin to using a shift key to select uppercase or special characters on a traditional keyboard, but in this context each thumbnail element serves as a shift key for every other element, including itself. With this addition, the resulting alphabet size expands from 30 elements (i.e., singly selected keys) to 930 elements (i.e., 30 singly selected keys plus 30 x 30 composite keys), which compares favorably to the 95 printable ASCII characters available from a traditional keyboard. Several ways exist to select a pair of buttons and link them in composing an alphabet element. Drag-and-drop is perhaps the most obvious method, but not typically supported by all handheld device windowing systems. Another, more generic selection method is choosing the first thumbnail image by picking and holding the stylus there, highlighting the selection, and then completing the pair by picking the second button image in the normal fashion. 
Having someone observe the user entering a password and using that information to gain entry is a concern with any password system. Fortunately, the screens of PDAs and most handheld devices have a narrow viewing angle. That property, combined with their small size, makes it relatively easy to shield data entry with one’s body. Nevertheless, observation is a concern. As a safeguard, Picture Password gives users the option to have images shuffled automatically between authentication attempts, where appropriate. Supporting two different styles of selection also is a safeguard, since it makes it difficult for an observer to glean both the entire image sequence and the selection style for each image in the sequence. 
2.4 PASSWORD FORMATION AND REUSE
Organizational policies typically require users’ passwords to expire and be changed completely after some period of use. This practice keeps a persistent intruder from cracking a password over some indefinite lifetime of use. Though effective, password expiration is also a nuisance for the user, who follows this practice on numerous systems and accounts, and continually must forget old and memorize new passwords. The user would instead prefer to continue using the same image sequence indefinitely.  One solution for password reuse is to allow the same image sequence to be used after it expires, but have the image sequence generate a completely new password value. By decoupling images from alphabet, numerous distinct mappings between those respective sets of elements are possible. To enable password reuse, the authentication mechanism has only to select a mapping that results in a different password value to be generated for the same image sequence. 
As shown in Figure 2.11, during initial enrollment or a subsequent reenrollment, for each thumbnail element of the image matrix, Picture Password randomly assigns a distinct value from the full range of possible alphabet values to form a value matrix with the same dimensions. While the set of image elements is fixed at 30, the set of basic alphabet values from which the 30 needed are drawn can be significantly larger. Thus, the elements of the value matrix contain the basic alphabet used to compute the password, but are independent from the image matrix. 
[image: image11.emf]
Figure 2.11 Image and Value Matrices
The mapping of thumbnail element to value element remains constant from one authentication attempt to another and changed only during reenrollment. Because values are randomly associated with each thumbnail element of the image matrix during reenrollment, selecting the same theme and sequence of thumbnails repeatedly should produce a completely different password value. As an added measure, mappings that produce the same password value as the one previously enrolled can be rejected during reenrollment. 
The sequence of thumbnail elements selected by the user in either an enrollment or authentication attempt governs password formation. The mapped value of a single image selection can be directly applied, while the two mapped values of a paired image selection must first be composed into a single value. For example, if single-byte, non-zero, unsigned integers comprise the set of 30 basic alphabet values, a single image selection could be the pair of bytes (0, VMj), and a paired image selection could be the pair of bytes (VMk, VMj), where VMj represents either the alphabet value in the value matrix for a single image selected or the first image selected in a paired image selection, and VMk represents the alphabet value for the second image in a paired image selection. Once the thumbnail images for an image sequence have their alphabet values resolved, those values are concatenated together, in the sequence the images were selected, to form the clear text password. Picture Password then applies a one-way cryptographic hash to the resulting string iteratively to form the password. The NIST Secure Hash Algorithm (SHA) is used to compute the cryptographic hash and results in a 20-byte binary value. The number of iterations to apply the hash algorithm is controlled by a variable to allow the work effort to be adjusted to the level of security needed. The user’s password is never maintained in unencrypted form on the device. Instead, only the hash result is retained during enrollment and used later during verification to compare against the hash result from any subsequent authentication attempt. 
While a visual login technique by its very nature avoids dictionary attacks associated with textual passwords, it may be possible for an intruder to compile commonly used set of image selections (e.g. location-based sequences such as the four corners or main diagonal of the image matrix) and use them in an attack. As a countermeasure to an intruder directly applying a dictionary of commonly used passwords, the clear text password value may be prepended with a random value, commonly referred to as a salt, before the hash is iteratively applied. This step significantly increases the work factor for the intruder, in relationship to the size of the salt value that is used and whether both a public and a secret salt are involved (Man96, Aba97, 1996). 
One additional use for the value matrix is to hold individual salt values for each element of the basic alphabet. Rather than prepending the resulting clear text value of the password with a collective salt value, salting can be done continuously as entries in the value matrix are used to generate a password value. This method of salting takes advantage of any unused memory within the value matrix, in situations where the memory allocated for each value matrix element is sufficient to hold both an alphabet value and its associated salt value. Otherwise, additional memory can be allocated to hold the salt component, which can be treated simply as the prefix of an alphabet value. Each time a new password is enrolled, the salt components are populated with random values. This procedure, in effect, creates a new way of salting the password through the embedding of salt values within the alphabet value entries of the value matrix. 
2.5 PASSWORD STRENGTH 
As mentioned earlier, with 30 thumbnail images to choose, the effective size of the alphabet is 930, (30 + (30*30)). Passwords formed with so large an alphabet space are quite strong. Thus, 7-entry long passwords have 9307 possible values for a password space of approximately 6.017009e+20, which is an order of magnitude greater than that for 10-character long, alphanumeric passwords formed from the 95 printable ASCII character set, which is 9510 or approximately 5.987369e+19. The general strength relationship between visual passwords formed from a 30-element matrix versus textual passwords formed from the 95 printable ASCII characters is approximately  Npp = [2/3 * Ntp ], where Ntp is the required character length for textual password input, Npp is the corresponding input sequence length required for Picture Password, and [x] is the “ceiling” function. 
In simple terms this means that image sequences formed with dual selection styles require approximately one-third less length than that of a traditional alphanumeric password. This presumes, of course, that just as additional keystrokes are needed to select special and capital characters on a keyboard, a comparable number of additional strokes are used when forming an image sequence involving paired image selections. Table 2.1 gives a comparison of input lengths between the two mechanisms for a range of sizes of password elements. Note that the values in the table presume that just as additional keystrokes are needed to select special and capital characters on a virtual keyboard, a comparable number of additional strokes are used when forming an image sequence involving paired image selections. 
Table 2.1 Input Length Comparison 
	Textual Password Length 
	6 
	7 
	8 
	9 
	10 
	11 
	12 

	Image Sequence 

Length 
	4 
	5 
	6 
	6 
	7 
	7 
	8 


2.6 CONSTITUTION OF PASSWORDS 
Table 2.2 The distribution of the passwords constitution shows a generalized vulnerability
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Password vulnerabilities come from their misuse that, in turn, results from the fact that they need to be both easy to remember, therefore simple, and secure, therefore complex. Consequently, it is virtually impossible to come up with a “good” password (Gilhooly,2005). On the other hand, once users have not yet completely realized the need for securing their authentication secrets, even fairly good passwords become a threat when the security policies (if at all existing) fail to be implemented. The results of an inquiry made by the authors in 2004 to sixty Information Technology (IT) professionals show that, even among those that have technical knowledge, the need for passwords security is underestimated.
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Figure 2.12 Users have a generalized tendency to share their passwords
As shown in the table 1, only 17% of the inquired professionals use complex codes including symbols, and 72% stated that they rarely change their access codes (figure 2.12), despite 52% of them know that at least one of those is known by at least one other person (figure 2.13). This need for simplicity and the principle of trust that allows a user to have the password on a post-it placed under the keyboard or even on the monitor, creates a security breach that can be stopped by graphical secrets (passgraphs), once they are easier to remember (Akula,2004) they can generate complex passwords (an easy way to assure easy compatibility with existing systems) and they are difficult to transmit from person to person. This need to stop the transmissibility of the authentication secrets is even bigger when we realize (figure 3) that most professional users (65%) have only one or two codes that they use for authenticating to the generality of the used services. 
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Figure 2.13 Most of the users rarely change their passwords
Needless to say that the authentication processes based on passgraphs are, like virtual keyboards, adequate for use in private spaces or in small devices like the Personal digital Assistants (PDAs), once they are vulnerable to eyesdroping. Giving to the user the possibility to choose at each login attempt between the passgraph mode and the password mode is not a choice either, once the system would inherit the vulnerabilities of both systems, so the only way to implement this systems without limiting the users is to allow the user a choice between the system when he uses the system for the first time (enrolment) and making that choice definitive (or almost). 
In this case, the user must be educated for the advantages and disadvantages of both systems so that he can make the choice that a best suite is needs. Anyway, in order to provide an easy widespread of passgraph systems and to take advantage of the security infrastructures already deployed they must be compatible with the existing systems, without generating new vulnerabilities. This can be achieved by generating strong passwords from the users passgraphs choices using the one-way function described on this paper.
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Figure 2.14 Most of the user use the same password 
2.7  GRAPHICAL VS TEXT PASSWORD
Very little research has been done to study the difficulty of cracking graphical passwords. Because graphical passwords are not widely used in practice, there is no report on real cases of breaking graphical passwords. Here we briefly exam some of the possible techniques for breaking graphical passwords and try to do a comparison with text-based passwords.
2.7.1 Brute force search
The main defense against brute force search is to have a sufficiently large password space. Text-based passwords have a password space of 94^N, where N is the length of the password, 94 is the number of printable characters excluding SPACE. Some graphical password techniques have been shown to provide a password space similar to or larger than that of text-based passwords. Recognition based graphical passwords tend to have smaller password spaces than the recall based methods. It is more difficult to carry out a brute force attack against graphical passwords than text-based passwords. The attack programs need to automatically generate accurate mouse motion to imitate human input, which is particularly difficult for recall based graphical passwords. Overall, we believe a graphical password is less vulnerable to brute force attacks than a text-based password.
2.7.2 Dictionary attacks
Since recognition based graphical passwords involve mouse input instead of keyboard input, it will be impractical to carry out dictionary attacks against this type of graphical passwords. For some recall based graphical passwords, it is possible to use a dictionary attack but an automated dictionary attack will be much more complex than a text based dictionary attack. More research is needed in this area. Overall, we believe graphical passwords are less vulnerable to dictionary attacks than text-based passwords. 

Guessing 
Unfortunately, it seems that graphical passwords are often predictable, a serious problem typically associated with text-based passwords. For example, studies on the Passface technique have shown that people often choose weak and predictable graphical passwords. More research efforts are needed to understand the nature of graphical passwords created by real world users. 

Spyware
Except for a few exceptions, key logging or key listening spyware can not be used to break graphical passwords. It is not clear whether “mouse tracking” spyware will be an effective tool against graphical passwords. However, mouse motion alone is not enough to break graphical passwords. Such information has to be correlated with application information, such as window position and size, as well as timing information. 

2.7.3 Shoulder surfing
Like text based passwords, most of the graphical passwords are vulnerable to shoulder surfing. At this point, only a few recognition-based techniques are designed to resist shoulder-surfing (Mathews,2003). None of the recall-based based techniques are considered should-surfing resistant.
Social engineering
Comparing to text based password, it is less convenient for a user to give away graphical passwords to another person. For example, it is very difficult to give away graphical passwords over the phone. Setting up a phishing web site to obtain graphical passwords would be more time consuming. Overall, we believe it is more difficult to break graphical passwords using the traditional attack methods like brute force search, dictionary attack, and spyware. There is a need for more in-depth research that investigates possible attack methods against graphical passwords.
2.8 QUESTIONARIES 
Participants completed two sets of Likert-scale questions. Ten-point Likert scales were used, where 1 indicted strong disagreement and 10 equaled strong agreement with the given statement. First they answered two online questions immediately after successfully confirming each of their pass- words. They gave both “ease of creating a password” and “ease of remembering their password in a week” median scores of 5 (means of 4.6). Secondly, they completed a post-test questionnaire at the end of the one-hour session. In Table 2.8, we report on a subset of the questions, corresponding to the questions re- ported in our study of a PassPoints-style system. Some of the questions were inverted to avoid bias; as a result the scores for the statements marked with (*) were reversed before calculating the means and medians. A higher score always indicates a more positive result for CCP.
Table 2.8 Questionnaire responses, scores are out of 10. * indicates scale was reversed
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All post-test questionnaire questions had median values of neutral or higher, with several questions showing high levels of satisfaction. Participants showed some concern over the perceived security of graphical passwords and indicated a preference for text-based passwords. Looking at the two online questions shows that users initially felt that it was somewhat difficult to select passwords. In- trustingly, by the time they responded to the post-test questionnaire, they felt 10 Cued Click Points much better about password creation. They also showed some hesitation about whether they would be able to remember their password in a week. This may have been exacerbated by the fact that they were creating multiple passwords in a row and did not feel that they would be able to remember all of them.  Additionally, in we show that long-term memorability of click-based passwords did not appear to be an issue.

CHAPTER 3
SYSTEM BACKGROUND
3.1 PROBLEM DEFINITION 
Password authentication is very critical for secure access to computing systems/servers as it verifies the identity of users and processes. The most common computer authentication method is to use alphanumerical usernames and passwords. To overcome that, graphical password authentication technique had been introduced. This method has been shown to have significant drawbacks. 
Nowadays, user authentication is one of the important topics in information security. The textual passwords or alpha-numeric passwords have been the basis of authentication systems for centuries. Strong text-based password schemes could provide with certain degree of security. Similarly, it had also been the major attraction for crackers and attackers. Also that strong password is difficult to memorize often leads their owners to write them down on papers or even save them in a computer file. Hence, most users tend to create simple, short and insecure passwords. 
Recently, graphical passwords have become a viable alternative to the conventional passwords due to their security and usability features. However Graphical authentication had been proposed as a possible alternative solution to text-based authentication, motivated particularly by the fact that humans can remember images better than text. Graphical passwords schemes are an alternative authentication method of the conventional password scheme in which users click on images to authenticate themselves rather than type the text-based password. All of graphical passwords have two different aspects which are usability and security. Unfortunately none of these algorithms were being able to cover both of these aspects at the same time. 
The password should be easy for the user to remember, and hard for anyone else to figure out the graphical password, involves selecting a sequence of graphical items on a computer screen.  
The main objectives of the proposed system are to reduce the human work, reduce the maintenance time, and to make the system more user friendly, efficient, more accurate and fast processing.

3.2 STUDIES ON THE EXISTING SYSTEM
Existing System
The existing systems are authenticated with textual based password which is not more secure for server due to Data dictionary attacks. The textual passwords can be easily traced out through this attack.
Drawbacks on the Existing System
· Less security

· Prevent unauthorized users accessing the information

3.3 STUDIES ON THE PROPOSED SYSTEM
Proposed System
In the new system we provide more security for the server by implementing multiple password authentications (Text Password, Graphical password, and Biometric). It will not get easily attacked by the data dictionary attacks.
Advantage of proposed system

· Comparing the existing system it reduces the maintenance cost and investment

· Prevents errors due to manual process

· As system exists as online it possible to conduct auction wherever administrator being in journey.

· Its possible to make auction to be familiar world wide 

· Gaining more bidders becomes quite easier

· Advertising is possible

· Can keep track of all the clients details

3.4 MODULES
Text password Authentication
A text password (alpha-numeric password) is simply a string of letters and digits. Almost any string can serve as a password. These passwords only offer good security as long as they are complicated enough so that they cannot be deduced or guessed. 
Graphical Password Authentication
In the graphical password scheme the pixel points of the image are alone stored as the password to the database. Here we take multiple images where click in one image will link to other image. If the click is ok then it will like to true image else linked to false image. If the click password is forgot the user can visit their profile and verify it.

Biometric Password Authentication
In the biometric password we consider our finger prints image as the password and store the image of the prints in the database and if the user to enter the server the finger print will be authenticated. If the finger print matches the database then the user can enter the server else blocked.

Object Tracking
In the Object tracking Authentication object tracked to particular bit in a track is stored as the password and if the user drags to particular point it will authenticate to access the server.

CHAPTER 4
DESIGN AND DEVELOPMENT PROCESS
4.1 FUNDAMENTAL DESIGN CONCEPTS


System design is a “how to” approach to creation of a new system. System design goes through   2 phases. They are 

· Logical design

· Physical design

 
 Logical design reviews the present physical system, prepares input and output specifications, makes edit security and control specifications 

Physical design maps out the details of the physical system, plans, system implementation, device a test and implementation plan.

4.2 DATA FLOW DESIGN
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Creation of image as password
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4.3 DESIGN PROCESS
 Input Design
Input design is the process of connecting the user-originated inputs into a computer to used formats the goal of the input design is to make data entry Logical and free from errors. In the input database errors can controlled by input design. This application is being developed in a user-friendly manner. The forms are being designed in such a way that during the processing the cursor is placed in the position where the data must be entered. 
An option of selecting an appropriate input from the values of validation is made for each of the data entered. Concerning clients comfort the project is designed with perfect validation on each field and to display error messages with appropriate suggestions. Help managers are also provided whenever user entry to a new field he/she can understand what is to be entered. Whenever user enter a error data error manager displayed user can move to next field only after entering a correct data

 Output Design 


The output form of the system is either by screen or by hard copies. Output design aims at communicating the results of the processing of the users. The reports are generated to suit the needs of the users .The reports have to be generated with appropriate levels. In our project outputs are generated by asp as html pages. As its web application output is designed in a very user-friendly which will be through screen most of the time.
Code Design
The main purpose of code design is to simplify the coding and to achieve better performance and quality with free of errors. The coding is prepared in such a way that the internal procedures are more meaningful validation manager is displayed for each column. The coding of the variables is done in such a way that one other than person who developed the packages can understand its purpose.

4.4 DATABASE TABLE
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Figure 4.1 SQL Database Table
4.6 ADVANTAGE
· The 3D password combines most existing authentication schemes such as textual passwords, graphical passwords, and biometrics into one virtual three-dimensional environment.
· Protection against critical environment and systems.
· 3-D Secure adds another authentication step for online payments.
· Humans process graphical images easily.

· Associate image to events or people.

· Difficult to implement attacks.
4.7 APPLICATION

· Used in secure transmission

· Used in e-banking
· Used in military database

· Used in e-account database
4.8 SYSTEM SPECIFICATION

Hardware Specification


Server




Platform

: Windows 2000 Professional




System 

: Pentium IV 2.8 GHz




Ram 


: 512MB




Hard disk 

: 80GB

                       Client




Platform                 : Windows 2000 Professional




System                   : Pentium IV 2.8 GHz




Ram                       : 256MB




Hard disk               : 40GB

Software Specification
· Operating System

:Windows XP/Professional

· Language


:VB.NET

· Back End


:SQL SERVER

Language Introduction
What is net?

· .Net is a new framework for developing windows-based and web-based applications within the Microsoft environment.

· The framework offers a new set of software development tools that are superior to the old tools.

· The framework is a fundamental shift in Microsoft strategy. it moves application development from client-centric to server-centric.

VB.NET

· The .NET version of Visual Basic is as powerful as C# and is incompatible with its previous version VB 6.0.

· It contains the following new features all of which are enforced by CLR and are common with C#.

· Common IDE (Interactive Development Environment)

· Common type system

· Common object orientation capabilities

· Common language library

· Common error and exception handling

· Common form drawing tools

· Common Web page design tools

Visual Basic Form as a Class

· All .NET languages use the same tools (Win Forms) to create the user interface of an application as a form.
· The act of drawing a form (such as Form1) generates the VB.NET code that defines the corresponding class named Form1.

· As a class, Form1 has methods, properties, and events.  Examples:

· Form1.Show is a method that displays the Form1 on the screen.

· Form1.appartmentname.Text references the contents of the Textbox apartment name in Form1.

· Apartment name Change is the name of the event handler that is invoked when the user changes contents of name Textbox.

SQL SERVER 2000



The purpose of this document is to migrate applications when you are migrating the underlying database from Microsoft SQL Server to Some other Database. Most of the issues encountered when migrating applications to use a SQL Server Database are related to database incompatibility. This paper presents these incompatibilities and provides solutions for many issues. 
You should familiarize yourself with this document prior to migrating your databases. The choices made about how to migrate your application affect how you migrate the underlying database from Microsoft SQL Server to some other Database.
If the application uses the Microsoft OLE DB Provider for SQL Server or a third-party OLE DB Provider to connect the Microsoft SQL Server database, use the Sql Server Provider for OLE DB (SQLOLEDB) to connect to the migrated Database.

SQL Server Security

· Login Authentication.

· Windows NT Authentication

· SQL Server Authentication
· Permissions validation on user database.
· T-SQL statements sent to SQL Server.

· SQL server checks user permissions on receipt of T-SQL statements
FEATURES

· Created by Microsoft and Sybase in the 80s.

· Is SQL Compliant  - Uses ANSI SQL

· Supports SQL – 92 standards - Uses T-SQL

· Stores data in a central location and delivers it to clients on request

· New Server Architecture
· Graphic Administration Tools
· Maintains ANSI standards and 6.x Compatibility 




· Data integrity means reliability and accuracy of data.

· Integrity rules keep data consistent.

· Supports Client/Server model.

· Request response dialog.

CHAPTER 5
CONCLUSION AND FUTURE WORK
There are many authentication schemes that are currently under study and they may require additional time and effort to be applicable for commercial use. Moreover, users who prefer to keep any kind of biometrical data private might not interact with objects that require biometric information. Therefore, it is the user’s choice and decision to construct the desired and preferred multiple passwords. 
In practice users of graphical passwords may exceed alphanumeric password users, given more experience with graphical passwords and the opportunity to use their graphical passwords regularly for some period of time. While graphical users always took more time to input their passwords than alphanumeric users, even so there was evidence that with continuous use graphical passwords can be entered quite quickly. From the viewpoint of security, we plan to study the potential for new kinds of dictionary attacks against graphical passwords. 
With the advancement of technology and the rising level of innovation day by day, a secured authentication scheme is necessary. Multiple password authentications is an efficient system, it is required to be robust and resistant to any kind of attacks on it. Gathering attackers from different backgrounds to break the system is one of the future works that will lead to system improvement and prove the complexity of breaking a multiple passwords. Moreover, it will demonstrate how the attackers will acquire the knowledge of the most probable multiple passwords to launch their attacks. 
Shoulder surfing attacks are still possible and effective against multiple passwords. As the advancement of technology brings in different kind techniques to break this scheme, a third dimension can be introduced to the existing alphanumeric and graphical passwords. As the rise in technology is undaunted, Bio-metrics can be added to the current system. As this third dimension provides an additional security, it will enhance the authentication system for the future generations to come. Therefore, a proper solution is a field of research.

APPENDICES

A.1 SOURCE CODE
//Login
Imports System.Data.SqlClient

Public Class login

    Dim cn As New SqlConnection("server=azarishi;database=passwordvb;uid=sa;pwd=sa")

    Dim con As New SqlCommand

    Dim rd As SqlDataReader

    Private Sub linkLabel1_LinkClicked(ByVal sender As System.Object, ByVal e As System.Windows.Forms.LinkLabelLinkClickedEventArgs) Handles linkLabel1.LinkClicked

        Dim f As New Register

        f.Show()

    End Sub

    Private Sub linkLabel2_LinkClicked(ByVal sender As System.Object, ByVal e As System.Windows.Forms.LinkLabelLinkClickedEventArgs) Handles linkLabel2.LinkClicked

        Dim f As New ForgetPassword

        f.Show()

    End Sub

    Private Sub button1_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button1.Click

      con.CommandText = "select * from gpassword1 where username='" & TextBox2.Text & "'"

      con.Connection = cn

        cn.Open()

        rd = con.ExecuteReader

        If rd.HasRows = True Then

            Dim f As New pass

            pass.Show()

        Else

            MsgBox("invalid user")

        End If

        rd.Close()

        cn.Close()

    End Sub

 Private Sub button3_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button3.Click

        Me.Close()

    End Sub

End Class

//Registration
Imports System.Data.SqlClient

Public Class Register

    Dim cn As New SqlConnection("server=azarishi;database=passwordvb;uid=sa;pwd=sa")

    Dim con As New SqlCommand

    Dim i, j As Integer

    Dim x As Integer = 0

    Dim y As Integer = 0

    Dim p As Integer = 0

    Dim red, green, blue, obj As Integer

    Dim file As String

    Private Sub button12_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button12.Click

        If sname.Text = "" Then

            MsgBox("username is blank")

        ElseIf pwd.Text = "" Then

            MsgBox("password field is blank")

        ElseIf p = 0 Then

            MsgBox("you forgot to choose thumb image")

        ElseIf x = 0 Or y = 0 Then

            MsgBox("pixel value is nil")

        ElseIf txtQus.Text = "" Or txtAns.Text Then

            MsgBox("choose secret question and ans")

        Else

            con.CommandText = "insert into gpassword1 values('" & sname.Text & "','" & pwd.Text & "','" & red & "','" & green & "','" & blue & "','" & obj & "','" & p & "','" & x & "','" & y & "','" & txtQus.Text & "','" & txtAns.Text & "','" & file.ToString & "')"

            con.Connection = cn

            cn.Open()

            con.ExecuteNonQuery()

            cn.Close()

            MsgBox("passwords saved successfully")

            Me.Close()

        End If

    End Sub

    Private Sub vScrollred_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollred.Scroll

        UpDownred.Value = vScrollred.Value

        red = UpDownred.Value

    End Sub

    Private Sub vScrollgreen_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollgreen.Scroll

        UpDowngreen.Value = vScrollgreen.Value

        green = UpDowngreen.Value

    End Sub

    Private Sub vScrollblue_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollblue.Scroll

        UpDownblue.Value = vScrollblue.Value

        blue = UpDownblue.Value

    End Sub

    Private Sub button7_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button7.Click

        p = 7

    End Sub

    Private Sub button2_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button2.Click

        p = 2
    End Sub

    Private Sub button9_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button9.Click

        p = 9

    End Sub

    Private Sub button1_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button1.Click

        p = 1

    End Sub

    Private Sub button8_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button8.Click

        p = 8

    End Sub

    Private Sub button3_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button3.Click

        p = 3

    End Sub

    Private Sub button5_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button5.Click

        p = 5

    End Sub

    Private Sub button6_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button6.Click

        p = 6

    End Sub

    Private Sub button4_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button4.Click

        p = 4

    End Sub

    Private Sub vScrollBarselect_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollBarselect.Scroll

        obj = vScrollBarselect.Value

    End Sub

    Private Sub pictureBox1_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles pictureBox1.Click

    End Sub

    Private Sub pictureBox1_MouseClick(ByVal sender As Object, ByVal e As System.Windows.Forms.MouseEventArgs) Handles pictureBox1.MouseClick

        x = e.X

        y = e.Y

        MsgBox(x)

        MsgBox(y)

    End Sub

    Private Sub button11_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button11.Click

        If i = 0 Then

            lab4.Show()

            lab5.Show()

            lab6.Show()

            lab1.Hide()

            lab2.Hide()

            lab3.Hide()

            button4.Show()

            button5.Show()

            button6.Show()

            button1.Hide()

            button2.Hide()

            button3.Hide()

        End If

        If i = 1 Then

            lab7.Show()

            lab8.Show()

            lab9.Show()

            button7.Show()

            button8.Show()

            button9.Show()

            button4.Hide()

            button5.Hide()

            button6.Hide()

            button11.Enabled = False

        End If

        i = i + 1

        button10.Enabled = True

    End Sub

    Private Sub Register_Load(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles MyBase.Load

        button10.Enabled = False

        lab4.Hide()

        lab5.Hide()

        lab6.Hide()

        lab7.Hide()

        lab8.Hide()

        lab9.Hide()

        button4.Hide()

        button5.Hide()

        button6.Hide()

        button7.Hide()

        button8.Hide()

        button9.Hide()

    End Sub

    Private Sub button10_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button10.Click

        If i = 1 Then

            lab1.Show()

            lab2.Show()

            lab3.Show()

            lab4.Hide()

            lab5.Hide()

            lab6.Hide()

            button1.Show()

            button2.Show()

            button3.Show()

            button4.Hide()

            button5.Hide()

            button6.Hide()

            button10.Enabled = False

        End If

        If i = 2 Then

            lab4.Show()

            lab5.Show()

            lab6.Show()

            lab7.Hide()

            lab8.Hide()

            lab9.Hide()

            button4.Show()

            button5.Show()

            button6.Show()

            button7.Hide()

            button8.Hide()

            button9.Hide()

            button11.Enabled = True

        End If

        i = i - 1

    End Sub

    Private Sub LinkLabel1_LinkClicked(ByVal sender As System.Object, ByVal e As System.Windows.Forms.LinkLabelLinkClickedEventArgs) Handles LinkLabel1.LinkClicked

        Dim f As New OpenFileDialog

        f.ShowDialog()

        file = f.FileName

        Me.BackgroundImage = Image.FromFile(file)

        groupBox1.BackgroundImage = Image.FromFile(file)

        groupBox2.BackgroundImage = Image.FromFile(file)

        groupBox3.BackgroundImage = Image.FromFile(file)

        groupBox4.BackgroundImage = Image.FromFile(file)

        groupBox5.BackgroundImage = Image.FromFile(file)

    End Sub
//Password
Imports System.Data.SqlClient

Public Class pass

    Dim n As login

    Dim cn As New SqlConnection("server= azarishi;database=passwordvb;uid=sa;pwd=sa")

    Dim con As New SqlCommand

    Dim rd As SqlDataReader

    Dim p, x1, y1 As Integer

    Dim i = 0, j As Integer

    Dim pic1, pic2, pic3, pic4 As Integer

    Dim a As Integer

    Dim file As String

    Private Sub button12_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button12.Click

        If pwd.Text = "" Then

            MsgBox("password field is blank")

        ElseIf p = 0 Then

            MsgBox("you forgot to choose thumb image")

        ElseIf x1 = 0 Or y1 = 0 Then

            MsgBox("pixel value is nil")

        Else

            Dim pwd1 As String

            Dim red, green, blue, obj As Integer

            red = vScrollred.Value

            green = vScrollgreen.Value

            blue = vScrollblue.Value

            obj = vScrollBarobject.Value

            pwd1 = pwd.Text

            con.CommandText = "select * from gpassword1 where pwd='" & pwd1 & "' "

            con.Connection = cn

            cn.Open()

            rd = con.ExecuteReader

            While rd.Read

                pic1 = x1 + 5

                pic2 = x1 - 5

                pic3 = y1 + 5

                pic4 = y1 - 5

                If red = CInt(rd.GetString(2)) And green = CInt(rd.GetString(3)) And blue = CInt(rd.GetString(4)) And obj = CInt(rd.GetString(5)) And p = CInt(rd.GetString(6)) And CInt(rd.GetString(7)) >= pic2 And CInt(rd.GetString(7)) <= pic1 And CInt(rd.GetString(8)) >= pic4 And CInt(rd.GetString(8)) <= pic3 Then

                    j = 1

                End If

            End While

            rd.Close()

            cn.Close()

            If j = 1 Then

                MsgBox("password verified")

                Me.Close()

            Else

                MsgBox("access denied")

            End If

            j = 0

        End If

    End Sub

    Private Sub pass_Load(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles MyBase.Load

        MsgBox("you have 30 seconds to choose password")

        con.CommandText = "select * from gpassword1  where username='" & login.TextBox2.Text & "'"

        con.Connection = cn

        cn.Open()

        rd = con.ExecuteReader

        While rd.Read

            file = rd.GetString(11)

        End While

        rd.Close()

        cn.Close()

        Me.BackgroundImage = Image.FromFile(file)

        groupBox1.BackgroundImage = Image.FromFile(file)

        groupBox2.BackgroundImage = Image.FromFile(file)

        groupBox3.BackgroundImage = Image.FromFile(file)

        groupBox4.BackgroundImage = Image.FromFile(file)

        groupBox5.BackgroundImage = Image.FromFile(file)

        Timer1.Enabled = True

        progressBar1.Maximum = 30

        progressBar1.Value = 30

        a = progressBar1.Value

        button10.Enabled = False

        lab4.Hide()

        lab5.Hide()

        lab6.Hide()

        lab7.Hide()

        lab8.Hide()

        lab9.Hide()

        Button4.Hide()

        Button5.Hide()

        Button6.Hide()

        button7.Hide()

        button8.Hide()

        button9.Hide()

    End Sub

    Private Sub Button4_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles Button4.Click

        p = 4

    End Sub

    Private Sub Button5_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles Button5.Click

        p = 5

    End Sub

    Private Sub Button6_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles Button6.Click

        p = 6

    End Sub

    Private Sub button8_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button8.Click

        p = 8

    End Sub

    Private Sub button7_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button7.Click

        p = 7

    End Sub

    Private Sub button1_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button1.Click

        p = 1

    End Sub

    Private Sub button2_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button2.Click

        p = 2

    End Sub

    Private Sub button3_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button3.Click

        p = 3

    End Sub

    Private Sub button9_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button9.Click

        p = 9

    End Sub

    Private Sub pictureBox1_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles pictureBox1.Click

    End Sub

    Private Sub pictureBox1_MouseClick(ByVal sender As Object, ByVal e As System.Windows.Forms.MouseEventArgs) Handles pictureBox1.MouseClick

        x1 = e.X

        y1 = e.Y

        MsgBox(x1)

        MsgBox(y1)

    End Sub

    Private Sub button11_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button11.Click

        If i = 0 Then

            lab4.Show()

            lab5.Show()

            lab6.Show()

            lab1.Hide()

            lab2.Hide()

            lab3.Hide()

            Button4.Show()

            Button5.Show()

            Button6.Show()

            button1.Hide()

            button2.Hide()

            button3.Hide()

        End If

        If i = 1 Then

            lab7.Show()

            lab8.Show()

            lab9.Show()

            button7.Show()

            button8.Show()

            button9.Show()

            Button4.Hide()

            Button5.Hide()

            Button6.Hide()

            button11.Enabled = False

        End If

        i = i + 1

        button10.Enabled = True

    End Sub

    Private Sub button10_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles button10.Click

        If i = 1 Then

            lab1.Show()

            lab2.Show()

            lab3.Show()

            lab4.Hide()

            lab5.Hide()

            lab6.Hide()

            button1.Show()

            button2.Show()

            button3.Show()

            Button4.Hide()

            Button5.Hide()

            Button6.Hide()

            button10.Enabled = False

        End If

        If i = 2 Then

            lab4.Show()

            lab5.Show()

            lab6.Show()

            lab7.Hide()

            lab8.Hide()

            lab9.Hide()

            Button4.Show()

            Button5.Show()

            Button6.Show()

            button7.Hide()

            button8.Hide()

            button9.Hide()

            button11.Enabled = True

        End If

        i = i - 1

    End Sub

    Private Sub vScrollBarobject_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollBarobject.Scroll

    End Sub

    Private Sub vScrollred_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollred.Scroll

        textBox2.Text = vScrollred.Value

    End Sub

    Private Sub vScrollgreen_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollgreen.Scroll

        textBox3.Text = vScrollgreen.Value

    End Sub

    Private Sub vScrollblue_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollblue.Scroll

        textBox4.Text = vScrollblue.Value

    End Sub

Private Sub Timer1_Tick(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles Timer1.Tick

        If a = 0 Then

            Me.Close()

        End If

        a = a - 1

        clock.Text = a

    End Sub

End Class
//Forgot Password
Imports System.Data.SqlClient

Public Class ForgetPassword

    Dim cn As New SqlConnection("server=acme14;database=passwordvb;uid=sa;pwd=sa")

    Dim con As New SqlCommand

    Dim rd As SqlDataReader

    Private Sub txtname_Enter(ByVal sender As Object, ByVal e As System.EventArgs) Handles txtname.Enter

        con.CommandText = "select * from register where username='" & txtname.Text & "'"

        con.Connection = cn

        cn.Open()

        rd = con.ExecuteReader

        While rd.Read

            txtQus.Text = rd.GetString(10)

        End While

        cn.Close()

    End Sub

    Private Sub txtname_TextChanged(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles txtname.TextChanged

    End Sub

    Private Sub ForgetPassword_Load(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles MyBase.Load

        txtname.Focus()

    End Sub

    Private Sub btnSub_Click(ByVal sender As System.Object, ByVal e As System.EventArgs) Handles btnSub.Click

        con.CommandText = "select * from register where ans='" & txtAns.Text & "'"

        con.Connection = cn

        cn.Open()

        rd = con.ExecuteReader

        While rd.Read

            vScrollred.Value = CInt(rd.GetString(2))

            UpDownred.Value = CInt(rd.GetString(2))

            vScrollgreen.Value = CInt(rd.GetString(3))

            UpDowngreen.Value = CInt(rd.GetString(3))

            vScrollblue.Value = CInt(rd.GetString(4))

            UpDownblue.Value = CInt(rd.GetString(4))

            label4.Text = rd.GetString(6)

            vScrollBarobject.Value = CInt(rd.GetString(5))

        End While

        rd.Close()

        cn.Close()

    End Sub

    Private Sub vScrollred_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollred.Scroll

    End Sub

    Private Sub vScrollBarobject_Scroll(ByVal sender As System.Object, ByVal e As System.Windows.Forms.ScrollEventArgs) Handles vScrollBarobject.Scroll

    End Sub

End Class

A.2 SNAP SHOTS
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Figure A.1 Registration

[image: image22.png]= X
3D PASSWORD DECRYPTION

B,

User Name { zcre

Erter || Cancel

New User




Figure A.2 Login
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Figure A.3 Password Selection
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Figure A.4 Forgot Password
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