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ABSTRACT:

              With the increase in technology threat to personal data and national security had also increased .The methods that were developed to secure important information from outside intervention were not up to safe mark .There was a need to introduce a technology that secures our data more efficiently from unlawful intervention .

                      Traditional biometric systems rely on a single biometric identifier – such as fingerprint or face – each with its unique advantages A multi-biometric system integrates two or more biometric identifiers and takes advantage of the capabilities of each biometric to provide even greater performance and higher reliability. Such advantage is especially important for large-scale biometric identification systems, Fused biometrics are a completely new breed of technology within the multi-biometrics area. In fused biometrics, single or multiple sensors are used to collect different biometrical information (such as a face image and a fingerprint image) and a fused algorithm is used create a single identification decision based on the results of those measurements

                          Fujitsu has developed a multi-biometric authentication technology that uses more than one biometric technique as personal identification data .This technology is secure because the authentication data is verified more than once and is therefore very difficult to forge. It is highly accurate.  This technology can be used in various fields like banking, hospitals, government offices, in passport issuing etc. Business growth will be achieved with these solutions by reducing the size of the palm vein sensor and shortening the authentication time. This paper is about the multi-biometric technology, its applications, how this technology is applied in real time applications and the advantages of using this technology in various fields.

Introduction:

                                 In the ubiquitous network society, where individuals can easily access their information any time and anywhere, people are also faced with the risk that others can easily access the same information anytime and anywhere. Because of this risk, personal identification technology is used which includes passwords, personal identification numbers and identification cards. However, cards can be stolen and passwords and numbers can be guessed or forgotten. To solve these problems, Fujitsu developed four methods: fingerprints, faces, voice prints and palm veins. 
                                      Each of these of these techniques have there own advantages and disadvantages. The below depicts that no biometric technique is ideal. Each technique is facing with some problems like cost or intrusiveness or distinctiveness or effort. so there is a urgent 
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call for multi-biometrics which uses more than one biometric technique which makes it an ideal biometric technique. The top three effective techniques are chosen for developing multimodal system. They are

   1. PALM VEIN TECHNOLOGY

   2. FACE RECOGNITION

   3. IRIS RECOGNITION
1. Palm Vein Technology 
1.1 The Basis of Palm Vein Technology
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An individual first rests his wrist, and on some devices, the middle of his fingers, on the sensor's supports such that the palm is held centimeters above the device's scanner, which flashes a ar-infrared ray on the palm. Unlike the skin, through which near-infrared light passes, deoxygenated hemoglobin in the blood flowing through the veins absorbs near-infrared rays, illuminating the hemoglobin, causing it to be visible to the scanner. Arteries and capillaries, whose blood contains oxygenated hemoglobin, which does not absorb near-infrared light, are invisible to the sensor. The still image captured by the camera, which photographs in the near-infrared range, appears as a black network, reflecting the palm's vein pattern against the lighter background of the palm. 

An individual's palm vein image is converted by algorithms into data points, which is then compressed, encrypted, and stored by the   software and registered along with the other details in his profile as a reference for future comparison. Then, each time a person logs in attempting to gain access by a palm scan to a particular bank account or secured entryway, etc., the newly captured image is likewise processed and compared to the registered one or to the bank of stored files for verification, all in a period of seconds. Numbers and positions of veins and their crossing points are all compared and, depending on verification, the person is either granted or denied access.

1.2  Registering Through Palm Vein Technology
Step 1:                               

       Palm vein authentication technology  consists of a small Palm vein scanner that's easy and natural to use, fast and 

highly accurate. Simply hold  your palm a few centimeters Over the  scanner and  within a second it   reads  your unique

vein  pattern.A vein picture is taken and palm pattern is registered.              
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      Fig3.2 Scanner Display
 Step 2:
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3.3  Working of palm vein security systems 

Fig 3.2: Process of Registration

        The registered  palm  pattern is stored  into the database along with the  personal details of client.
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 1. One should place his/her palm    
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near to scanner.
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2. The scanner makes use of a special characteristic of the reduced hemoglobin

coursing  through  the palm veins — it absorbs near-infrared light. This makes it  possible  to take  a  snapshot  of  what's  beneath the  outer skin,  something  very  hard  to  read or steal.
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2. Iris-Based Identification
The iris is the colored part of the eye. It lies at the front of the eye, surrounding the pupil. Each iris is unique, and even irises of identical twins are different. The complex structure of the iris carries distinctive information that is useful for identification of individuals. Early results of research on the accuracy and speed of iris-based identification have been extremely promising. These results indicate that it is feasible to develop a large-scale recognition system using iris information. Furthermore, the iris is more readily imaged than the retina.
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2.1 Retinal Pattern Recognition 

The retina is the innermost layer of the eye. The pattern formed by veins beneath the surface of the retina is unique to each individual. This pattern is a reliable biometric characteristic. 

Researchers acquire digital images of retinal patterns by projecting a low-intensity beam of visible or infrared light into a person’s eye and scanning an 
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image of the retina. For a fixed portion of the retina to be used for identification, the person undergoing the scan must gaze into an eyepiece and focus on a predetermined spot. 

The amount of user cooperation required for a retinal scan makes this technique unacceptable in many applications. On the other hand, a large number of biometric devices based on retinal scans have been installed in prisons and other highly secure environments. The primary disadvantage of this biometric technique is that retinal scanners are expensive.

3. Facial Recognition: 

[image: image16.jpg]                                The most familiar biometric technique is facial recognition. Human beings use facial recognition all the time to identify other people. As a result, in the field of biometrics, facial recognition is one of the most active areas of research
Applications of this research range from the design of systems that identify people from still-photograph images of their faces to the design of systems that recognize active and changing facial images against a cluttered background. More advanced systems can recognize a particular individual in a videotape or a movie.

        Researchers base the patterns used for facial recognition on both specific and general features. The specific features include the location and shape of facial attributes such as the eyes, eyebrows, nose, lips, and chin. More generally, they employ an overall analysis of the facial image and a for the accurate recognition of one person in a large group of people. Some facial recognition systems impose restrictions on how the facial images are obtained sometimes requiring a simple background or special lighting.

breakdown of the image into a number of component images. Researchers are unsure whether the face itself, without any additional information, is sufficient.

4. Integrating Palm, Facial, And Iris Recognition Systems:
 This short note investigates the consequences of combining two or more biometric tests of identity into an enhanced "layered" test. There is a common and intuitive assumption that the combination of different tests must improve performance, because "surely more information is better than less information." On the other hand, a different intuition suggests that if a strong test is combined with a weaker test, the resulting decision environment is in a sense averaged, and the combined performance will lie somewhere between that of the two tests conducted individually (and hence will be degraded from the performance that would be obtained by relying solely on the stronger test). 

There is truth in both intuitions. The key to resolving the apparent paradox is that when two tests are combined, one of the resulting error rates (False Accept or False Reject rate) becomes better than that of the stronger of the two tests, while the other error rate becomes worse even than that of the weaker of the tests. If the two biometric tests differ significantly in their power, and each operates at its own cross-over point, then combining them gives significantly worse performance than relying solely on the stronger biometric. We can follow two rules for testing the persons they are

Rule A: Disjunction ("OR" Rule) - Accept if either test 1 or test 2 or test 3 is passed. (Used in less secure places).

Rule B: Conjunction ("AND" Rule) - Accept only if all test1 and 2 and 3 are passed. (Used in more secure places).
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· Iris and Face Recognition from Portal Video: the goal is to develop algorithms that recognize people from near infrared image sequences and high definition video sequences. The sequences will be acquired as people walk through a portal. 

· Iris and Face Recognition from Controlled Images: the goal is to improve performance on iris and face imagery. Face data will be real-world-like high and low resolution images of frontal faces. Iris images will consist of still and video iris sequences.

· Still and Video Face: the goal is to advance recognition from unconstrained outdoor video sequences and still images.

· Palm vein : The goal is to develop an algorithm that recognizes people who had registered .palm vein data is stored in data base in the form of data points and searched when ever required.

5. ADVANTAGES:
                              In addition to the palm, vein authentication can be done using the vascular pattern on the back of a hand or a finger. However, the palm vein pattern is the most complex and covers the widest area, because the palm has no hair, it is easier to photograph its   vascular pattern.  The palm also has   no significant variations in skin color compared with fingers or back of the hand, where the color can darken in certain areas.

6. APPLICATIONS:

                          This multimodal biometrics is used in  various areas for more security. The following are some of the  important areas where it is used:

6.1.ATM
               In July 2008, to ensure customer security, Suruga  bank launched its“Bio  Security  Deposit” the world’s   first financial service to use multimodal biometric device. This  service  features  high  security  for  customers  using  vein or facial or iris authentication, does not   require  a bank card or  pass book and  prevents withdrawals from  branches  other   than  the registered branch and ATMs thereby  minimizing  the  risk  of  fraudulent  withdrawals. To open a Bio-Security Deposit account, customers go to a bank and have their palm veins photographed at the counter in order to guarantee secure data  management, the palm vein data is stored only on the  vein data base server at the branch office where the account is opened.           

             In October 2007, The Bank of Tokyo launched its “Super –IC Card”. This card combines the   functions of a bankcard, credit card, electronic money and multi modal authentication. This Super –IC Card contains the customers palm Vein data, facial data and iris data and  multimodal authentication algorithms and performs vein authentication  by  itself . This system is advantageous because the customers information is not stored at the  bank. When a customer applies for a  Super –IC Card, the bank sends the card to the customers   home .  To  activate  the multimodal authentication  function,  the    customer    brings the card and his passbook  and seal to  the bank     counter where the customers vein information is   registered  on  the  card .  After registration   the  customer  can   make transactions at that   branch counter and ATM using multimodal authentication and a matching PIN number .




6.2 PERSONAL COMPUTERS:

          In personal computers multimodal technology can applied by inserting the  sensor inside mouse.when power is supplied to system the mouse also gets

power and the sensor in the mouse will be ready to sense palm veins. When one place his/her palm the sensor sense the veins and facial, iris features and if they are matched with the registered ones the system allows the person to use it.

One can use this technology even  to lock folders,  that should be maintained as private information.

           Fig:8.2 PC Sensor

6.3. IN HOSPITALS AND LIBRARYS: 
            A public library in Japan is set to palm- vein biometrics as a substitute for conventional library card.The University of Tokyo hospital has taken  delivery of  a  contactless palm vein authentication  system  to secure  physical  access  to  its  become the first in the world to use Department  of Planning, Information and Management.
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6.4 Authentication:

                          In front of our homes we can apply this multimodal techonolgy so that by registering the veins,facial,iris features of our family members and relatives we can maintain high range  security  which  is   not possible through  other  technologies . Japanese recently used this echnologies before front doors and getting high range security

Fig:6.4 Near Front Door

7.CONCLUSION :

Multimodal authentication technology developed by Fujitsu  was being used in a wide range in Japan . If this technology is introduced in our country we can solve many problems such as password protection in ATM, security in various fields and if we implement this technology in government offices we can make the employees to work according the government timings. Surely this technology will bring a revolution in the field of science and technology in the near future.
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