


PROJECT   OVER-VIEW 
· Phishing is a trick to trap a user to give his/her personal information.

· A Hacker creates a duplicate website which is a replica of the original genuine website.

· Now, the Hacker sends an e-mail to a user (here, a bank customer) giving a link and saying that his account needs to be updated or his account has been locked and asking him to send his account details immediately.

· Now, the customer may fall for his trick and clicks the link, because the link would look similar to the genuine bank’s link (under which, the hacker’s URL is hidden in that). Now, when the link is clicked, the customer is re-directed to that fake website (created by hacker). 
· Customer thinks that he has reached a genuine website and gives his account details and personal details thinking that the e-mail is from genuine website.

· The account details are now re-directed to the Hacker. Thus, the Hacker is successful in cheating the customer.
How to avoid this?
· ANTI – PHISHING is the solution to get rid of this problem. This Anti-Phishing is nothing but “preventing the phishing”.

· Creating a cipher key (an encrypted code) in the customer’s username, password or in a/c no., which is not recognized in the hacker’s fake website, is considered as one of the best solutions.
