Design and development of secured wireless data Communication 

(ABSTRACT)
Wireless communication is very important in war scenario, where secure data communication is required. In this work we are going to develop a communication link which is secured wireless link using ZIGBEE. 

           ZigBee is an IEEE 802.15.4 standard for data communications with business and consumer devices. It is designed around low-power consumption allowing batteries to essentially last forever. The ZigBee standard provides network, security, and application support services operating on top of the IEEE 802.15.4 Medium Access Control (MAC) and Physical Layer (PHY) wireless standard. It employs a suite of technologies to enable scalable, self-organizing, self-healing networks that can manage various data traffic patterns. ZigBee is a low-cost, low-power, wireless mesh networking standard. The low cost allows the technology to be widely deployed in wireless control and monitoring applications, the low power-usage allows longer life with smaller batteries, and the mesh networking provides high reliability and larger range. ZigBee has been developed to  meet the growing demand for capable wireless networking between numerous lowpower devices. In industry ZigBee is being used for next generation automated manufacturing, with small transmitters in every device on the floor, allowing for communication between devices to a central computer. This new level of communication permits finely-tuned remote monitoring and manipulation.

This project is used to communicate or transmit a text message from one place to another place through ZIGBEE. The text message is encrypted by using the Microcontroller and the encrypted message was transmitted through wireless. At the receiver end the signal was received by the standard receiver and the analog signal was fed to the Microcontroller and it was decrypted by the Microcontroller and the message was displayed over the LCD display. We can use several receivers and the message from the transmitter can be sent to the entire receivers at the same time. Each receiver can be accessed separately by its address. The Microcontroller is used to do the above work. It gets data from the Keyboard and encrypt with an private algorithm and at the receiver end the Microcontroller decrypt it with the same algorithm and display the data over the LCD display.

SOFTWARE: Embedded ‘C’

TOOLS: Keil, Flash magic.

TARGET DEVICE: LPC 2148(ARM7) microcontroller

APPLICATIONS: We can transmit the data securely from     one deice to another device.

 ADVANTAGES: Low cost, automated operation, Low    Power consumption.
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