Fuzzy Keyword Search over Encrypted Data in Cloud Computing

Abstract:

                As Cloud Computing becomes prevalent, more and more sensitive information are being centralized into the cloud. Although traditional searchable encryption schemes allow a user to securely search over encrypted data through keywords and selectively retrieve files of interest, these techniques support only exact keyword search. In this paper, for the first time we formalize and solve the problem of effective fuzzy keyword search over encrypted cloud data while maintaining keyword privacy. Fuzzy keyword search greatly enhances system usability by returning the matching files when users’ searching inputs exactly match the predefined keywords or the closest possible matching files based on keyword similarity semantics, when exact match fails. In our solution, we exploit edit distance to quantify keywords similarity and develop two advanced techniques on constructing fuzzy keyword sets, which achieve optimized storage and representation overheads. We further propose a brand new symbol-based trie-traverse searching scheme, where a multi-way tree structure is built up using symbols transformed from the resulted fuzzy keyword sets. Through rigorous security analysis, we show that our proposed solution is secure and privacy-preserving, while correctly realizing the goal of fuzzy keyword search. Extensive experimental results demonstrate the efficiency of the proposed solution.

Algorithm / Technique used:

                         String Matching Algorithm

Algorithm Description:

    The approximate string matching algorithms among them can be classified into two categories: on-line and off-line. The on-line techniques, performing search without an index, are unacceptable for their low search efficiency, while the off-line approach, utilizing indexing techniques, makes it dramatically faster. A variety of indexing algorithms, such as suffix trees, metric trees and q-gram methods, have been presented. At the first glance, it seems possible for one to directly apply these string matching algorithms to the context of searchable encryption by computing the trapdoors on a character base within an alphabet. However, this trivial construction suffers from the dictionary and statistics attacks and fails to achieve the search privacy.
 An instance M of the data type string-matching is an object maintaining a pattern and a string. It provides a collection of different algorithms for computation of the exact string matching problem. Each function computes a list of all starting positions of occurrences of the pattern in the string.
System Architecture:
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Fig. 1: Architecture of the fuzzy keyword search




Existing System:

This straightforward approach apparently provides fuzzy keyword search over the encrypted files while achieving search privacy using the technique of secure trapdoors. However, this approaches serious efficiency disadvantages. The simple enumeration method in constructing fuzzy key-word sets would introduce large storage complexities, which greatly affect the usability. 

For example, the following is the listing variants after a substitution operation on the first character of keyword 
                       CASTLE:  {AASTLE, BASTLE, DASTLE, YASTLE, ZASTLE}.

Proposed System:
 Main Modules:

            1. Wildcard – Based Technique

            2. Gram - Based Technique

            3. Symbol – Based Trie – traverse Search Scheme
1. Wildcard – Based Technique:

       In the above straightforward approach, all the variants of the keywords have to be listed even if an operation is performed at the same position. Based on the above observation, we proposed to use an wildcard to denote edit operations at the same position. The wildcard-based fuzzy set edits distance to solve the problems.
For example, for the keyword CASTLE with the pre-set edit distance 1, its wildcard based fuzzy keyword set can be constructed as 

 SCASTLE, 1 = {CASTLE, *CASTLE,*ASTLE, C*ASTLE, C*STLE, CASTL*E, CASTL*, CASTLE*}.
Cloudsearch.aspx:

protected void Page_Load(object sender, EventArgs e)

    {

        //if (!IsPostBack)

        //{                    

            SqlConnection cn = new SqlConnection(ConfigurationManager.AppSettings["fuzzyconnection"]);

            txt_keyword.Text = (string)Session["keyword"];

            string text = (string)Session["keyword"];

            string splitby = " ";

            Regex rg = new Regex(splitby);

            string[] st = rg.Split(text);

            int m = st.Count();

        ///////// new logic//////////////

            for (int k = 0; k < m; k++)

            {

                if (st[k].ToString() != "")

                {

                    DataSet da = new DataSet();

                    da = obj.filematching(st[k].ToString());

                    if (da.Tables[0].Rows.Count > 0)

                    {

                        for (int f = 0; f < da.Tables[0].Rows.Count; f++)

                        {

                            bool useHashing = true;

                            lbl_entxt.Visible = false;

                            lbl_entxt.Text = da.Tables[0].Rows[f]["encryptedtext"].ToString();

                            string cipherText = lbl_entxt.Text.Trim();

                           // Response.Write(cipherText + "<br>");

                            sb.Append(cipherText + "<br>");

                            string decryptedText = encryption.Decrypt(cipherText, true);

                            byte[] keyArray;

                            byte[] toEncryptArray = Convert.FromBase64String(cipherText);

                            System.Configuration.AppSettingsReader settingsReader = new AppSettingsReader();

                            string key = (string)settingsReader.GetValue("fuzzyconnection", typeof(String));

                            if (useHashing)

                            {

                                MD5CryptoServiceProvider hashmd5 = new MD5CryptoServiceProvider();

                                keyArray = hashmd5.ComputeHash(UTF8Encoding.UTF8.GetBytes(key));

                                hashmd5.Clear();

                            }

                            else

                                keyArray = UTF8Encoding.UTF8.GetBytes(key);

                            TripleDESCryptoServiceProvider tdes = new TripleDESCryptoServiceProvider();

                            tdes.Key = keyArray;

                            tdes.Mode = CipherMode.ECB;

                            tdes.Padding = PaddingMode.PKCS7;

                            ICryptoTransform cTransform = tdes.CreateDecryptor();

                            byte[] resultArray = cTransform.TransformFinalBlock(toEncryptArray, 0, toEncryptArray.Length);

                            tdes.Clear();

                            for (int x = 0; x < toEncryptArray.Length; x++)

                            {

                               // Response.Write(toEncryptArray[x].ToString() + "<br>");

                                sb.Append(toEncryptArray[x].ToString() + "<br>");

                            }

                            sb.Append("<br>");

                            for (int c = 0; c < resultArray.Length; c++)

                            {

                               // Response.Write(resultArray[c].ToString());

                                sb.Append(resultArray[c].ToString() + "<br>");  

                            }

                           // Response.Write(UTF8Encoding.UTF8.GetString(resultArray) + "<br>");

                            sb.Append(UTF8Encoding.UTF8.GetString(resultArray) + "<br>");

                            sb.Append("<br><br>");

                          // creation of linkbutton

                            LinkButton linkbtn = new LinkButton();

                            linkbtn.Text = decryptedText + "<br><br>";

                            linkbtn.Visible = true;

                            linkbtn.CommandName = decryptedText;

                            linkbtn.Command += new CommandEventHandler(this.Link1_Click);

                            linkbtn.ID = h.ToString();

                            this.downloadfiles.Controls.Add(linkbtn);

                            h++;

                        }

                    }

                    else

                    {

                        Response.Redirect("matching.aspx");

                    }

                }

                else

                {

                    lbl_error.Text = "Please check your keyword.Its error";

                }

            }

            Literal1.Text = sb.ToString();

    }
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Edit Distance:

a. Substitution
b. Deletion
c. Insertion
a) Substitution :  changing one character to another in a  word;
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b) Deletion :  deleting one character from a word;
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c) Insertion:  inserting a single character into a word.
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2. Gram – Based Technique:

  Another efficient technique for constructing fuzzy set is based on grams. The gram of a string is a substring that can be used as a signature for efficient approximate search. While gram has been widely used for constructing inverted list for approximate string search, we use gram for the matching purpose. We propose to utilize the fact that any primitive edit operation will affect at most one specific character of the keyword, leaving all the remaining characters untouched. In other words, the relative order of the remaining characters after the primitive operations is always kept the same as it is before the operations.  

For example, the gram-based fuzzy set SCASTLE, 1 for keyword CASTLE can be constructed as

              {CASTLE, CSTLE, CATLE, CASLE, CASTE, CASTL, ASTLE}.
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3. Symbol – Based Trie – traverse Search Scheme

             To enhance the search efficiency, we now propose a symbol-based trie-traverse search scheme, where a multi-way tree is constructed for storing the fuzzy keyword set over a finite symbol set. The key idea behind this construction is that all trapdoors sharing a common prefix may have common nodes. The root is associated with an empty set and the symbols in a trapdoor can be recovered in a search from the root to the leaf that ends the trapdoor. All fuzzy words in the trie can be found by a depth-first search.
In this section, we consider a natural extension from the previous single-user setting to multi-user setting, where a data owner stores a file collection on the cloud server and allows an arbitrary group of users to search over his file collection.
Register.aspx:

protected void Page_Load(object sender, EventArgs e)

    {

        if (!IsPostBack)

        {

            lbl_dat.Text = DateTime.Now.ToString();

            lbl_id.Text = Convert.ToString(enobj.userid());

            Label9.Visible = false;

            Label10.Visible = false;

            txt_pass.Visible = false;

            txt_unam.Visible = false;

            btnlogin.Visible = false;

        }

    }

    protected void LinkButton2_Click(object sender, EventArgs e)

    {

        Label9.Visible = true;

        Label10.Visible = true;

        txt_pass.Visible = true;

        txt_unam.Visible = true;

        btnlogin.Visible = true;

    }

    protected void btnlogin_Click1(object sender, EventArgs e)

    {

        DataSet da = new DataSet();

        da=enobj.checkuser(txt_unam.Text,txt_pass.Text);

        if (da.Tables[0].Rows.Count > 0)

        {

            if (da.Tables[0].Rows[0]["usernam"].ToString() == txt_unam.Text && da.Tables[0].Rows[0]["usernam"].ToString() == txt_pass.Text)

            {

                fnam = Request.Params["id"];

                Session["filename"] = fnam;

                Response.Redirect("downloadfile.aspx");

            }

            else

            {

                MsgBox.Show("Invalid User");

            }

        }

        else

        {

            MsgBox.Show("User does not exist");

        }

    }

    protected void btnregister_Click(object sender, EventArgs e)

    {

        if (Page.IsValid)

        {

            fnam = Request.Params["id"];

            Session["filename"] = fnam;

            enobj.register(lbl_id.Text, txt_name.Text, txt_pwd.Text, txt_num.Text, txt_email.Text, txt_city.Text, fnam,lbl_dat.Text);

            Response.Redirect("downloadfile.aspx");

        }

    }

Downloadfiles.aspx:

using System;

using System.Data;

using System.Configuration;

using System.Collections;

using System.Web;

using System.Web.Security;

using System.Web.UI;

using System.Web.UI.WebControls;

using System.Web.UI.WebControls.WebParts;

using System.Web.UI.HtmlControls;

using System.Data.SqlClient;

public partial class downloadfile : System.Web.UI.Page

{

    string Id;

    protected void Page_Load(object sender, EventArgs e)

    {

        if (!IsPostBack)

        {

            SqlConnection con = new SqlConnection(ConfigurationManager.AppSettings["fuzzyconnection"]);

            con.Open();

            Id = (string)Session["filename"];

            SqlCommand cmd = new SqlCommand("select * from ownerfiles where filenam = '" + Id + "'", con);

            //cmd.Parameters.Add("@FileId",SqlDbType.Int).Value=1;

            DataTable dt = GetData(cmd);

            if (dt != null)

            {

                download(dt);

            }

        }

    }

    private DataTable GetData(SqlCommand cmd)

    {

        DataTable dt = new DataTable();

        SqlConnection con = new SqlConnection(ConfigurationManager.AppSettings["fuzzyconnection"]);

        SqlDataAdapter sda = new SqlDataAdapter();

        cmd.CommandType = CommandType.Text;

        cmd.Connection = con;

        try

        {

            con.Open();

            sda.SelectCommand = cmd;

            sda.Fill(dt);

            return dt;

        }

        catch

        {

            return null;

        }

        finally

        {

            con.Close();

            sda.Dispose();

            con.Dispose();

        }

    }

    private void download(DataTable dt)

    {

        if (dt.Rows.Count > 0)

        {

            Byte[] bytes = (Byte[])dt.Rows[0]["files"];

            Response.Buffer = true;

            Response.Charset = "";

            Response.Cache.SetCacheability(HttpCacheability.NoCache);

            //Response.ContentType = dt.Rows[0]["Ftype"].ToString();

            Response.AddHeader("content-disposition", "attachment;filename=" + dt.Rows[0]["filenam"].ToString());

            //Response.BinaryWrite("<script type='text/javascript'> <embed src='bytes' style=width:300px; height:200px;> </embed> </script> ");

            Response.ContentType = "application/msword";

            Response.BinaryWrite(bytes);

            Response.Flush();

            Response.End();

        }

    } 

}
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System Requirements:
Hardware Requirements:

· System

 : Pentium IV 2.4 GHz.

· Hard Disk        : 40 GB.

· Floppy Drive
: 1.44 Mb.

· Monitor
: 15 VGA Colour.

· Mouse

: Logitech.

· Ram

: 512 Mb.
Software Requirements:

· Operating system 
: - Windows XP.
· Coding Language
: ASP.Net with C#.
· Database

: SQL server 2005.
Conclusion:
1. In this paper, for the first time we formalize and solve the problem of supporting efficient yet privacy-preserving fuzzy search for achieving effective utilization of remotely stored encrypted data in Cloud Computing. 
2. We design two advanced techniques (i.e., wildcard-based and gram- based techniques) to construct the storage-efficient fuzzy keyword sets by exploiting two significant observations on the similarity metric of edit distance. 
3. Based on the constructed fuzzy keyword sets, we further propose a brand new symbol-based trie-traverse searching scheme, where a multi-way tree structure is built up using symbols transformed from the resulted fuzzy keyword sets.
4. Through rigorous security analysis, we show that our proposed solution is secure and privacy- preserving, while correctly realizing the goal of fuzzy keyword search. Extensive experimental results demonstrate the efficiency of our solution.

