Efficient and Secure Content Processing 
and Distribution by Cooperative Intermediaries
Abstract:

Content services such as content filtering and transcoding adapt contents to meet system requirements, display capacities, or user preferences. Data security in such a framework is an important problem and crucial for many applications. In this paper, we propose an approach that addresses data integrity and confidentiality in content adaptation and caching by intermediaries. Our approach permits multiple intermediaries to simultaneously perform content services on different portions of the data. Our protocol supports decentralized proxy and key management and flexible delegation of services. Our experimental results show that our approach is efficient and minimizes the amount of data transmitted across the network.

Existing Systems:


 In order to enhance the performance of content distribution networks (CDNs), several approaches have been developed based on the use of data adaptation and content management services provided by intermediary proxies. In most of these approaches, content caching is the main service provided by proxies.

Proposed Systems:

Our approach also assures data confidentiality during transmission. It highlights load distribution through P-proxies to improve system performance and supports parallel content services. Because no modification is required to current content distribution systems in order to adopt our approach, our work is easy to deploy for many applications. In addition, our approach is extensible; if a new type of content service is required, our architecture can be easily adapted to the new requirement.
Software Requirements:


Software Interface
· JDK 1.6 updates 10

· Java Swing and Networking

· Ms-Access
Hardware Interface
· PROCESSOR        :  
PENTIUM IV 2.6 GHz
· RAM
       
       :
512 MB DD RAM
· MONITOR
       :
15” COLOR
· HARD DISK         :
40 GB
· KEYBOARD         :
STANDARD 102 KEYS
· MOUSE
       :
3 BUTTON

ORGANIZATION PROFILE
The Ecway Infosys team comprises leading edge technologists and utility business experts with extensive experience in R&D, Product & Software development, Implementation and Systems Integration. We are fully committed to ensuring that every installation of our technology solutions meets and exceed customer’s expectations. ECWAY INFOSYS Technologies has been a leading single stop provider of hardware and software solutions for the embedded systems. ECWAY INFOSYS Technologies is a rapidly growing in Embedded and development company, based in Chennai, India. We are focused on developing and delivering embedded solutions and systems that enhance business performance and flexibility by levering the simplicity and power of latest embedded technologies.  At present, there were very few high-end training institutes in the area of embedded training which are very costly to support to the students. But the organization is better for students project knowledge gaining and projects at affordable cost.

           Over the past few years we have guided hundreds of projects in a wide array of technologies. These include technologies like Embedded systems, DSP, VLSI design, RF communication, Virtual Instrumentation, Protocol implementations, Embedded Networking, PLC, GPS, GSM and RFID.

MISSION

Our mission is to help people reach their potential. Also provide hardware and software application program knowledge and training.

VISION

      Our Vision is to be a globally respected corporation that provides best-of-breed business solutions, leveraging technology, delivered by best-in-class people

OUR SERVICES

     With over a decade of experience in delivering large domain intensive IT projects for various clients. Ecway Infosys InfoTech offers end-to-end services; from Technology Consulting, Enterprise Solutions, Application Development and Maintenance; Data Analytics, Independent Verification and Validation, and Infrastructure Management Services

Our offerings include

· Business Process Automation 

· EAI Implementation 

· Legacy Interface 

· Maintenance and Support 

· Training & Education 

Infrastructure

           We have well equipped R&D lab with highly sophisticated test and measuring equipments to take up any projects that demands recent high-end     technologies. We have well trained Engineers and provide neat professional work culture to its employees. The Embedded System Lab is     equipped with variety of Software & Hardware Tools, Development Kits for various microprocessors, micro controller, DSP, VLSI, and advanced measurement tools.

Modules:

· Client:

· Data Provider

· Proxy Server -1

· Zip the content

· Proxy Server -2
· Un-Zip the Content


 Client:


The Client is the one who make the request to the data provider for the sending the file. First the Client should get the list of data items that should available at the data provider’s end. Even the latest upload should also available. So the client can make the request to the data provider.  The client can make the request directly to the data provider, but it gets the requested data only from the proxy servers.
Data Provider:

 The data provider is the main source to maintain the entire database. It always deals with the proxies. It gets the request from the client directly, but responses only through the proxy servers. One data provider may have many proxy servers. The data provider analyzes the client request then it sends the requested file and the client path to the proxy servers. 

Proxy server -1:

The Proxy servers are the intermediate between the client and the data provider. The proxy gets the data file and the client path to send. This Module Proxy Server -1 is Receive the Content from Data Provider (i.e.) requested by Client and  
 This Proxy Server -1 is increase the performance of content processing. The proxy server is receiving and compresses to Zipped file.

Zip the Content:


This Module specifies to reduce the size of the content. the proxy server -1 is convert the original content to zipped (compressed) file format and temporarily saved to Local system specified by the data provider. It reduces the work load of the data provider

Proxy Server -2:
This proxy server -2 is receiving the Zipped content and processes the requested file. This proxy server is also reducing the time consuming while processing the content. This proxy server -2 is proceeding to Un-Zip format.

Un-Zip the Content:


This module is the final stage of the content processing. It specifies the content conversion to the original file format.(i.e.) Proxy server -2 has decompress the zipped content sent by Proxy server -1 to the original file format which is requested by client and send to the client side.

Data Dictionary

Table Name: imgtb

	Field Name
	Data Type
	Width

	Filename
	text
	35

	Fc
	OLE Object
	


Table Name: profile

	Field Name
	Data Type
	Width

	Proxyname
	Text
	25

	Service
	Text
	30

	pkey
	text
	15


SOFTWARE DESCRIPTION:

JAVA

Java is an object-oriented multithread programming languages .It is designed to be small, simple and portable across different platforms as well as operating systems. 

FEATURES OF JAVA

 Platform Independence 

· The Write-Once-Run-Anywhere ideal has not been achieved (tuning for different platforms usually required), but closer than with other languages.

 Object Oriented 
· Object oriented throughout - no coding outside of class definitions, including main().

· An extensive class library available in the core language packages.

  Compiler/Interpreter Combo 

· Code is compiled to byte codes that are interpreted by a Java virtual machines (JVM).

· This provides portability to any machine for which a virtual machine has been written. 

· The two steps of compilation and interpretation allow for extensive code checking and improved security.

  Robust 

· Exception handling built-in, strong type checking (that is, all data must be declared an explicit type), local variables must be initialized. 

  Several features of C & C++ eliminated: 

· No memory pointers 

· No preprocessor

· Array index limit checking 

  Automatic Memory Management 

· Automatic garbage collection - memory management handled by JVM.

  Security 

· No memory pointers

· Programs runs inside the virtual machine sandbox. 

· Array index limit checking 

· Code pathologies reduced by 

· Byte code verifier - checks classes after loading

· Class loader - confines objects to unique namespaces. Prevents loading a hacked "java.lang.SecurityManager" class, for example. 

· Security manager - determines what resources a class can access such as reading and writing to the local disk.

  Dynamic Binding 

· The linking of data and methods to where they are located is done at run-time. 

· New classes can be loaded while a program is running. Linking is done on the fly.

· Even if libraries are recompiled, there is no need to recompile code that uses classes in those libraries. 

This differs from C++, which uses static binding. This can result in fragile classes for cases where linked code is changed and memory pointers then point to the wrong addresses.

  Good Performance 

· Interpretation of byte codes slowed performance in early versions, but advanced virtual machines with adaptive and just-in-time compilation and other techniques now typically provide performance up to 50% to 100% the speed of C++ programs. 

  Threading 
· Lightweight processes, called threads, can easily be spun off to perform multiprocessing. 

· Can take advantage of multiprocessors where available

· Great for multimedia displays.

  Built-in Networking 

· Java was designed with networking in mind and comes with many classes to develop sophisticated Internet communications.

J2ME:

            Java Platform, Micro Edition or Java ME (formerly referred to as J2ME), is a runtime and collection of Java APIs for the development of software for resource constrained devices such as PDAs, cell phones and other consumer appliances.

            Java ME was designed by Sun Microsystems and is a replacement for a similar technology Personal Java. Java ME has become a popular option for creating games for cell phones, as they can be emulated on a PC during the development stage and easily uploaded to the phone. This contrasts with the difficulty of developing, testing, and loading games for other special gaming platforms such as those made by Nintendo, Sony, and others, as expensive system-specific hardware and kits are required.

          Sun Microsystems has tended not to provide free binary implementations of its Java ME runtime environment for mobile devices, rather relying on third parties to provide their own, in stark contrast to the numerous binary implementations it provides for the full Java platform standard on server and workstation machines. 

        One of the notable omissions is for Microsoft Windows Mobile (Pocket PC) based devices, despite an open letter campaign to Sun to release a rumoured complete project "Captain America" which is such an implementation.

Configurations and Profiles

Java ME devices implement a profile. The most common of these are the Mobile Information Device Profile aimed at mobile devices, such as cell phones, and the Personal Profile aimed at consumer products and embedded devices like Set-top boxes and PDAs.



A profile is a super set of a configuration, of which there are currently two: Connected Limited Device Configuration and Connected Device Configuration.

Connected Limited Device Configuration


          The CLDC contains a strict subset of the Java class libraries, and is the minimal needed for a Java virtual machine to operate. CLDC is basically used to classify the myriad of devices into a fixed configuration.

Mobile Information Device Profile


         Designed for cell phones, MIDP boasts an LCD-oriented GUI API, and MIDP 2.0 includes a basic 2D gaming API. Applications written for this profile are called MIDlets. Almost all new cell phones come with a MIDP implementation, and it is now the de facto standard for downloadable cell phone games.

Information Module Profile

        The Information Module Profile (IMP) is a Java ME profile for embedded, "headless" devices such as vending machines, industrial embedded applications, security systems, and similar devices with either simple or no display and with some limited network connectivity.

Originally introduced by Siemens Mobile and Nokia as JSR-195, IMP 1.0 is a strict subset of MIDP 1.0 except that it doesn't include user interface APIs — in other words, it doesn't include support for the Java package javax.microedition.lcdui. JSR-228, also known as IMP-NG, is IMP's next generation that is based on MIDP 2.0, leveraging MIDP 2.0's new security and networking types and APIs, and other APIs such as Push Registry and platform Request(), but again it doesn't include UI APIs, nor the game API.



IMP applications are called IMlets, but in reality they are MIDlets. They subclass MIDlet, and follow the same packaging, deployment, security and life-cycle as MIDlets.


Connected Device Configuration
CDC is a smaller subset of Java SE, containing almost all the libraries that are not GUI related.

Foundation Profile
A headless version of Java SE.

Personal Basis Profile
Extends the Foundation Profile to include lightweight GUI support in the form of an AWT subset.

Personal Profile
This extension of Personal Basis Profile includes a more comprehensive AWT subset and adds applet support.
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Figure 4.1 The two J2ME configurations.
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Figure 4.2 Profiles.

Net Beans

Net Beans A Java-based development environment (IDE) and platform originally developed by Sun. It includes user interface functions, source code editor, GUI editor, version control as well as support for distributed applications (CORBA, RMI, etc.) and Web applications (JSPs, servlets, etc.).

In 1999, Sun acquired NetBeans Developer from NetBeans and rebranded it as Forte for Java Community Edition (Sun acquired Forte in 1999). In 2000, Sun made the NetBeans IDE open source. 
1. GUI: The major requirement of today’s developers is to have a good User Interface for their users. They can provide whatever functionality they need but it the GUI that lets the user better knows the existence of that particular functionality and its easier for them to click and select than type something on a black boring screen. Thus, today’s developers need IDE’s such as netbeans that develop ready made windows forms with all the required buttons, labels, text boxes and like that can be tailor made for the program in question.

2. Database Integration: Database based program developers know how hard it is to interface your back-end database to your front-end program. This is where netbeans packs the punch by providing you a CRUD (create, Read, Update, Delete) application shell. 

Data Flow Diagram



Data Flow Diagram
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