INTRODUCTION
A problem of personal verification and identification is an actively growing area of research. In our global information society, there is an ever-growing need to authenticate individuals. Biometrics-based authentication is emerging as a reliable method that can overcome some of the limitations of the traditional automatic personal identification technologies. Automated biometrics deal with physiological and/or behavioral characteristics, such as a fingerprint, signature, palmprint, iris, hand, voice or face, which can be used to authenticate a person's claim to a certain identity or establish a person's identity from a large database. With the rapid progress made in electronics and Internet commerce and with the increased emphasis on security, there will be a growing need for secure transaction processing using biometrics technology. 
The methods are numerous, and are based on different personal

characteristics. Voice , lip movements , hand geometry , face , odor ,fingerprint are the most commonly used authentication methods. All of these psychological and behavioral characteristics are called biometrics. 
The biometrics is most commonly defined as measurable psychological or behavioral characteristic of the individual that can be used in personal identification and verification . The driving force of the progress in this field is, above all, the growing role of the Internet and electronic transfers in modern society. Therefore, considerable number of applications is concentrated in the area of electronic commerce and electronic banking systems.

Biometrics is expected to be incorporated in solutions to provide for Homeland Security including applications for improving airport security, strengthening our national borders, in travel documents, visas and in preventing ID theft. Now, more than ever, there is a wide range of interest in biometrics across federal, state, and local governments. Congressional offices and a large number of organizations involved in many markets are addressing the important role that biometrics will play in identifying and verifying the identity of individuals and protecting national assets. 

 Biometrics are automated methods of recognizing a person based on a physiological or behavioral characteristic. Among the features measured are; face, fingerprints, hand geometry, handwriting, iris, retinal, vein, and voice. Biometric technologies are becoming the foundation of an extensive array of highly secure identification and personal verification solutions. 
Biometric-based solutions are able to provide for confidential financial transactions and personal data privacy. The need for biometrics can be found in federal, state and local governments, in the military, and in commercial applications. Enterprise-wide network security infrastructures, government IDs, secure electronic banking, investing and other financial transactions, retail sales, law enforcement, and health and social services are already benefiting from these technologies. With an increasing emphasis on security, automated personal identification based on biometrics has been receiving extensive attention over the past decade. Biometrics aims to accurately identify each individual using various physiological or behavioral characteristics, such as fingerprints,

face, iris, retina, gait, palm-prints and hand geometry etc.
1.1 Overview of the System

The  physiological biometrics are based on measurements and data derived from direct measurement of a part of the human body. Fingerprint, iris-scan, retina-scan, hand geometry, and facial recognition are leading physiological biometrics. 
Behavioral characteristics are based on an action taken by a person. Behavioral biometrics, in turn, are based on measurements and data derived from an action, and indirectly measure characteristics of the human body. Voice recognition, keystroke-scan, and signature-scan are leading behavioral biometric technologies. One of the defining characteristics of a behavioral biometric is the incorporation of time as a metric – the measured behavior has a beginning, middle and end. 


BIOMETRIC authentication, once used for granting access to high security infrastructures, is gradually finding place in a wider range of applications. However, until today the requirement for highly reliable authentication has led to compromises

with respect to user acceptance. It is clear that reliability and user convenience should coexist in order to achieve a widespread acceptance of biometrics.

The work in this paper is partly motivated by applications where the convenience of the user is the first priority. These applications include personalization of services (home, office, car) and attendance tracking in working environments. A user

authentication system based on measurements of three-dimensional (3-D) hand geometry is proposed. Unlike other hand geometry verification techniques the proposed system is less obtrusive. The user is not obliged to place his/her hand on a surface

and generally there are less constraints regarding the placement of the hand (e.g., using pegs) or the environment (e.g., uniform background). To achieve this, a low-cost 3-D sensor is used that captures both an image of the hand as well as its 3-D structure, and novel algorithms for robust estimation of 3-D geometric hand features are proposed. Experimental results demonstrate that the accuracy of the system is comparable with

state-of-the-art hand geometry recognition systems.

Applications areas


Biometrics is a rapidly evolving technology which is being widely used in forensics such as criminal identification and prison security, and has the potential to be used in a large range of civilian application areas. Biometrics can be used to prevent unauthorized access to ATMs, cellular phones, smart cards, desktop PCs, workstations, and computer networks. It can be used during transactions conducted via telephone and internet (electronic commerce and electronic banking). In automobiles, biometrics can replace keys with key-less entry devices. 

Biometrics Technologies

The primary biometric disciplines include the following: 
¤ Fingerprint (optical, silicon, ultrasound, touch less)
¤ Facial recognition (optical and thermal)
¤ Voice recognition (not to be confused with speech recognition)
¤ Iris-scan
¤ Retina-scan
¤ Hand geometry
¤ Signature-scan
¤ Keystroke-scan
¤ Palm-scan (forensic use only) 
Disciplines with reduced commercial viability or in exploratory stages include:
¤ DNA 
¤ Ear shape 
¤ Odor (human scent) 
¤ Vein-scan (in back of hand or beneath palm) 
¤ Finger geometry (shape and structure of finger or fingers)
¤ Nailbed identification (ridges in fingernails)
¤ Gait recognition (manner of walking) 
Application area for Recognition of person using Finger Print are :

The Charlotte/Douglas International Airport in North Carolina and the Flughafen Frankfort Airport in Germany allow frequent passengers to register their iris scans in an effort to streamline boarding procedures. There is discussion that banks may someday make iris scans a routine part of ATM transactions, and some have begun taking the first steps in testing out these systems.

In addition to the government and transportation markets, iris recognition is playing an emerging role in healthcare. Healthcare solutions based on finger print recognition protect access to patient medical records at hospitals in locations such as Washington, D.C., Pennsylvania and Alabama. Also, in Germany, infant nursing stations are equipped with finger print recognition to ensure that only parents, doctors and nurses have access to the room that holds newborn children and to avoid potential abductions.

2.Abstract

A biometric authentication system based on measurements of the user’s three-dimensional (3-D) hand geometry is proposed. The system relies on a novel real-time and low-cost 3-D sensor that generates a dense range image of the scene. By exploiting 3-D information we are able to limit the constraints usually posed on the environment and the placement of the hand, and this greatly contributes to the unobtrusiveness of the system. Efficient, close to real-time algorithms for hand segmentation, localization

and 3-D feature measurement are described and tested on an image database simulating a variety of working conditions. The performance of the system is shown to be similar to state-of-the-art hand geometry authentication techniques but without sacrificing

the convenience of the user. 
3. Description of Problem
A problem of personal verification and identification is an actively growing area of research. In our global information society, there is an ever-growing need to authenticate individuals. Biometrics-based authentication is emerging as a reliable method that can overcome some of the limitations of the traditional automatic personal identification technologies. With the rapid progress made in electronics and Internet commerce and with the increased emphasis on security, there will be a growing need for secure transaction processing using biometrics technology. 
The methods are numerous, and are based on different personal characteristics. Voice , lip movements , hand geometry , face , odor ,fingerprint are the most commonly used authentication methods. All of these psychological and behavioral characteristics are called biometrics. The biometrics is most commonly defined as measurable psychological or behavioral characteristic of the individual that can be used in personal identification and verification. The driving force of the progress in this field is, above all, the growing role of the Internet and electronic transfers in modern society. Therefore, considerable number of applications is concentrated in the area of electronic commerce and electronic banking systems.

3.1 Existing Method
Hand geometry recognition is one of the most popular biometrics used today for user verification. It works by comparing the 3-D geometry of the hand with a previously enrolled sample. A simple two-dimensional (2-D) camera sensor is commonly used

to capture an image of the user’s palm, while a lateral view of the hand is captured on the same CCD thanks to a mirror. The user has to put his/her hand on a special platter with knobs or pegs that constrain the placing of the hand on the platter. This greatly simplifies

the process of feature extraction performed by analyzing the image contours of the hand views.
 Various features such as width of the fingers, length of the fingers and width of the palm have been proposed. Satisfactory recognition results are obtained

(96% for recognition and less than 5% EER 1 for authentication). Instead of using measurements of the hand for verification, uses pointsonahandsilhouette contour as features, while matching is based on the mean alignment error between two sets

of silhouette points. 
The authentication accuracy of the system for a database of 53 person was about 2% FAR and 1.5% FRR. The major limitation of the above approaches is their obtrusiveness imposed by the use of pegs, which constrain the positioning

and posture of the hand. Moreover, correct placement of the hand requires some training, and presents difficulties for specific user groups such as young children and elderly. Therefore, several researchers have proposed to remove the requirement for

pegs, and use a document scanner or back-lit display for acquisition of hand images. In  a feature-based approach is used and an FRR close to 3% was achieved for an FAR of 1% on a database of 70 people. Also extracts hand features from hand silhouettes and employees a hierarchical authentication scheme. For a database of 22 people FRR at 12% for FAR at 2.22% is reported. Finally in [6], implicit polynomials are fitted on hand contours and geometric invariants are subsequently computed from these polynomials. The invariants are then combined with geometric hand features to perform matching and an FRR of 1% for an FAR of 1% on a small database (45 images) is reported. 

The problems are:

· Easily traceable by intruders

· Low reliability 

· No unique identification

In these methods entire image is used for feature extraction.
3.2 Proposed System
The biometrics have a significant advantage over traditional authentication

techniques (namely passwords, PIN numbers, smartcards etc.) due to the fact that

biometric characteristics of the individual are not easily transferable, are unique of

every person, and cannot be lost, stolen or broken.

The choice of one of the biometric solutions depends on several factors :
· User acceptance

· Level of security required

· Accuracy

· Cost and implementation time
In previous methods,  entire image is used for feature extraction. But here in this proposed algorithm 3d geometry points of the segmented finger are extracted and feature points are extracted from these points.  In the proposed method the images are captured and kept in the data folder in my application. The proposed algorithm is invariant 

of the camera calibration. The image is passed through four stages before extracting feature points.

In the first stage, the input image is threshold in order to segment the finger from 

the background.  Then this image is passed to second stage, where finger boundary points are extracted by linear edge detection. Then this image is passed to third stage, which is simple enlargement.  That is, the finger boundary image is placed inside a large image in this stage.  This is done in order to find/select the geometry points from the boundary points of the finger. In other words the image is enlarged so that the entire edge-image

is fit in the center and geometry-lines can be projected from outer. 

Using this enlarged image as input, the geometry points of the finger are found. 

for this, a large circle is drawn around the finger in the enlarged image and from each

 circle point (360 degree) one line is drawn towards the center and the point (x,y) in that 

line where first edge pixel of the finger is found is stored.

During recognition, feature  vector for test-image is found and compared

with all feature vectors of training images.  The euclidean-distance between test vector and training vectors are found and the matched image is the image with smallest distance. accuracy is 100-r where r is the  ratio between smallest and  maximum distance.

The main difference of our approach in comparison with the above techniques is that less constraints are posed on the placement of the hand and the on environment. Working on a combination of color and 3-D information, we present robust algorithms which are capable of withstanding in some degree, cluttered background, illumination variations, hand pose, finger bending and appearance of rings. There are certainly limitations

on the working conditions under which the system may operate reliably, e.g., working outdoors or under large pose and finger bending conditions may be problematic. However, these constraints are far less than those imposed by existing systems.

System Environment
The front end is designed and executed with the J2SDK1.4.0 handling the core java part with User interface Swing component. Java is robust , object oriented , multi-threaded , distributed , secure and platform independent language. It has wide variety of package to implement our requirement and number of classes and methods can be utilized for programming purpose. These features make the programmer’s to implement to require concept and algorithm very easier way in Java. 

The features of Java as follows:

Core java contains the concepts like Exception handling, Multithreading , Streams can be well utilized in the project environment.

The Exception handling can be done with predefined exception and has provision for writing custom exception for our application.

Garbage collection is done automatically, so that it is very secure in memory management.

The user interface can be done with the Abstract Window tool Kit and also Swing class. This has variety of classes for components and containers. We can make instance of these classes and this instances denotes particular object that can be utilized in our program.

Event handling can be performed with Delegate Event model. The objects are assigned to the Listener that observe for event, when the event takes place the cooresponding methods to handle that event will be called by Listener which is in the form of interfaces and executed.

This application make use of ActionListener interface and the event click event gets handled by this. The separate method actionPerformed() method contains details about the response of event.

Java also contains concepts like Remote method invocation, Networking can be useful in distributed environment.

System Requirement
Hardware specifications:


 Processor



:

Intel Processor IV


 RAM



:

128 MB


 Hard disk



:

20 GB


 CD drive



:

40 x Samsung


 Floppy drive


:

1.44 MB


 Monitor



:

15’ Samtron color


 Keyboard



:

108 mercury keyboard


 Mouse



:

Logitech mouse

 Software Specification
Operating System – Windows XP/2000  

Language used – J2sdk1.4.0

4. System Analysis
System analysis can be defined, as a method that is determined to use the resources, machine in the best manner and perform tasks to meet the information needs of an organization.
4.1 System Description

It is also a management technique that helps us in designing a new systems or improving an existing system. The four basic elements in the system analysis are 

· Output

· Input

· Files

· Process

The above-mentioned are mentioned are the four basis of the System Analysis.
4.2 Proposed System
The proposed system relies on real-time quasi synchronous color and 3-D image acquisition based on the color structured light approach. The sensor is based on low cost devices, an off-the-shelf CCTV color camera and a standard video projector.

While a colored pattern is projected on the surface of the object, the color camera captures an image of the object [see Fig. 1(a)]. By analyzing the deformation of this pattern and using the triangulation principle, the 3-D coordinates of every

pixel are estimated [Fig. 1(b)]. Switching rapidly between the colored pattern and white light, a color image, which is approximately synchronized with the depth image, may be captured as well. Using the double acquisition mode a frame-rate of about 15 frames/s is achieved. Although the current system prototype uses visible light, which is moderately annoying to the user, a version using invisible light is under development.
[image: image1.emf]
Fig. 1. (a) Image captured by the color camera with color pattern projected.

(b) Computed range image. Brighter pixels correspond to points closer to the camera and white pixels correspond to undetermined depth values.

In our experiments the system was optimized for an access control application scenario. For subjects located about one meter from the camera, and an effective working space of 60 cm 50 cm 50 cm, the average depth accuracy is about 0.5 mm. The spatial resolution of the range images is equal to the color camera resolution in one direction, while in the other direction it depends on the width of the color stripes of the projected light pattern and the bandwidth of the surface signal. For a low-bandwidth surface such as the back of the hand the resolution is close to the resolution of the colorcamera.Theimagesize is580 780.Theaverage size of the hand on the image is 400 450. 
Due to the 3-D acquisition principle, apart from image noise, the acquired range images contain areas where no depth values are assigned (see Fig. 1). 
These are mainly areas that cannot be reached by the projected light (e.g., the sides of the fingers) and/or are highly refractive (e.g., painted finger nails and rings). Using the above setup, a hand image database was compiled and used for conducting the experiments.
 A group of 73 volunteers participated in the recording.
 The recording was supervised mainly because it was difficult for the users to place their hands inside the limited working volume of the sensor without any feedback. In the future we plan to provide such a feedback automatically.
Each subject was asked to place his/her hand in front of his/her face with the back of the palm facing the sensor. We have found that this posture is the most convenient for the users, is interpreted unambiguously and provides the best resolution of the hand in the images. Also in this way hand geometry authentication may be applied as an additional biometric after 3-D face authentication.

[image: image2.png]



Fig. 2. Representative images from the recorded hand database depicting hand pose and posture variations and worn rings.

4.2.1 Hand Detection

The first step is the segmentation of the hand from the body, which is achieved using available depth information and exploiting a priori knowledge of the human body geometric structure and the authentication scenario. The distance of the user’s hand from his/her face is not guaranteed to be sufficiently large(usuallybetween5–20cm).Therefore

we may not rely on simple thresholding to separate the hand from the face. Detection and segmentation of the hand is based on a more elaborate scheme that relies on statistical modeling of the hand, arm and head plus torso points in 3-D space.
In the proposed method the images are captured and kept in the data folder in my application. The proposed algorithm is invariant 

of the camera calibration. The image is passed through four stages before extracting feature points.

In the first stage, the input image is threshold in order to segment the finger from 

the background.  Then this image is passed to second stage, where finger boundary points are extracted by linear edge detection. Then this image is passed to third stage, which is simple enlargement.  That is, the finger boundary image is placed inside a large image in this stage.  This is done in order to find/select the geometry points from the boundary points of the finger. In other words the image is enlarged so that the entire edge-image

is fit in the center and geometry-lines can be projected from outer. 

in this proposed algorithm 3d geometry points of the segmented finger are extracted and feature points are extracted from these points.  In the proposed method the images are captured and kept in the data folder in my application. The proposed algorithm is invariant 

of the camera calibration. The image is passed through four stages before extracting feature points.

In the first stage, the input image is threshold in order to segment the finger from 

the background.  Then this image is passed to second stage, where finger boundary points are extracted by linear edge detection. Then this image is passed to third stage, which is simple enlargement.  That is, the finger boundary image is placed inside a large image in this stage.  This is done in order to find/select the geometry points from the boundary points of the finger. In other words the image is enlarged so that the entire edge-image

is fit in the center and geometry-lines can be projected from outer. 

Using this enlarged image as input, the geometry points of the finger are found. 

for this, a large circle is drawn around the finger in the enlarged image and from each

 circle point (360 degree) one line is drawn towards the center and the point (x,y) in that 

line where first edge pixel of the finger is found is stored.

During recognition, feature  vector for test-image is found and compared

with all feature vectors of training images.  The euclidean-distance between test vector and training vectors are found and the matched image is the image with smallest distance. accuracy is 100-r where r is the  ratio between smallest and  maximum distance.

5. System Design 

Design is concerned with identifying software components specifying relationships among components. Specifying software structure and providing blue print for the document phase.

Modularity is one of the desirable properties of large systems. It implies that the system is divided into several parts. In such a manner, the interaction between parts is minimal clearly specified.
Design will explain software components in detail. This will help the implementation of the system. Moreover, this will guide the further changes in the system to satisfy the future requirements.
5.1 Form design

Form is a tool with a message; it is the physical carrier of data or information. It also can constitute authority for actions. In the form design files are used to do each module. The following are list of forms used in this project:
Main Form

The main form is created with JFrame that contains other component like label, text box, picture box and buttons. The provision is given to Browse the test image from the folder called \data\test. Also the data folder contains temp, test and train.
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The system is already processed the images in the Train folder. The application would have gained the knowledge on the training process as follows: Unsupervised learning - this is learning from observation and discovery. The data mining system is supplied with objects but no classes are defined so it has to observe the examples and recognize patterns (i.e. class description) by itself. This system results in a set of class descriptions, one for each class discovered in the environment. Again this is similar to cluster analysis as in statistics. 


When the user clicks the Browse button  the JOpenDialog opens the file dialog and user can choose the image of finger which is available in the form of PGM. 
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From this user select the image and clicks OK button.

The image is displayed in the Input image frame. 
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The provision is also given to view the data base images by clicking the button View DB. The view Db design as follows:
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Using the Prev and Next button the user can scan the entire data base. 

Now to test the image user has to click the Recognize button. While clicking the Recognize button the system explained in the chapter 4 is called and executed. The mated image will be displayed in the Matched image frame.
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The algorithm is called for the already stored image if it matches it will display the image and also the efficiency factor is displayed in %.
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Another sample output as follows:
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5.2 Input design


Inaccurate input data is the most common case of errors in data processing. Errors entered by data entry operators can control by input design. Input design is the process of converting user-originated inputs to a computer-based format. Input data are collected and organized into group of similar data.
The input in this system are images stored in the train and test folder.First the input is given from the train folder and then from test folder. At any time user input can be added to the test folder and the input image is tested.
5.3 Module Design
The entire project is categorized into four modules as follows:
· Image Files Processing

The finger print images are first trained to the system. First training is successfully completed then only system takes the test process.

Unsupervised learning - this is learning from observation and discovery. The data mining system is supplied with objects but no classes are defined so it has to observe the examples and recognize patterns (i.e. class description) by itself. This system results in a set of class descriptions, one for each class discovered in the environment. Again this is similar to cluster analysis as in statistics. 
· Image Enhancement


Segmentation: taking only the image of finger print portion excluding eyelids and eyelashes. The normalized finger print image has low contrast and may have nonuniform brightness caused by the position of light sources. All these may affect the subsequent processing in feature extraction and matching. In order to obtain a more well-distributed texture image, we first approximate intensity variations across the whole image. The mean of each 16 * 16 small block constitutes a coarse estimate of the background illumination. This estimate is further expanded to the same size as the normalized image by bicubic interpolation.
· Finger print Feature Extraction

in this proposed algorithm 3d geometry points of the segmented finger are extracted and feature points are extracted from these points.  In the proposed method the images are captured and kept in the data folder in my application. The proposed algorithm is invariant 

of the camera calibration. The image is passed through four stages before extracting feature points.

In the first stage, the input image is threshold in order to segment the finger from 

the background.  Then this image is passed to second stage, where finger boundary points are extracted by linear edge detection. Then this image is passed to third stage, which is simple enlargement.  That is, the finger boundary image is placed inside a large image in this stage.  This is done in order to find/select the geometry points from the boundary points of the finger. In other words the image is enlarged so that the entire edge-image

is fit in the center and geometry-lines can be projected from outer. 

Using this enlarged image as input, the geometry points of the finger are found. 

for this, a large circle is drawn around the finger in the enlarged image and from each

 circle point (360 degree) one line is drawn towards the center and the point (x,y) in that 

line where first edge pixel of the finger is found is stored.

During recognition, feature  vector for test-image is found and compared

with all feature vectors of training images.  The euclidean-distance between test vector and training vectors are found and the matched image is the image with smallest distance. accuracy is 100-r where r is the  ratio between smallest and  maximum distance.

5.4 Database Design

A database is a collection of related data. The database has following properties:

i. Database reflects the changes of the information.

ii. A database is logically coherent collection of data with some inherent meaning.
This application takes the images form the default folder set for this application train and test folders. The file extension is .pgm  option.

6. System development
This software is developed to overcome the drawbacks in the existing identification methods. Here the dynamic method of verification is done with the help of Biometric concept. 
The finger print -scan process begins with a photograph. A specialized camera, typically very close to the subject, no more than three feet, uses an infrared imager to illuminate the eye and capture a very high-resolution photograph. This process takes only one to two seconds and provides the details of the finger print that are mapped, recorded and stored for future matching/verification. 

Eyeglasses and contact lenses present no problems to the quality of the image and the finger print-scan systems test for a live eye by checking for the normal continuous fluctuation in pupil size. 

The inner edge of the finger print is located by an finger print-scan algorithm which maps the finger print’ distinct patterns and characteristics. An algorithm is a series of directives that tell a biometric system how to interpret a specific problem. Algorithms have a number of steps and are used by the biometric system to determine if a biometric sample and record is a match.

Finger print’ are composed before birth and, except in the event of an injury to the eyeball, remain unchanged throughout an individual’s lifetime. Finger print patterns are extremely complex, carry an astonishing amount of information and have over 200 unique spots. The fact that an individual’s right and left eyes are different and that patterns are easy to capture, establishes finger print-scan technology as one of the biometrics that is very resistant to false matching and fraud.

The false acceptance rate for finger print recognition systems is 1 in 1.2 million, statistically better than the average fingerprint recognition system. The real benefit is in the false-rejection rate, a measure of authenticated users who are rejected. Fingerprint scanners have a 3 percent false-rejection rate, whereas finger print scanning systems boast ratees at the 0 percent level.

7. Testing and Implementation

7.1 Software Testing

Software Testing is the process of confirming the functionality and correctness of software by running it. Software testing is usually performed for one of two reasons:

1) Defect detection

2) Reliability estimation.

White box testing is concerned only with testing the software product, it cannot guarantee that the complete specification has been implemented. Black box testing is concerned only with testing the specification, it cannot guarantee that all parts of the implementation have been tested. Thus black box testing is testing against the specification and will discover faults of omission, indicating that part of the specification has not been fulfilled. White box testing is testing against the implementation and will discover faults of commission, indicating that part of the implementation is faulty. In order to fully test a software product both black and white box testing are required
The problem of applying software testing to defect detection is that software can only suggest the presence of flaws, not their absence (unless the testing is exhaustive). The problem of applying software testing to reliability estimation is that the input distribution used for selecting test cases may be flawed. In both of these cases, the mechanism used to determine whether program output is correct is often impossible to develop. Obviously the benefit of the entire software testing process is highly dependent on many different pieces. If any of these parts is faulty, the entire process is compromised.

Software is now unique unlike other physical processes where inputs are received and outputs are produced. Where software differs is in the manner in which it fails. Most physical systems fail in a fixed (and reasonably small) set of ways. By contrast, software can fail in many bizarre ways. Detecting all of the different failure modes for software is generally infeasible.

`The key to software testing is trying to find the myriad of failure modes – something that requires exhaustively testing the code on all possible inputs. For most programs, this is computationally infeasible. It is commonplace to attempt to test as many of the syntactic features of the code as possible (within some set of resource constraints) are called white box software testing technique. Techniques that do not consider the code’s structure when test cases are selected are called black box technique.

Functional testing is a testing process that is black box in nature. It is aimed at examine the overall functionality of the product. It usually includes testing of all the interfaces and should therefore involve the clients in the process.

Final stage of the testing process should be System Testing. This type of test involves examination of the whole computer system, all the software components, all the hard ware components and any interfaces.

The whole computer based system is checked not only for validity but also to meet the objectives.

8.Conclusion
Our system is proposed to use Biometrics concept in “Personal Authentication Using 3-D Finger Geometry” which eliminates the flaws in the existing system. This system makes use of user’s behavior characteristic as tool for recognition. The application is developed successfully as mentioned above. 

In this project, we have presented an efficient algorithm for finger print  recognition which is invariant.

In this paper, we have proposed a new approach for biometric authentication that is based on measurements of the 3-D hand geometry using a real-time low-cost 3-D sensor. We have demonstrated the ability of the proposed algorithms to work

robustly in relatively unconstrained conditions, while the results obtained on a relatively large database indicate that performance is not sacrificed. Although the error rates achieved are higher than those required in security applications, there are several other emerging applications such as personalization of services and attendance control that may benefit from the unobtrusive user authentication achieved by the proposed system. 
Furthermore, if the proposed system is combined with other authentication modalities such as face recognition, the overall performance of the multimodal system is expected to be superior since 3-D hand geometry is not affected by variations in illumination, age, obstructions, etc. In particular the same 3-D sensor may be used to capture face and hand images and therefore the proposed technique is ideal for fusion with 3-D face biometrics. 
This is expected to lead to a low-cost solution offering highly reliable authentication without sacrificing user convenience. This system seems to be working fine and successfully. This system can able to provide the user to give input as Human eye and it is verified with our application then says whether the authorized user or not. This application results in accuracy result of comparison. 
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