Abstract

Title: Digital Signature Algorithm
Objective

This project has been developed keeping in view the security features that need to be implemented in the networks following the fulfillment of these objectives:
· To develop an application that deals with the security threats that arise in the network.

· To enable the end-users as well as the organizations come out with a safe messaging communication without any threats from intruders or unauthorized people.

· To deal with the four inter-related areas of network security namely Secrecy, Authentication, Non-repudiation and Integrity.

Project Overview

This application makes use of Digital Signature Algorithm (DSA) along with a hash function. The hash code is provided as input to a signature function along with a random number generated for this particular signature. The signature function also depends on the sender’s private key and a set of parameters known to a group of communicating principals. This set constitutes a global public key. The result is a signature consisting of two components.

At the receiving end, verification is performed. The receiver generates a quantity that is a function of the public-key components, the sender’s public key, and the hash code of the incoming message. If this quantity matches with one of the components of the signature, then the signature is validated.

This application makes sure that the security services Authentication, Secrecy, Integrity, and Non-repudiation are provided to the user.

· This application allows to keep the information out of the hands of unauthorized persons. This is called Secrecy.
· It also deals with determining whom a person is communicating with before revealing sensitive information or entering a business deal. This is called Authentication.
· Non-repudiation deals with proving that a particular message was sent by a particular person in case he denies it later.

·  Integrity makes sure whether a particular message has been modified or something has been added to it. He project mainly deals with maintenance of the above mentioned security services thereby allowing the users as well as the network organizations to keep track of intrusions and thus enhancing the security services.

SYSTEM REQUIREMENTS

Hardware Requirements

· Hard disk: - 40GB

· RAM: - 512MB

· Processor: - p4

· Multimedia Key Board

· LG Monitor

Software Requirements

· Operating Systems: WINDOWS NT 4 / 2000 / XP

· Technologies Used: Java, jdbc, jsp

· Application Server: Apache Tomcat

· Front End: html,jsp

· Back End: Oracle 9.i

