          Digital Image Watermarking
INTRODUCTION
   The development of effective digital image copyright protection methods have recently become an urgent and necessary requirement in the multimedia industry due to the ever-increasing unauthorized manipulation and reproduction of original digital objects. The new technology of digital watermarking has been advocated by many specialists as the best method to such multimedia copyright protection problem. Its expected that digital watermarking will have a wide-span of practical applications such as digital cameras, medical imaging, image databases, and video-on-demand systems, among many others.In order for a digital watermarking method to be effective it should be imperceptible, and robust to common image manipulations like compression, filtering, rotation, scaling cropping, collusion attacks among many other digital signal processing operations. Current digital image watermarking techniques can be grouped into two major classes: spatial-domain and frequency-domain watermarking techniques. Compared to spatial domain techniques, frequency-domain watermarking techniques proved to be more effective with respect to achieving the imperceptibility and robustness requirements of digital watermarking algorithms. Commonly used frequency-domain transforms include the Discrete Wavelet Transform (DWT), the Discrete Cosine Transform (DCT) and Discrete Fourier Transform (DFT). However, DWT has been used in digital image watermarking more frequently due to its excellent spatial localization and multi-resolution characteristics,which are similar to the theoretical models of the human visual system. Further performance improvements in DWT-based digital image watermarking algorithms could be obtained by combining DWT with DCT. The idea of applying two transform is based on the fact that combined transforms could compensate for the drawbacks of each other, resulting in effective watermarking.In this paper, we will describe a digital image watermarking algorithm based on combining two transforms; DWT and DCT. Watermarking is done by altering the wavelets coefficients of carefully selected DWT sub-bands, followed by the application of the DCT transform on the selected sub-bands.
THE COMBINED DCT-DWT ALGORTIHM
The watermark embedding procedure is depicted in Fig followed by a detailed explanation.

Step 1: Apply DWT to decompose the cover host image into four non-overlapping multi-resolution sub-bands: LL1, HL1, LH1, and HH1.

Step 2: Apply DWT again to sub-band HL1 to get four smaller sub-bands and choose the HL2 sub-band as shown in Fig. Or, apply DWT to sub-band HH1 to get four smaller sub-bands and choose the HH2

sub-band as shown in Fig.
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Step 3: Divide the sub-band HL2 (or HH2 ) into 4 x 4 blocks.

Step 4: Apply DCT to each block in the chosen sub-band (HL2 or HH2) .

Step 5: Re-formulate the grey-scale watermark image into a vector of zeros and ones.
Step 6: Generate two uncorrelated pseudorandom sequences. One sequence is used to embed the watermark bit 0 (PN_0) and the other sequence is sued

to embed the watermark bit 1 (PN_1). Number of  elements in each of the two pseudorandom sequences must be equal to the number of mid-band elements of the DCT-transformed DWT sub-bands.

Step 7: Embed the two pseudorandom sequences, PN_0 and PN_1, with a gain factor _, in the DCT transformed 4x4 blocks of the selected DWT sub-bands of the host image. Embedding is not applied to all coefficients of the

DCT block, but only to the mid-band DCT coefficients. If we donate X as the matrix of the midband coefficients of the DCT transformed block, then

embedding is done as follows
Least Significant Bit Modification

The most straight-forward method of watermark embedding, would be to embed the watermark into the least-significant-bits of the cover object [6].  Given the extraordinarily high channel capacity of using the entire cover for transmission in this method, a smaller object may be embedded multiple times. Even if most of these are lost due to attacks, a single surviving watermark would be considered a success.

LSB substitution however despite its simplicity brings a host of drawbacks. Although it may survive transformations such as cropping, any addition of noise or lossy compression is likely to defeat the watermark. An even better attack would be to simply set the LSB bits of each pixel to one…fully defeating the watermark with negligible impact on the cover object. Furthermore, once the algorithm is discovered, the embedded watermark could be easily modified by an intermediate party.

An improvement on basic LSB substitution would be to use a pseudo-random number generator to determine the pixels to be used for embedding based on a given “seed” or key [6]. Security of the watermark would be improved as the watermark could no longer be easily viewed by intermediate parties. The algorithm however would still be vulnerable to replacing the LSB’s with a constant. Even in locations that were not used for watermarking bits, the impact of the substitution on the cover image would be negligible. LSB modification proves to be a simple and fairly powerful tool for stenography, however lacks the basic robustness that watermarking applications require. 

 Wavelet Watermarking Techniques

Another possible domain for watermark embedding is that of the wavelet domain. The DWT (Discrete Wavelet Transform) separates an image into a lower resolution approximation image (LL) as well as horizontal (HL), vertical (LH) and diagonal (HH) detail components. The process can then be repeated to computes multiple “scale” wavelet decomposition, as in the 2 scale wavelet transform shown below in figure 9. 
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Figure  Scale 2-Dimensional Discrete Wavelet Transform


One of the many advantages over the wavelet transform is that that it is believed to more accurately model aspects of the HVS as compared to the FFT or DCT.  This allows us to use higher energy watermarks in regions that the HVS is known to be less sensitive to, such as the high resolution detail bands {LH,HL,HH). Embedding watermarks in these regions allow us to increase the robustness of our watermark, at little to no additional impact on image quality . 

One of the most straightforward techniques is to use a similar embedding technique to that used in the DCT, the embedding of a CDMA sequence in the detail bands according to the equation shown below in figure 10. 
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 Embedding of a Watermark In the Wavelet Domain

where Wi denotes the coefficient of the transformed image, xi the bit of the watermark to be embedded, and 
[image: image4.wmf]a

a scaling factor. To detect the watermark we generate the same pseudo-random sequence used in CDMA generation and determine its correlation with the two transformed detail bands. If the correlation exceeds some threshold T, the watermark is detected. 


This can be easily extended to multiple bit messages by embedding multiple watermarks into the image.  As in the spatial version, a separate seed is used for each PN sequence, which are then added to the detail coefficients as per figure 10. During detection, if the correlation exceeds T for a particular sequence a “1” is recovered; otherwise a zero. The recovery process then iterates through the entire PN sequence until all the bits of the watermark have been recovered.


Furthermore, as the embedding uses the values of the transformed value in embedded, the embedding process should be rather adaptive; storing the majority of the watermark in the larger coefficients. The author [13] claims that the technique should prove resistant to JPEG compression, cropping, and other typical attacks. 
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Results


We’ll begin with a few notes on the results to follow. First, robustness evaluations were limited to testing against JPEG compression and the addition of random noise. Evaluating each of the algorithms against all attacks across a full range of gain values is well beyond the scope of this report. The other robustness metrics described in table 2 will only be touched on briefly, should the algorithm prove exceptionally resistant or exceptionally vulnerable to the attack. 


The PSNR of each watermarked image will be given below each figure, however these figures are only to be taken lightly. PSNR does not take aspects of the HVS into effect so images with higher PSNR’s may not necessarily look better then those with a low PSNR. This will prove particularly true in the case of the DCT and DWT domain techniques.


Performance requirements shown in table 3 are similarly only to be used as a rough guideline. In general, algorithms were implemented in the most straightforward way, not the most computationally optimal. Furthermore, MATLAB may handle certain programming constructs differently from other languages, thus the best performing algorithm may vary for each language and implementation.  


Lastly, in cases where the watermarking algorithm was altered significantly from that described in section III, the modifications will be quickly explains and results from both pre and post modification presented. Smaller implementation alterations however will not be covered.  
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