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Abstract

An overlay network is a virtual network formed by nodes (desktop workstations) on top of an existing TCP/IP-network. Overlay networks typically support a lookup protocol. A lookup operation identifies the location of a file given its filename. Location of a file denotes the IP-address of the node that currently hosts the file. This project is a location hiding approach for mitigating the denial of service attacks on the chord overlay network. Serverless distributed computing has received significant attention from both the industry and the research community. Among the most popular applications are the wide-area network file systems, exemplified by CFS, Farsite, and OceanStore. These file systems store files on a large collection of untrusted nodes that form an overlay network. They use cryptographic techniques to maintain file confidentiality and integrity from malicious nodes. Unfortunately, cryptographic techniques cannot protect a file holder from a denial-of-service (DoS) attack or a host compromise attack. Hence, most of these distributed file systems are vulnerable to targeted file attacks, wherein an adversary attempts to attack a small (chosen) set of files by attacking the nodes that host them. 



Existing System

Several serverless file storage services, like CFS, Farsite, OceanStore, and SiRiUS, have recently emerged.

An overlay network is a virtual network formed by nodes (desktop workstations) on top of an existing TCP/IP-network.

Disadvantages

A major drawback with serverless file systems is that they are vulnerable to targeted attacks on files.

The fundamental problem with these systems is that: 1) the number of replicas maintained by the system is usually much smaller than the number of malicious nodes.

Serverless file storage services are faced with the challenge of having to harness the collective resources of loosely coupled, insecure, and unreliable machines to provide a secure and reliable file storage service.

Proposed System
This paper presents LocationGuard—a location hiding technique for securing overlay file storage systems from targeted file attacks.

Our experimental results quantify the overhead of employing LocationGuard and demonstrate its effectiveness against DoS attacks, host compromise attacks, and various location inference attacks.

Advantages

A file lookup is guaranteed to succeed if and only if the file is present in the system.

A file lookup terminates in a small and bounded number of hops.

The files are uniformly distributed among all active nodes.

The system handles dynamic node joins and leaves.

Software Requirements:

FRONT END : JAVA, SWING
TOOLS USED : JFRAME BUILDER
OPERATING SYSTEM: WINDOWS XP

Hardware Requirements:

PROCESSOR : PENTIUM IV 2.6 GHz
RAM : 512 MB 
MONITOR : 15” 
HARD DISK : 20 GB
CDDRIVE : 52X
KEYBOARD : STANDARD 102 KEYS
MOUSE : 3 BUTTONS

	
	





