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1. INTRODUCTION

Pervasive computing is a rapidly developing area of Information and Communications Technology (ICT). The term refers to the increasing integration of ICT into people’s lives and environments, made possible by the growing availability of microprocessors with inbuilt communications facilities. Pervasive computing has many potential applications, from health and home care to environmental monitoring and intelligent transport systems. This briefing provides an overview of pervasive computing and discusses the growing debate over privacy, safety and environmental implications
1.1 BACKGROUND:
Eight billion embedded microprocessors1 are produced each year. This number is expected to rise dramatically over the next decade, making electronic devices ever more pervasive. These devices will range from a few millimeters in size (small sensors) to several meters (Displays and surfaces). They may be interconnected via wired and wireless technologies into broader, more capable, networks. Pervasive computing systems (PCS) and services may lead to a greater degree of user Knowledge of, or control over, the surrounding environment, whether at home, or in an office or car. They may also show a form of ‘intelligence’. For instance, a ‘smart’ electrical appliance could detect its own impending failure and notify its owner as well as a maintenance company, to arrange a repair. Pervasive computing has been in development for almost 15 years (see Box 1) but still remains some way from becoming a fully operational reality. Some core technologies have already emerged, although the development of battery technologies and user interfaces pose particular challenges. It may be another 5-10 years before complete PCS become widely available. This Depends on market forces, industry, public perceptions and the effects of any policy/regulatory frameworks. There have been calls for more widespread debate on the implications of pervasive computing while it is still at an early stage of development.

1.2 HISTORY

Pervasive computing is the third wave of computing technologies to emerge since computers first appeared:

• First Wave - Mainframe computing era: one computer shared by many people, via workstations.

• Second Wave - Personal computing era: one computer used by one person, requiring a conscious interaction. Users largely bound to desktop.

• Third Wave – Pervasive (initially called ubiquitous) computing era: one person, many computers. Millions of computers embedded in the environment, allowing technology to recede into the background

DEFINATION:

Pervasive Computing is a computing technology that pervades the users’ environment by making use of seamless connectivity of multiple independent information devices. Embedded in the environment of the users.

  It does so by:

· Making use of multiple independent information devices (fixed or mobile, Homogeneous or heterogeneous)

· Interconnecting these devices seamlessly through wireless or wired Computer communication networks

· Providing a class of sensory communication services to a class of users, preferably transparently and can provide personalized services while ensuring a fair degree of non-intrusiveness. 
· It is known by many names including Ubiquitous Computing.

· It benefits from the lowering costs and increasing capabilities / capacities of computing / communication elements as well as their easy availability
 It is just a new perspective to computing that draws from a large number of innovations in the multiple areas of:

· Computing (hardware, software, services included),

· Communication (for interconnection of devices),

· miniature power-systems (for provisioning miniature mobile device power),

· Instrumentation (sensory technology included),

· material science (for building various physical elements)etc

2. OVERVIEW

2.1 How Do We Design Pervasive Computing Systems?

Step-1: Need analysis

Step-2: Evolving requirement specification and running it through some appropriate sessions 
Step-3: Carrying out Architectural Design and its validation

Step-4: Carrying out Structural Design and its validation

Step-5: Simulation / Prototyping

Step-6: Field-testing involving likely users

Step-5: Large-scale Production

Step-6: Large-scale Deployment

PRE-DESIGN NEED ANALYSIS

Step-1: Identifying connectivity needs of different types of normal people 
Step-2: Identifying connectivity needs of different types of disabled people 
Step-3: Identifying individual-specific constraints

Step-4: Identifying social constraints

Step-5: Identifying priorities

Step-6: Identifying timeline

Step-7: Identifying budgetary constraints

Step-8: Identifying interoperability requirements

2.2 Pervasive Computing Design Principles:
 Four Principles of Pervasive Computing are:

· Distributedness 

· Diversification 
· Connectivity 
· Simplicity
2.3 The two stages of pervasive computing development

Responses provided by the surveyed experts suggest that current views on pervasive computing are shaped heavily by short-term considerations. Highly developed pervasive computing capacities – such as application autonomy – are not mentioned, for the most part. The study’s findings indicate that pervasive computing will develop in at least two stages: The first stage, PvC-1, will see numerous products and applications characterized by the goals of mobility and ad-hoc networking becoming established within the next five years. This will essentially be a continuation of current trends, such as the miniaturization and integration of various functions in an electronic device to the point of creating smart objects. During this stage we can expect to see context awareness realized in a simplified form, e.g., in the form of user profiles. Despite their permanent linkage to communications and data networks, these smart objects will remain largely isolated solutions that join together a great number of capabilities, especially those relating to communications and data processing. In a parallel process, more and more everyday technical objects will be increasingly outfitted with micro controllers, sensors, etc., and thus upgraded to smart objects. Their capabilities will be tailored to specific tasks and provide simple forms of networking. As these parallel trends converge, they will lead to isolated applications that are defined by specific use models or manufacturers. During this transition phase, media ruptures among isolated applications will be overcome; their barriers to other solutions/applications will remain. The second stage, PvC-2, will take hold only in the wake of this interim stage of isolated applications. We will then see the emergence of a truly open networking structure without media ruptures. The experts surveyed estimate that PvC-2 will establish itself in roughly 10 years 
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Fig: 1 individual devices in phase one
During the PvC-1 phase, pervasive computing characteristics and capabilities will increase in number and make qualitative gains. The ability to perform operations in the background without receiving explicit commands is a central characteristic of the seemingly invisible ICT structure. In PvC-1, this kind of context awareness will at first be based on user profiles, much in the same way many Internet services are today. It is expected with some degree of certainty that these profiles will be Internet-based and then accessed and used by the individual smart objects. This profile-based context awareness will be extended significantly in PvC-2. In PvC-2, smart objects will be able to respond intelligently and on a case-by-case basis to the situational needs and/or environment of the user. Smart objects will therefore require well-functioning software agent technology that is based on artificial intelligence and knowledge management paradigms. These agents’ flexible world models permit a functional, adaptive logic. User-defined action is therefore made possible in different – even unfamiliar contexts. 
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2.4 Characteristics of pervasive computing: 
Pervasive computing can be characterized by a set of attributes and capabilities that describe the extent of its functionality. Mobility and ad-hoc networking capabilities are expected to emerge relatively soon, that is within the next one to two years. Characteristics such as autonomy, context awareness and energy autarky are not expected until later, taking anywhere from five to ten years. Context awareness and embedment in everyday objects are viewed as pervasive computing definitive and formative characteristics. Energy autarky and the autonomy of components and systems, in contrast, are considered secondary characteristics. It therefore stands to reason that pervasive computing will establish itself gradually as its individual characteristics develop step-by-step. Although market-ready pervasive computing applications are anticipated in the next four to eight years, the characteristic of autonomy is not expected for another ten years.
2.5 TRENDS AND IMPACTS
For more than 30 years, microprocessor performance has doubled approximately every 18 months. Similar progress in performance has been made in other technology parameters, such as data transfer rates in both wired and wireless networks. This trend is shaping a future in which computers will become increasingly smaller and inexpensive, and therefore abundant. In recent years, smaller personal devices such as PDAs, smart phones, palmtops and subnotebooks have begun supplementing and to some extent replacing traditional computer platforms such as workstations, PCs and servers. Computers are integrated increasingly into everyday devices and expand their operational capacities. These so-called embedded systems, such as driver assistance systems in cars or flexible software-driven boiler regulation can be controlled using a PC in the office or via mobile telephone. 

As early as 1991, Mark Weiser, the former Scientific Director of the Xerox Palo Alto Research Center, shaped the vision of Ubiquitous Computing as an omnipresent infrastructure for information and communication technologies (ICTs). His work on ubiquitous computing continues to define all technological and socio-political considerations inherent to the field. According to Weiser, we can speak of ubiquitous computing once the following four criteria have been met: 

· Microcomputers are integrated into physical objects of any shape and displace services heretofore performed by desktop systems. 

· These embedded systems are characterized by their small size and by their near invisibility to the user. 

· Embedded microcomputers thus augment a physical object’s original use-value with a new array of digital applications. 

· The ubiquitous availability of services lies at the centre of communication between device and application - not the device itself. This last point is what distinguishes ubiquitous computing from the familiar mobile networks of today. Ubiquitous computing is characterized by the omnipresent and mobile availability of services themselves, regardless of the target platform. Services will be tailored to the physical capacity of a specific device, whether a mobile telephone, PDA or other value-added communications device. 

Advances in the microelectronics and communications technology have moved the technical vision of ubiquitous computing into the realm of the possible. Early examples of ubiquitous computing in use include processor module integration into identification documents and the integration of transponders into cargo pallets that send ID numbers to a reader automatically. In professional circles, the term Pervasive Computing is used commonly to describe the ubiquitous ICT infrastructure aimed at feasible short and medium-term solutions. 

Pervasive computing is viewed less as a discrete field of technology, but rather as an emerging application of information and communications technology that is integrated into the everyday world more than ever before. The goal is to meet the claim of “everything, always, everywhere” for data processing and transmission through the ubiquity of ICT systems. The following characteristics define this application paradigm: 

· Miniaturization: ICT components are becoming smaller and more mobile. 

· Embedding: As ICT components are integrated into everyday objects, they transform them into smart objects. 

· Networking: ICT components are linked to each other and communicate generally via radio. They are therefore not part of a fixed environment or application, but are instead designed to form networks spontaneously. To prevent human attention from being overwhelmed, people are intentionally not integrated into many machine-to-machine interactions. 

· Ubiquity: While embedded ICT components are increasingly ubiquitous, they are at the same time increasingly less noticeable - or even invisible - to most people. Most components will interface with their surrounding environment in several ways but will not be visible.

· Context awareness: ICT components use sensors and communication to collect information about their users and environment and adjust their behavior to it accordingly.

3. TECHNOLOGIES

3.1 Pervasive computing technologies

Pervasive computing involves three converging areas of ICT: computing (‘devices’), communications (‘connectivity’) and ‘user interfaces’.

Devices

PCS devices are likely to assume many different forms and sizes, from handheld units (similar to mobile phones) to near-invisible devices set into ‘everyday’ objects (like furniture and clothing). These will all be able to

Communicate with each other and act ‘intelligently’. Such devices can be separated into three categories:

• Sensors: input devices that detect environmental changes, user behaviors, human commands 
• Processors: electronic systems that   interpret and analyze input-data

• Actuators: output devices that respond to processed Information by altering the environment via electronic or mechanical means. For example, air temperature control is often done with actuators. However the term can also refer to devices which deliver information, rather than altering the environment physically..

Connectivity

Pervasive computing systems will rely on the interlinking of independent electronic devices into broader networks. This can be achieved via both wired (such as Broadband (ADSL) or Ethernet) and wireless networking technologies (such as Wi-Fi or Bluetooth), with the devices themselves being capable of assessing the most effective form of Connectivity in any given scenario. The effective development of pervasive computing systems depends on their degree of interoperability, as well as on the convergence of standards for wired and wireless technologies.
User interfaces

User interfaces represent the point of contact between ICT and human users. For example with a personal computer, the mouse and keyboard are used to input information, while the monitor usually provides the output. With PCS, new user interfaces are being developed that will be capable of sensing and supplying more information about users, and the broader environment, to the computer for processing. With future user interfaces the input might be visual information – for example recognizing a person’s face, or responding to gestures. It might also be based on sound, scent or touch recognition, or other sensory information like temperature. The output might also be in any of these formats. The technology could ‘know’ the user (for example through expressed preferences, attitudes, and behaviors) and tailor the physical environment to meet specific needs and demands. However, designing systems which can adapt to unforeseen situations presents considerable engineering challenges. There is debate over the degree of control users will have over future pervasive computing user interfaces as the technology develops. Three very different forms of human-computer interaction are postulated: active, passive and coercive.
3.2 What the Infrastructure must provide?

Pervasive Computing Infrastructure has to comprise of computing Elements, communicating elements, sensors, actuators, and Interface devices.

• Computation to be available widely and freely (not free of cost).

• Intermittent connectivity has to be a supported feature due to Physical limitations pertaining to power, cost, bandwidth and Network congestion.

• PAN issues and allow intermittent connection.

3.3 Components of Mobile Infrastructure for Pervasive Computing:

· Mobile computing devices.

· Fixed computing devices.

· Multimode RF Mobile communication infrastructure.

· Fixed-to-Mobile and Mobile-to-Fixed communication.

· System interfaces.

· Trust system (security and privacy).

· Protocol stacks & Personalized service framework.

 3.4 Hardware Device Technologies

· Low-power technologies.

· Display technologies.

· Memory technologies.

· I/O technologies.

· Processor technologies.

· Interfacing technologies.

· Biometric technologies.
3.5 Low-power technologies:

• NiCd batteries offer 12-27 hours of standby time, 85-160 minutes of interaction-time and are size-wise the largest in class.

• NiMH batteries offer 16-37 hours of standby time, 110-210 Minutes of interaction-time and are size-wise the moderate in class.

• Li-ion batteries offer 21-50 hours of standby time, 170-225 Minutes of interaction-time and are size-wise the smallest in class.

• Latest innovation is the Lithium Polymer cells-based Batteries made of gel-based electrolyte material in form of Thin, flexible layers (mouldable in arbitrary shapes).
 3.6 Display Device Technologies
· Tube-based technologies (CRT)

· Liquid Crystal technologies (LCD)

· Thin-Film Transistor (TFT) 
· Organic  LED based Display

· Light-Emitting Polymer (LEP) based Display technologies

· Chip-on-Glass (Cog) based Display technologies
3.7 Trends in Connectivity and Devices

· Phone line networking technology

· Wireless radio frequency-based

· Power line networking technology.

· Networked automobiles / airliners / trains / sea liners

· Surveillance cameras with built-in Web servers

· Smart Homes
    3.8 Storage technologies
· Micro drives (340 MB – 1 GB)

· Non-volatile Flash Memory

· Battery-backed RAM

· Combination of Flash and low power SRAM

· Ut-RAM (Uni-transistor RAM) involving SRAM as well as DRAM on a single chip)

· M-RAM(Magneto-resistive RAM)

· F-RAM (Ferroelectric RAM)
   3.9 Processor technologies:

· Intel’s Speed Step processor technology

· Motorola’s Dragon Ball processor technology

· Intel’s X-Scale processor technology

· Inmos’ Transputer technology

· PowerPC processor technology

· Mobile Pentium processor technology

· MIPS processor technology

4. HUMAN COMPUTER INTERACTION
Human-Computer Interactions (HCIs)

Active: Users could have overt control over pervasive computing technologies and devices in the environment. This could be achieved through language-based interfaces, allowing users to issue direct spoken or written commands. ‘Digital companions’ (possibly in the form of smart phones and PDAs) could act as personal, wireless control units for the intelligent environment (activating a home central heating system prior to returning from holiday, for example).

Passive: Pervasive computing could disappear into the background. People would no longer know they were interacting with computers. The technology would sense and respond to human activity, behavior and demands intuitively and intelligently (for example, lighting altering in reaction to users’ location, mood and activity).

Coercive: Pervasive computing could control, overtly or covertly, lives and environments (for example if a device did not have an off-switch or a manual over-ride). Decisions made by developers (such as programming a system in accordance with health and safety regulations), development errors, unintended device interactions and malicious interference could all lead to loss of user control, and could Possibly have negative implications for users.
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5. SECURITY

5.1 Security in Pervasive Computing:

Pervasive healthcare systems use pervasive computing technologies, e.g., wearable medical sensors with wireless interconnects, to increase the modalities and spatiotemporal dimensions in which healthcare services can be provided for improving patient outcomes. Security is very important in pervasive healthcare systems to protect sensitive health information that it collects and manages; therefore, they have to maintain data confidentiality, integrity of data, and provide strong authentication features, thereby controlling unauthorized access of personal health information. This chapter presents an overview of security solutions for pervasive healthcare systems, focusing primarily on three aspects: 

1) Securing data collected by medical sensors, 

2) Controlling access to health information managed by the pervasive

Healthcare system,

3) Legislative framework available for securing healthcare systems.
5.2 Introduction

The goal of pervasive healthcare (PH) is to use pervasive computing technologies to provide round-the-clock healthcare outside the confines of traditional medical establishments, such as hospitals and medical clinics, but rather in their homes and outdoors. Traditional model for health management consists of observing symptoms, visiting a doctor, getting treatment. Pervasive healthcare aims to change this model into one that provides healthcare facilities to individuals anywhere and at any time. It uses large-scale deployment of sensing and communication (wired and wireless) technologies to monitor patients continuously. This allows it to deliver accurate health information to the medical professionals, thereby stimulating timely diagnosis and treatment for health problems. Pervasive healthcare, therefore, by facilitating improved patient-caregiver interaction, has the potential to provide accurate, timely, and error-free care to all. This is particularly useful nowadays since the population is aging rapidly; medical institutions are facing shortages of medical staff; cost of healthcare is skyrocketing; and incidences of medical errors are at all-time high. Significant advances in communication and sensing technologies has led to the development of intelligent handheld and wearable devices (such as PDAs, cell phones, smart watches, clothes, and bands) that have made it possible to implement a wide range of solutions for PH systems. The health management capability of pervasive healthcare systems makes them ideal for many diverse applications including the following.

• Mobile telemedicine: Provides the ability to monitor, diagnose, and treat patients from a distance. This reduces the chances of medical errors and enables timely treatment of patients by providing accurate, real-time, and complete health information to the medical professional. Example usage scenarios include monitoring patients in remote rural locations and reacting immediately in response to a medical emergency (dispatching an ambulance), and providing patient monitoring and treatment for post operative care.

• Disaster response: Provides the ability to respond effectively to disasters, where the numbers of patients far exceeds the number that can be handled by the available medical staffs. Using an appropriate pervasive healthcare system, patients can be automatically monitored and doctors’ attention can be brought to only those patients who are critical, thereby improving the effectiveness of the response.

Pervasive access to patient health data: Pervasive healthcare systems are designed to collect data from patients over long periods of time. These data are stored in an organized manner so that they can be studied by the patients’ caregivers to provide better care. Such large data sets can be useful for studying issues such as response

to medicine, demographics of people with specific ailments, possible improvements in the care, improvement in medicine, alternative treatments and diagnosis.

• Lifestyle management: Pervasive healthcare systems have the ability to provide personalized care. For example, it can be used by people to improve their health by developing specialized meal and exercise plans.

5.3 Security Threats in Pervasive Healthcare Systems

A pervasive healthcare system collects and manages health data in an electronic format—EPRs—as compared to the largely paper-based records of today. The usage of EPRs, however, imposes many security risks to the health data that did not exist before with paper-based records. This may lead to unauthorized access and tampering of sensitive health data of patients. The reasons for this new-found vulnerability are:

1. Paper-based health data storage is highly centralized and any copying of this information is tedious and a time-consuming process with EPRs kept on networked systems for availability reasons, it is accessible from anywhere and is very easy to copy.

2. More and more sensitive information is being included in a patient’s EPR for faster and easier retrieval. Examples include HIV status, psychiatric records, and genetic information.

3. The networked nature of pervasive healthcare systems allows the EPRs to be moved across administrative or even national boundaries with ease, thereby circumventing any local legal issues.
Therefore the ability of pervasive healthcare systems to continuously collect, exchange, store, and reason, based on electronic health data poses many avenues of abuse of privacy and security. Some of the more probable threats to the pervasive healthcare systems include:

1. Unauthorized access to health data.

2. Deliberate alteration of health data of specific patients, leading to incorrect diagnosis and treatment.

3. Deliberate generation of false alarms or suppression of real alarms raised by the system in case of emergencies.

4. Economic and social discrimination of patients (insurance companies offering health insurance with high premiums to people who have certain chronic problems).

5.4 Security Solutions for Pervasive Healthcare:
Security is essential for any system. In the context of pervasive healthcare systems, it is even more important because these systems deal with health information maintained within the EPRs. The principal idea behind securing pervasive healthcare systems is to preserve patient privacy. To ensure this, care needs to be taken to prevent all unauthorized access to EPRs in the system. The notion of providing security in the domain of pervasive healthcare is not different from traditional systems and relies on the maintenance of three basic properties. Data Integrity: All information provided is accurate, complete, and has not been altered (during transit and storage) in any way. Data Confidentiality: Information is only disclosed to those who are authorized to see it. Authentication: To ensure correctness of claimed identity of communicating entities. Here, we present security solutions of pervasive healthcare systems that focus on protecting health data from three different aspects

•Securing Medical Sensor Communication: Individual medical sensors, used in a pervasive healthcare system, have very small form factors and therefore have limited capabilities. Hence, in general, a complex, computation-intensive security mechanisms (such as Public Key Infrastructure (PKI)) is not suitable for securing medical sensor communication in the context of pervasive healthcare.

• Controlling Access to EPRs: An important property of a medical system is that patients have a high level of control over deciding who accesses their health information. Pervasive healthcare systems use EPRs to store pertinent health information about patients. As many organizations, such as pharmacies, insurance agencies, drug companies, and caregivers, need to gain access to patient EPRs for their own economic needs and to provide better service (e.g., improved drugs and competitive insurance rates), patients should be able to easily control access to their EPRs so that personally identifiable sensitive health information is not released.

• Legislative Solutions: Realizing the importance of a legal framework for maintaining for protecting sensitive medical information stored as EPRs, the U.S. Congress proposed a Health Information Portability and Accountability Act (HIPAA) in 1996. All technical solutions are required to address the recommendation proposed by HIPAA and a basic understanding of its provisions is required.
5.5 AREAS OF PERVASIVE COMPUTING:
Pervasive computing aims to permeate and interconnect all areas of life, and thus to enable a ubiquitous flow of data, information, and – by integrating cognitive capabilities in the future – even knowledge. Mark Weiser, one of the fathers of pervasive computing, described this vision of a continual and ubiquitous exchange transcending the borders of applications, media, and countries as “everything, always, everywhere.” This sketch offers a strongly future-oriented perspective on pervasive computing that is still far removed from today’s reality. Although wireless Internet access, email via mobile phone, handheld computers and the like may give the impression that constant, unimpeded exchange of information is already routine, in the future the special performance characteristics of pervasive computing will enable an entirely new quality in the exchange and processing of data, information and knowledge. With pervasive computing, many of these processes will recede into the background, and most will occur partially or wholly automatically. But this new form of pervasive computing will not develop uniformly and synchronously in all economic and social areas. Rather, applications will be defined and implemented at different speeds in different contexts. For this study, nine application areas were selected in which pervasive computing is already recognizable and is very likely to play a decisive role in the future: 

Communications: As a cross-application, the communications area affects all forms of exchange and transmission of data, information, and knowledge. Communications thus represents a precondition for all information technology, as well as one of its key domains
Logistics: Tracking logistical goods along the entire transport chain of raw materials, semi-finished articles, and finished products (including their eventual disposal) closes the gap in IT control systems between the physical flow and the information flow. This offers opportunities for optimizing and automating logistics that are already apparent today. 

Motor traffic: Automobiles already contain several assistance systems that support the driver invisibly. Networking vehicles with each other and with surrounding telematics systems is anticipated for the future. 

Military: The military sector requires the provision of information on averting and fighting external threats that is as close-meshed, multidimensional, and interrelated as possible. This comprises the collection and processing of information. Production: In the smart factory, the flow and processing of components within manufacturing are controlled by the components and by the processing and transport stations themselves. Pervasive computing facilitates a decentralized production system that independently configures controls and monitors itself. 

Smart homes: In the smart home, a large number of home technology devices such as heating, lighting, and ventilation and communication equipment become smart 

objects that automatically adjust to the needs of residents. 

E-commerce: The smart objects of pervasive computing allow for new business models with a variety of digital services to be implemented. These include location-based services, a shift from selling products to renting them, and software agents that will instruct components in pervasive computing to initiate and carry out services and business transactions independtly.

Inner security: Identification systems, such as the newly introduced electronic passport and the already abundant smart cards, are an essential application of pervasive computing in inner security. In the future, monitoring systems will become increasingly important – for instance, in protecting the environment or surveillance of key infrastructure such as airports and the power grid. 

Medical technology: Increasingly autarkic, multifunctional, miniaturized and networked medical applications in pervasive computing offer a wide range of possibilities for monitoring the health of the ill and the elderly in their own homes, as well as for intelligent implants
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Domiciliary care

Over the next 20 years there will be a rise in the proportion of people over 65 years old in most developed countries. In the UK the over-65s will increase from 20% to 40% of the total population by 2025. These people may increasingly require care from a diminishing working Population. PCS may help address the consequences of this imbalance. Improved methods for monitoring health and wellbeing could allow people to live longer in their own homes. Sensors embedded in items of clothing, for example, might allow constant monitoring of heart rates, Body-mass index, blood pressure and other physiological variables. Further sensors embedded throughout the home could detect movement and fluctuations.

6. CONCLUSION

In the short run, pervasive computing is the continuation of the Internet by other means. The development of pervasive computing is typified by two characteristics that may appear contradictory at first glance. On the one hand, only a few pervasive computing applications (narrowly defined) exist at present. On the other hand, international experts expect such applications will be realized within the next one to five years.

In the long run, pervasive computing will noticeably change processes in the personal, economic and public realms. In the long term, as pervasive computing is integrated into everyday objects and they become networked, information and control systems that are presently centralized in industry, transport, the service industry and the public sector can be decentralized and expedited.

The often-implicit actions and the high degree of networking in pervasive 
computing make it hard to explicitly perceive and control system activities. 

This makes it all the more important that the user can totally trust the services and content of pervasive computing. This trust involves: 

· the non-reputability and accurate content of services 

· the security of information in pervasive computing and 

· The careful treatment of personal data. 

Considering that pervasive computing is in its infancy and the necessary technologies are at best partially available or not at all, it is impossible to foresee all of its social implications. However, the technological vision of pervasive computing is clearly recognizable in its contours and its technical implementation and application within the next ten years seems generally possible; this will entail fundamental socio-economic challenges, as discussed above
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