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Abstract

The electronic commerce with digital content over the open, unsecured network like the Internet provides opportunities as well as risks for content providers. So far, most content providers of media and entertainment content such as music, film, or print content have not been successful or profitable in charging consumers for their products. Nor have they been successful in creating the technology frameworks required to remunerate on the one-hand content owners and on the other hand protect against piracy. The recent emergence of Digital Rights Management Systems (DRMS) provides an instrument for content providers to protect and exploit their digital content to consumers and simultaneously fight against piracy. 
1. Introduction of DRM 


Definition: DRM is the technology to protect rights of digital contents to prohibits illegal copy and ill contents and to let only authorized users use the contents. 

   Digital Rights Management (DRM) is an emerging and vital business concept driven by the need for secure electronic distribution of high-value digital content. In its purest form, DRM provides a technology platform to allow trusted packaging, flexible distribution and managed consumption of digital content over electronic networks.

DRM technology provides content owners, service providers, distributors and retailers with a safe, secure method for meeting the consumer’s need for interactive, on-demand access to movies, online games, books, music, software and proprietary data — virtually any type of digital media.

Digital Rights Management poses one of the greatest challenges for content communities in this digital age. Traditional rights management of physical materials benefited from the materials' physicality as this provided some barrier to unauthorized exploitation of content. However, today we already see serious breaches of copyright law because of the ease with which digital files can be copied and transmitted.

Previously, Digital Rights Management (DRM) focused on security and encryption as a means of solving the issue of unauthorized copying, that is, lock the content and limit its distribution to only those who pay. This was the first-generation of DRM, and it represented a substantial narrowing of the real and broader capabilities of DRM. The second-generation of DRM covers the description, identification, trading, protection, monitoring and tracking of all forms of rights usages over both tangible and intangible assets including management of rights holders relationships. Additionally, it is important to note that DRM is the "digital management of rights" and not the "management of digital rights". That is, DRM manages all rights, not only the rights applicable to permissions over digital content. 

1.1 The Need for DRM — Supply and Demand:

The supply of high-value content — video, audio, text and images — generated by media and  entertainment companies, publishers and commercial enterprises continues to grow. With the advent of the World Wide Web, high-speed computing and broadband connectivity, traditional methods of media distribution and consumption are being complemented by Internet-based access and streaming or downloading to a wide range of personal digital devices. This “supply and demand” paradigm shift creates a new spectrum of business opportunities and revenue streams. First, however, content security must be insured. Digital media can be easily copied or distributed without authorization, thus violating copyrights and jeopardizing revenues. Without a secure solution, content owners are unlikely to authorize the transmission of their premium content, thereby limiting growth in the digital  marketplace. The need for a safe and secure method for accessing, distributing and merchandising digital content is in evidence throughout the commercial value chain.

An effective DRM method would have far-reaching implications. An individual could maintain control over online personal data. Online privacy can be maintained or survive only if DRM succeeds. DRM solution can provide unbreakable protection from unauthorized use.

The DRM should employ strong encryption in order to eliminate possibility that an attacker can remove the protection without first recovering the key. But encryption alone is not sufficient to provide constant protection. At a minimum, the encryption key must be protected, which present a tremendous challenge on an open architecture. As an attacker can remove a crypto key by reverse engineering the software that contains the key, the reverse engineering problem in a DRM system should be very difficult. 

1.2 Early System:
An early example of a DRM system is the Content Scrambling System (CSS)employed by the DVD Consortium on movie DVD disks. The data on the DVD is encrypted so that it can only be decoded and viewed using an encryption key, which the DVD Consortium kept secret. In order to gain access to the key, a DVD player manufacturer would have to sign a licence agreement with the DVD Consortium which restricted them from ncluding certain features in their players such as a digital output which could be used to extract a high-quality digital copy of the movie. Since the only hardware capable of decoding the movie was controlled by the DVD Consortium in this way, they were able to impose whatever restrictions they chose on the playback of such movies.

1.3 The DRM chain :
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There are 3 main componenets or users of a DRM system :
· CONTENT CREATORS AND RIGHTS OWNERS:
• Assures copyright integrity

• Safeguards revenue generation

• Expands business model alternatives

• Protects brand identity
· SERVICE PROVIDERS, DISTRIBUTORS AND RETAILERS:

• Maximizes business opportunities

• Protects revenue streams

• Minimizes risk of unauthorized distribution

• Expands potential customer base
· CLIENTS OR CONSUMERS:

• Broadens digital content choices

• Simplifies authorized playback

• Enables full-featured user experience

• Facilitates authorized portability between devices
2. Architecture


2.1 Functional Architecture:

The overall DRM framework suited to building digital rights-enabled systems can be modeled in three areas:

· Intellectual Property (IP) Asset Creation and Capture: How to manage the creation of content so it can be easily traded. This includes asserting rights when content is first created (or reused and extended with appropriate rights to do so) by various content creators/providers.

· IP Asset Management: How to manage and enable the trade of content. This includes accepting content from creators into an asset management system. The trading systems need to manage the descriptive metadata and rights metadata (e.g., parties, usages, payments, etc.).

· IP Asset Usage: How to manage the usage of content once it has been traded. This includes supporting constraints over traded content in specific desktop systems/software.

While the above models comprise the broad areas required for DRM, the models need to be complemented by the Functional Architecture that provides the framework for the modules to implement DRM functionality 
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Figure 1 - DRM Functional Architecture 
The Functional Architecture stipulates the roles and behavior of a number of cooperating and interoperating modules under the three areas of Intellectual Property (IP): Asset Creation, Management, and Usage. 

The IP Asset Creation and Capture module supports:

· Rights Validation - to ensure that content being created from existing content includes the rights to do so.

· Rights Creation - to allow rights to be assigned to new content, such as specifying the rights owners and allowable usage permissions.

· Rights Workflow - to allow for content to be processed through a series of workflow steps for review and/or approval of rights (and content).

The IP Asset Management module supports:

· Repository functions - to enable the access/retrieval of content in potentially distributed databases and the access/retrieval of metadata. The metadata covers Parties, Rights and descriptions of the Works. (See the Information Architecture section of this article for more details.)

· Trading functions - to enable the assignment of licenses to parties who have traded agreements for rights over content, including payments from licensees to rights holders (e.g., royalty payments). In some cases, the content may need to go through fulfillment operations to satisfy the license agreement. For example, the content may be encrypted/protected or packaged for a particular type of desktop usage environment.

The IP Asset Usage module supports:

· Permissions Management - to enable the usage environment to honor the rights associated with the content. For example, if the user only has the right to view the document, then printing will not be allowed. 

· Tracking Management - to enable the monitoring of the usage of content where such tracking is part of the agreed to license conditions (e.g., the user has a license to play a video ten times). This module may also need to interoperate with the trading system to track usage or to record transactions if there is payment due for each usage.

2.2 Information Architecture:

The Information Architecture deals with how the entities are modeled in the overall DRM framework and their relationships. The main issues that require addressing in the development of a DRM Information model include:

· Modeling the entities 

· Identifying and describing the entities, and 

· Expressing the rights statements
2.2.1 Modeling the entities:

It is important to adopt a clear and extensible model for the DRM entities and their relationship with other entities. Existing work in this area includes the <indecs> project. The basic principle of the <indecs> model is to clearly separate and identify the three core entities: Users, Content, and Rights as shown in Fig 2. Users can be any type of user, from a rights holder to an end-consumer. Content is any type of content at any level of aggregation. The Rights entity is an expression of the permissions, constraints, and obligations between the Users and the Content. The primary reason for this model is that it provides the greatest flexibility when assigning rights to any combination or layering of Users and Content. The Core Entities Model also does not constrain Content from being used in new and evolving business models.

[image: image3.png]own

Créate/Use

Cver




`
Figure 2 - DRM Information Architecture - Core Entities Model
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This model implies that any metadata about the three entities needs to include a mechanism to relate the entities to each other. 

The Content itself also needs to be modeled. The key principle in the modeling of Content is that Content contains many "layers" from various intellectual stages or evolution of its development. Such a model will enable clearer (i.e., more explicit and/or appropriate) attribution of rights information. 
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Figure 3 - DRM Information Architecture - Content Model
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The layers of the Content defined as Work (a distinct intellectual or artistic creation) and Expression (the intellectual or artistic realization of a work) reflect scholarly or creative content. On the other hand, the other layers of Content, defined as Manifestation (the digital embodiment of an expression of a work) and Item (a single exemplar instantiation of a manifestation), reflect physical or digital form.

The important point in this style of content modeling is that at any of the points in the IFLA model, different rights holders can be recognized.

Another aspect that may affect rights is when Content is made of many parts. Some of these parts may have different rights associated with them that need to be recognized in the aggregated content.

2.2.2 Digital Millennium Copyright Act:

The Digital Millenium Copyright Act was passed in the United States, in an effort to make the circumvention of such systems illegal. Despite this law, which has received substantial opposition on constitutional grounds, it is now relatively easy to find DVD players which bypass the limitations the DVD Consortium sought to impose. The cryptographic keys themselves have been discovered and widely disseminated. 

New DRM initiatives have been proposed in recent years which could prove more difficult to circumvent, including copy-prevention codes embedded A wide variety of DRM systems have also been employed to restrict access to eBooks. 

Opponents of DRM, as currently envisioned and implemented, note that by delegating computer access (or control of the ability to execute some programs, or to execute programs only with certain data) to third parties, there is a very considerable risk of problems well beyond any control of intellectual property rights issues. For instance, due to a bug (or misdesign, or misadministration of an otherwise 'reasonable' design) the protecting code implementing the local part of a DRM scheme may prevent a computer user from using his computer at all, or from using programs (or using data as an input to a program) when such use is actually completely legitimate and not a violation of any copyright holders' rights. Or, for another instance, a legitimately purchased copy of <a DVD containing a book or a movie, or a software program, or ...> might be blocked because it is being used on equipment which doesn't include the DRM function permitting access to it. Security Protocols, software implementing security protocols, and sryptographt generally have historically proven extremely difficult to design without vulnerabilities due to bugs or design mistakes. This has been true of designs from experienced and well respected professionals. 
2.2.3 Expressing rights statements:
The Rights entity allows expressions to be made about the allowable permissions, constraints, obligations, and any other rights-related information about Users and Content. Hence, the Rights entity is critical because it represents the expressiveness of the language that will be used to inform the rights metadata.

Rights expressions can become complex quite quickly. Because of that, they are also modeled to understand the relationships within the rights expressions. 

As shown in figure 4,  Rights expressions should consist of: 

· Permissions (i.e., usages) - what you are allowed to do 

· Constraints - restrictions on the permissions 

· Obligations - what you have to do/provide/accept 

· Rights Holders - who is entitled to what 
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Figure 4 - DRM Information Architecture - Rights Expression Model
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For example, a Rights expression may say that a particular video can by played (i.e., a usage permission) for a maximum of 10 times (i.e., a count constraint) in any semester (i.e., a time constraint) for a $10 fee (i.e., an obligation to pay). Each time the video is played, John, Mary, and Sue (the rights holders) receive a percentage of the fee. Usually, if a right is not explicit in an expression, it means that the right has not been granted. This is a critical assumption made by Rights languages and should be made clear to all Users.
3. DRM in real world


3.1 DRM in Music, Print industry:

In the current literature the issue of Digital Rights Management is treated very little. Although there are many texts in newspapers and journals, there are only three books worldwide which include in their title the notation “Digital Rights Management”. Finally, up to now, there is no empirical study looking at and comparing the current usage of Digital Rights Management Systems in the music, film, and print industry. 

3.2 DRM in Movies: 
Digital technologies promise exciting opportunities for consumers and creators. Studios want to harness their potential to deliver movies to more people in more ways. For consumers, this means better quality and more choices, including more titles, product choices and delivery options. For creators, it means better production tools, expanded distribution alternatives and a worldwide audience. MPAA(Motion Pictures Association of America) member companies are all actively engaged in efforts to make digital video-on-demand a reality, over digital cable systems and the Internet. All are hopeful that these efforts will be met with the same consumer embrace as was the DVD, now the fastest growing consumer electronics platform in history. Effective Digital Rights Management (DRM) tools are key to these efforts in two ways. First, effective DRM tools enable more choices for consumers – such as greater content portability and more ways of accessing content at reasonable prices. Such choices wouldn’t exist in a world with potentially unlimited copying and retransmission. Second, effective DRM tools are key to keeping piracy at bay and out of the mainstream of American culture. Without effective DRM systems, unchecked growth of digital piracy threatens not only to thwart the vitality of a legitimate market for online digital entertainment, but also to choke off the offline market for those works. For these reasons, MPAA is committed to the development of DRM tools that facilitate a robust digital entertainment  market while fulfilling consumers’ expectations and providing meaningful protections for copyright owners. To achieve this goal, MPAA believes that the information technology (IT), consumer electronics (CE) and copyright industries must focus on the following three goals:

1. Adoption and implementation of a “broadcast flag” to prevent unauthorized redistribution of unencrypted over-the-air digital television broadcasts. This is the focus of the Broadcast Protection Discussion Group (BPDG) of the open, cross-industry Copy Protection Technical Working Group (CPTWG). The agreement of this group will require narrow legislative and/or regulatory action.

2. Plugging the “analog hole” that results from the fact that digital devices are not generally designed to respond to current analog protection mechanisms. As a result, protected content, including content that originated in protected digital format but was stripped of its digital protections in the digital-to-analog conversion (such as when it is passed out an analog output to a television set), is left unprotected when converted to a digital format. The primary means to address this issue is via detection and response to embedded watermarks. As with the “broadcast flag,” government assistance will also be necessary to achieve this result. 

3. Stemming unauthorized peer-to-peer file distribution of copyrighted works. The first step to address this problem is to create a forum for dialogue with the affected industries to examine this problem and its potential solutions in detail. Recent statements by IT, CE and Copyright industry leaders are a good foundation for further progress among interested parties. To date, no cross industry meetings have been held and none are currently scheduled. 
4. Some DRM solutions & Products

4.1 MacroSafe™:

MacroSafe is an end-to-end DRM solution for packaging, distributing and managing

the consumption of high-value digital media. MacroSafe’s high security ensures that digital content, as well as the revenue streams it creates, are protected. Its transparent architecture causes little or no impact to existing content creation workflows, electronic delivery infrastructures nor to the consumer’s viewing experience. Its flexible design is adaptable to multiple applications, business models, distribution models and user devices.And, it is based on industry-standard programming languages, interfaces and protocols, so it cost-effectively integrates into existing e-commerce systems. MacroSafe’s DRM solution provides the right combination of security, transparency, flexibility and investment protection to ensure the safe packaging, distribution and consumption of digital content throughout the DRM value chain.

4.2 Macrovision:

Macrovision develops and markets copy protection, digital rights management and electronic license management technologies for the home video, consumer software and enterprise software markets. Macrovision's mission is to develop, acquire and market proprietary technologies which enable video and audio content owners and independent software vendors to securely distribute and market their products to consumers and businesses, and to build significant new revenue models.

5. DRM platforms 

There are several DRM platforms on the market 

1.SealedMedia Enterprise License server (ELS) .

   (sealedmedia.com)

2.Microsoft windows media Technologies.

3.IBM Electronic media management system (ibm.com).

4.Inter Trust Rights systems (intertrust.com) 
DRM
 : 
SealedMedia

Application
:
Unsealer(a browser plug in).

Features
:
1)Categorizes the digital content; one digital license can be used for digital content in the same category.

2)Supplies a secure runtime environment for the application to prevent low‑level application hacking.

3) Implements trusted clock at the application, synchronized with license server

Content
: HTML, GIF/JPEG, PDF, MP3, QuickTime video

DRM
 : 
Microsoft

Application
:
Windows Me dia Player. 

Features
:
1) The licenses are described using XrML 

2) End‑to‑end persistent protection: licenses and keys "lock" 

3) Secure audio path to prevent an unauthorized program from capturing traffic between the player and the sound card.

Content
: Audio (MP3), video
and movie

DRM
 : 
Microsoft

Application
:
Windows Me dia Player. 

Features
:
1) The licenses are described using XrML 

2) End‑to‑end persistent protection: licenses and keys "lock" 

3) Secure audio path to prevent an unauthorized program from capturing traffic between the player and the sound card.

Content
: Audio (MP3), video
and movie

DRM
:
IBM


.

Application
:
EMMS player
SDK.


Features
:
1) Provides a tamper‑resistant environment for accessing the audio and managing a library of EMMS‑formatted content.

2) Use secure containers to thwart unauthorized use of the protected digital music.

3) Uses a cryptographic coprocessor to protect the keys.

4) Produces logs for all transactions.

Content 
:
 Audio 

DRM

:
 InterTrust

.




Application
:
Toolkits

Features
:
1) Updates the system automatically to install bug fixes of digital

2) Provides a DRM add‑on chip for secure microprocessor are content chitecture.

3) Supports multiple cryptography standards.

Content 
:
Any
type

6. Conclusion


The rise of purely digital products has complemented the new mechanisms and opportunities of Web-based commerce. Anyone who has installed new software that immediately “asks” to dial out—automatically—for updates can understand the immediacy and importance of digital products on the Web. These digital fish in the Internet sea may never appear as conventional physical artifacts such as CD-ROMs or paper books. There is no denying that digital products are convenient, up-to-date and attractive. Digital Rights Management (DRM) is a system of information technology (IT) components and services that strive to distribute and control digital products. Product authenticity, user charges, terms-of-use and expiration of rights are typical concerns of DRM. Although digital rights management is new, there is growing agreement that usability and  interoperability must become principal attributes of a mature DRM infrastructure. Digital materials should eventually flow to a wide spectrum of users, even if designs are now more limited. Otherwise, burdens of documents in multiple formats and of limited conversion possibilities will dampen market advantages an Internet distribution of digital materials would otherwise enjoy.

