DIGITAL STEGANOGRAPHY

THE PROCESS OF DATA HIDING
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ABSTRACT

Steganography is a process that involves hiding a message in an appropriate carrier

for example an image or an audio file. The carrier can then be sent to a receiver without

anyone else knowing that it contains a hidden message. This is a process, which can be used for example by civil rights organizations in repressive states to communicate their message to the outside world without their own government being aware of it. Less virtuously it can be used by terrorists to communicate with one another without anyone else’s knowledge. In both cases the objective is not to make it difficult to read the message as cryptography does, it is to hide the existence of the message in the first place possibly to protect the courier. Objective is not to prevent the message being read but to hide its existence.

INTRODUCTION

· The word steganography means” covered in hidden writing”. The object of steganography is to send a message through some innocuous carrier(to a receiver while preventing anyone else from knowing that a message is being sent to all. Computer based steganography allows changes to be made to what are known as digital carriers such as images or sounds. 

· The changes represent the hidden message, but result if successful in no discernible change to the carrier. The information may be nothing to do with the carrier sound or image or it might be information about the carrier such as the author or a digital watermarking or fingerprint.

· In steganography information can be hidden in carriers such as images, audio files, text files, and video and data transmissions. When message is hidden in the carrier a stego carrier is formed for example a stego-image. Hopefully it will be perceived to be as close as possible to the original carrier or cover image by the human senses. 

· Images are the most widespread carrier medium. The are used for steganography in the following way. The message may firstly be encrypted. They are used for steganography in the following way. The message may firstly be encrypted. The sender embeds the secret message to be sent into a graphic file. This results in the production of what is called stego-image. Additional secret data may be needed in the hiding process e.g. a stegokey etc. This stego-image is then transmitted to the recipient. 

· The recipient extractor extracts the message from the carrier image. The message can only be extracted if there is a shared secret between the sender and the recipient. This could be the algorithm for extraction or a special parameter such as stegokey. A stegoanalyst or attacker may try to intercept the  stego image.
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· To make a steganographic communication even more secure the message can be compressed and encrypted before hidden in the carrier. Cryptography and steganography can be used together. If compressed message will take up far less space in the carrier and will minimize the information to be sent. The random looking message which would result from encryption and compression would also be easier to hide than a message with a high degree of regularity. Therefore encryption and compression are recommended in conjunction with steganography.

THE BASIC OPERATION OF STEGANOGRAPHY


This procedure is divided into several operations.

1.) Encryption

2.) Data chunking

3.) Applying steganography 

4.) Sending this chunked files

5.) File recombination

6.) Decryption
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1.)  Encryption:-


The object file which is supposed to be proceed will be encrypted in some binary codes. This binary codes depends on the nature of the object file. This encryption is different for different files. As, example the encryption is made of text file which is absolutely different from any audio file or image files.

2.)  Data Chucking:-

In this process the encrypted file is chunked in various parts and then this file is to 

Be proceed for the further streganography. The aim of this step is to reduce the stenography time and increase the effectiveness of this procedure.

3.) Steganography:-

In this process the steganography is done on the chunked encrypted files. In this 

Process the binary codes of the encrypted files are to be changed by any of the method as mentioned below. Specific method changes the specific binary numbers. 

4.) Sending the chunked files:-

In this process this chunked files are supposed to be sent to the receiver and this 

Files will be in the hidden form. This all files are received by the receiver and then are proceed to get the original data.

5.) File recombination:-

In this process the chunked files are supposed to be recombined to get the whole

File and this procedure are done on the receiver end, so the receiver must have the stego-key or any secret information from the sender so that the receiver can get the original file.

6.) Data Decryption:-

In this process the previously recombined file is to be decrypted so that the 

Receiver can get the original file which is sent from the sender. And now by entering the secret information the receiver is supposed to get the original file which is sent by the receiver. This procedure ends the whole procedure.


Thus the whole procedure is carried out by following the above steps.

EXAMPLE


[image: image3]
This is the example of the steganography procedure which is explained below:-

· In this procedure the file which is in the binary form and it is now embedded in some form and now this file is in the hidden format and any secret information is added by the sender and if the receiver wants to get the original image then he needs to extract the embedded image with the help of the secret information provided by the sender. When the receiver will receive the file will be in the embedded form and by extracting it he can use or read the original object file which is sent by the sender. 

This embedding of the binary code is different for the different types of the files.

DIFFERENT METHODS FOR HIDING THE DATA

· There are a variety of digital carriers or places where data can be hidden. Data may be embedded in files at imperceptible levels as noise. Properties of images can be manipulated including luminescence, contrast and colors [Johnson01]. In audio files small echoes or slight delays can be included or subtle signals can be masked with sounds of higher amplitude. Information can be hidden in documents by manipulating the positions of the lines or the words. Messages can be retrieved from text by taking for example the second letter of each word and using them to produce the hidden message. This is called a null cipher or open code. Information can be hidden in the layout of a document for example certain words in a piece of text can be shifted very slightly from their positions and these shifted words can then make up the hidden message. The way a language is spoken can be used to encode a message such as pauses, enunciations and throat clearing.  

· Unused or reserved space on a disc can be used to hide information. The way operating systems store files typically results in unused space that appears to be allocated to the files. A minimum amount of space may be allocated to files but the file does not need all this space so some of it goes unused. This space can be used to hide information. Another method for hiding information in file systems is to create a hidden partition. Data may be hidden in unused space in file headers. Packets for example TCP / IP packets have headers with unused space and other features that can be manipulated to embed information.

· Data can be hidden using the physical arrangement of a carrier for example the

layout of code in a program or electronic circuits on a board. This process can be used      to record and identify the origin of the design and cannot be removed without a substantial change to the physical layout. Spread spectrum techniques can also be used by placing an audio signal over a number of different frequencies. Random number generators are developed to allow spread spectrum radios to hop from frequency to frequency. Systems can use different frequencies at the same time. Some information is broadcast on one frequency and some on another. The message can be reassembled by combining all the information.

Some types of the steganography are described below

1.) Image steganography:-

· Image steganography has gotten more popular press in recent years than other kinds of steganography, possibly because of the flood of electronic image information available with the advent of digital cameras and high-speed internet distribution. Image steganography often involves hiding information in the naturally occurring “noise” within the image, and provides a good illustration for such techniques.

· Most kinks of information contain some kind of noise. Noise cab new described as unwanted distortion of information within the signal. Within an audio signal, the concept of noise is obvious. For images, however, noise generally refers to the imperfections inherent in the process of rendering an analog picture as a digital image. For example, the values of colors in the palette for a digital image will not only not be the exact colors in the real image, and the distribution of these colors will be also be imperfect. The instantaneous measurement of photons made by a digital camera also captures the randomness inherent in their behavior, leading to a set of “imperfect” measurements which balance out to become a digital image. By changing the least significant bit(LSB) in the color representation for selected pixels, information can be hidden while often not significantly changing the visual appearance of the image; this is known as “image downloading”. The greater the number of bits used to represent colors, the less obvious the changes in palette values are in the visual representation of the final image. While changing the LSB in order to hide information is a widely used steganographic method. There are many methods for image steganography, however. For the images below, an algorithm was used that attempts to avoid statistical distortion by taking advantage of the discrete cosine transforms that are used to compress and approximate a digital image. The image is a bitmap image which is compressed to a jpeg image by the tool as the secret message is embedded.
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· The image with size of 1kb file embedded in its using the F5 steganography tool. Note that the distortions in the background of the second image resemble image distortions commonly seen when converting images; however, the distortion in the images is also clearly detectable by a human. This might or might not tip off an attacker, depending upon whether or not such image distortion can be expected in context. Furthermore, The statistical profile of the distortion may tell an attacker much more about the stego-object.

2.)  AUDIO STEGANOGRAPHY:-

· Audio steganography, the hiding of messages in audio “noise” (and in frequencies which humans can’t hear), is another area of information hiding that relies on using an existing source as a space in which to hide information. Audio steganography can be problematic, however, since musicians, audiophiles, and sound engineers have been reported to be able to detect the “high pitched whine” associated with extra high-frequency information encoded in messages. In addition to storing information in non-audible frequencies or by distorting the audible signal to include additional noise, Johnson and Katzenbeisser also mention a technique known as “echo hiding.” An echo is introduced into the signal, and the size of the echo displacement from the original signal can be used to indicate 1’s or 0’s, depending on the size (2000:62). Regardless of the kind of signal modification used, as with many steganographic techniques applied to images, changing an existing signal modifies its statistical profile in addition to potentially changing the audible qualities of the signal. Making such steganography less detectable depends on making the changes look like legitimately occurring noise or signal distortion.

· The following is a short visual sample of happens when a 13k audio file is embedded into a 168k .wav file using Steganos; the audio of the steganographic file sounds fuzzy, like a radio that is not well-tuned (the original sound file is quite clear). The representation captured below shows the end of the sound trailing off into silence. While both images are similar, an examination of the steganographic representation shows that there is additional noise (this is made particularly obvious by the fact that line at the end of the right sample is much thicker than that of the left sample):

[image: image5.png]



Clean .wav file(cover object)
                           Stego .wav file

3.)  TEXT STEGANOGRAPHY:-

· Text steganography, which is what this paper specifically deals with, uses text as the medium in which to hide information. Our definition of text steganography remains broad in order to differentiate it from the more specific “linguistic steganography”. Text steganography can involve anything from changing the formatting of an existing text, to changing words within a text, to generating random character sequences or using context-free grammars to generate readable texts. With any of these methods, the common denominator is that hidden messages are imbedded in character-based text. What set each method apart from another, coarsely speaking, is whether or not the text is preexisting or is completely generated by the steganographic tool, and whether or not the resulting text is a result of random generation/modification, “statistical” generation, or linguistically-driven generation/modification. 

· Only linguistically-driven generation and modification of cover texts qualifies as linguistic steganography by our definition, and will be further detailed in section 2. Each of these text-based methods has its own unique characteristics, and from a both a linguistic and security standpoint, problems.

· To give an idea of what text steganography looks like, here is a short sample of steganographic text generated by a tool called spammimic. spammimic is a web-based steganography tool which uses a “spam” grammar and Wayner’s mimic algorithm for context-free-grammars to produce spam-like steganographic text. For example, entering “Lovely spam” as a secret message into the web interface creates the following (lengthy) steganographic message:

Dear Friend , This letter was specially selected to be sent to you This is a one time mailing there is no need to request removal if you won't want any more ! This mail is being sent in compliance with Senate bill 1622 ; Title 6 ; Section 305 ! This is NOT unsolicited bulk mail . Why work for somebody else when you can become rich in 10 days ! Have you ever noticed nearly every commercial on television has a .com on in it and people love convenience . Well, now is your chance to capitalize on this ! WE will help YOU turn your business into an E-BUSINESS and process your orders within seconds ! You are guaranteed to succeed because we take all the risk ! But don't believe us ! Mr. Jones of Indiana tried us and says "Now I'm rich, Rich, RICH" ! This offer is 100% legal . Because the Internet operates on "Internet time" you must act now ! Sign up a friend and you'll get a discount of 50% Thanks .
· The message is created through a grammar of spam phrases, each of which expresses a bit or series of bits. In some sense, the spammimic variant of Wayner’s mimic grammars is one of the more convincing text methods, since so much essentially meaningless spam content is readily available on the internet that 82% of all email in the U.S. was spam. 
· Wading through the volumes of “legitimate” spam to find hidden messages would be a hefty job indeed; in fact, one of the ways to improve the chances that a steganographic message won’t be found is to camouflage the data in such a way that there is a high cost for the attacker to search for the message. 
· While this “needle in a haystack” metaphor is appropriate and is relied upon by many steganographic methods, given the grammar used to create the message or a known steganographic message created with the grammar, the task becomes significantly less daunting.
STEGANALYSIS

· There are two stages involved in breaking a steganographic system: detecting that

steganography has been used and reading the embedded message. Steganalysis methods should be used by the steganographer in order to determine whether a message is secure and consequently whether a steganographic process has been successful. The goal of a stegoanalyst is to detect stego-messages, read the embedded message and prove that the message has been embedded to third parties.

· Detection involves observing relationships between combinations of cover, message, stego-media and steganography tools. This can be achieved by passive observation. Active interference by the stegoanalyst involves removing the message without changing the stego-image too much (the stegoanalyst might want to conceal his existence), or removing the message without consideration to the stego-image appearance or structure. Whether a message has been hidden in an image or not the image could be manipulated to destroy a possible hidden message.

· There are two necessary conditions to be fulfilled for a secure steganographic process. The key must remain unknown to the attacker and the attacker should not be familiar with the cover image. If the cover image is known, the message could then be embedded in a random way so that it is secure however it is preferable that the image is unknown. Attacks on steganography can involve detection and/or destruction of the embedded message.

· A stego-only attack is when only the stego-image is available to be analyzed. A known cover attack is when the original cover image is also available. It involves comparing the original cover image with the stego-image. As explained above hiding information results in alterations to the properties of a carrier which may result in some sort of degradation to the carrier.

· Original images and stego-images can be analysed by looking at color composition, luminance and pixel relationships and unusual characteristics can be detected. If a hidden message is revealed at some later date the attacker could analyze the stego-image for future attacks. This is called known message attack. The chosen stego attack is used when the steganography algorithm and the image are known. 

· A chosen message attack is when the stegoanalyst generates stego-images using a given steganography algorithm using a known message. The purpose is to examine the patterns produced in the stego-images that may point to the use of certain steganography algorithms. 

· Most steganographic algorithms embed messages by replacing carefully selected pixels bits with message bits. Any changes to the data associated with the image through embedding will change the properties of the image in some way. This process may create patterns or unusual exaggerated noise. An image with plenty of bad effects is a problem that can be detected with the human eye. 

· The patterns visible to the human eye could broadcast the existence of a message and point to signatures of certain methods or tools used. Human sight is trained to recognize known things. This process of analysis depends on the ability of humans to discern between normal noise and visual corruption and patterns created by steganography. It can be difficult to distinguish randomness and image contents and to distinguish LSBs and random bits by machine. 

· Visual attacks can involve removing the parts of the image containing the message i.e. the least significant bit of each pixel. Sometimes the least significant bits are not very random. The human eye may then distinguish whether there is a message distorting the image content. 

· The filtering process which can be used for this purpose involves extraction of the potential message bits based on a presumed steganographic method and then illustrating the bits on the position of their source pixels.
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Fig:- Assignment function of replacement colors; colors that have an even index in the sorted palette become black, the rest becomes white.

· An embedding filter presents the values pixels yield when the extraction function is applied to them. For example the embedding filter for EzStego replaces the original palette by a black and white palette. The original palette is sorted by frequency. The palette is then sorted by luminance. Every even position in the palette (0, 2, 4, 6, ….) is set to black and every uneven position in the palette is set to white. The replacement palette is now reordered into its original order. This is shown in Figure above.

· If numerous comparisons can be made between the cover images and the stego-images patterns can begin to emerge. At a later stage if the cover is not available the known signature will be sufficient to indicate a message and the tool used to embed it. Some of the methods of carrying out steganography produce characteristics that act as signatures for that steganography method. 

· The image may not give away the existence of stenography but the palette could. Therefore steganography can be detected by examining the palette itself. In color palettes the colors are ordered from most used to least used. The changes between color values rarely change in one-bit increments in an unstegoed image. But this feature would be created by embedding in the LSBs during steganography. 

· Greyscale palettes do change in one bit increments but all the RGB values are the same. In monochromatic images usually two of the RGB values are the same and the third usually has a much stronger saturation of color. Therefore there are expected patterns in palettes which if adjusted could indicate the use of steganography. 

· If an original image contains 200 colors steganography could result in the formation of 400 colors which would be too many to store in the palette. When the image is saved as an 8-bit image it will produce a new palette with 256 colours and information hidden could be lost. This is prevented by reducing the colours initially so that space is available for new colours to be created. Adjacent colours are added which are very close to the original. 

· A stego-image is produced which is very close to the original cover image. Reducing the colours in the palette and creating new colours resulting from changing the LSBs of existing colours will results in blocks of similar colours differing by one bit in the palette. This is shown in figure. The palette on the right has blocks of similar colours produced by the creation of new colours by adjustment of the LSBs. A unique pattern has been created in the palette.
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Fig:- Cover (left) and Stego-Image Palette (right) after S-Tools.

· Using a steganography method where pointers to the palette are changed may increase noise because adjacent colours in the image become very different after the message has been embedded. This is alleviated by the use of greyscale images. A method of detection might be to look at areas in the image where colour does not flow well from one area to another. 

· If pixels beside each other have very different colours this could indicate the existence of steganography. If images are created which have very different adjacent palette entries, small shifts in the LSBs of the pixel colours will cause radical colour changes in the image advertising the existence of a hidden message. 

· The palette may not be altered but changes to the pixel colours may show dramatic changes to the image. Steganography tools that modify the lower bits of 8-bit images can produce noisy distorted stego-images. In Figure 6 below the left image is the original and the right image shows the impact of embedding using Hide and Seek which is a steganographic method that results in changes to the LSBs.
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Fig:- Original 8-bit Cover Image (left), and the 8-bit Stego-Image (right) Created with Hide and Seek.

· An 8-bit image could be converted to a 24-bit image to produce a less noisy or distorted stego-image. Colour values can be directly manipulated and any changes will most likely be visually undetectable. However the image could end up quite big and unsuitable for electronic transmission. 

· Detection of a hidden message may be related to the size of the image and the format and content of the carrier image. If the message is larger an image will receive more modification. There is then a higher probability that the modifications will be detected and consequently there is then an increased probability the message will be detected. 

· Statistical attacks can be carried out using automated methods. A stego-image should have the same statistical characteristics as the carrier so that the use of a stenographic algorithm can’t be detected. Therefore a potential message can be read from both the stego-image and the carrier and the message should not be statistically different from a potential message read from a carrier. If it were statistically different the steganographic system would be insecure. 

· Automation can be used to investigate pixel neighborhoods and determining if an outstanding pixel is common to the image, follows some sort of pattern or resembles noise. A knowledge base of predictable patterns can be compiled and this can assist in automating the detection process. Steganalysis tools can determine the existence of hidden messages and even the tools used to embed them. A person wishing to detect someone else's stegoed images may analyze the type of equipment being used to create the image such as a scanner or digital camera. 

· A set of statistical measures could be determined which satisfy all of the images produced by this piece of equipment and consequently statistical fingerprints could be determined caused by the presence of a hidden message. 

TOOLS OF STEGANOGRAPHY

1.) STEGO ONE BIT:-

· When images are used as the carrier in steganography they are generally manipulated by changing one or more of the bits of the byte or bytes that make up the pixels of an image. The message can be stored in the LSB of one colour of the RGB value or in the parity bit of the entire RGB value. 

· Hide and Seek uses GIF images and the lower order bit of each pixel. One of the methods for S-Tools involves changing the least significant bit of each of the three colours in a pixel in a 24-bit image. Changing the LSB will only change the integer value of the byte by one. This will not noticeable alter the visual appearance of a colour and hence the image itself. 

· Changing a more significant bit would cause a proportionately greater change in the visual appearance of a colour. The main objective of steganography is to pass a message to a receiver without an intruder even knowing that a message is being passed which means that there should be no discernable change to the carrier. This is the first method to be tested and will involve encoding some of the basic processes required for later steganographic methods to be tested also. It will involve changing the LSB of one of the colours making up the RGB value of the pixel. This should have very little effect on the appearance of the image. This process will most likely result in the formation of new colours for the palette. Therefore the image used must have a palette size of 128 pixels or less. This will allow for a doubling of the colours in the palette (the creation of a new colour for every existing colour in the palette) which is the maximum number of colours that could be produced by this method. It may be found that if the palette is ordered by luminance that there will be pairs of very similar colours. 

· How noticeable that is depends on the colour profile used in the image to start with. Practical methods should allow for the use of the full image size, thus the amount of data that can be hidden is proportionate to the number of pixels in the image rather than to the colours in the palette. The only restriction is then the size of the image. Using the image data for embedding is less restrictive on capacity compared to another method where data is stored in the palette itself. Using a 128 palette image should not result in too much distortion to the original image.

2.) STEGO TWO BITS:-

· Using this method two LSBs of one of the colours in the RGB value of the pixels will be used to store message bits in the image. This will involve using a palette with a maximum of 64 colours allowing for the production of a possible 192 new colours,i.e. three new colours for each existing colour. Less colour will be available to represent the starting image and hence it will be more degraded than the image used in the method Stego One Bit. 

· The advantage of this method is that twice as much information can be stored here than in the previous method. This method could instead have used the LSB of two colours in the RGB value which would have resulted in the same amount of storage space. The starting image would still have to have a palette containing 68 colours.

3.) STEGO THREE BITS:-

· Using this method three LSBs of one of the colours in the RGB value of the pixels will be used to store message bits. This will involve using a palette with a maximum of only 32 colours allowing for the production of a possible 224 new colours, three new colours for every existing colour in the image. 

· The data hiding capacity is 3 times the storage capacity of Stego One Bit but the image will be even more distorted than if a 128 colour palette was used.

4.) STEGO FOUR BITS:-

· Using this method four LSBs of one of the colours in the RGB value of the pixels will be used to store message bits. This will involve using a palette with a maximum of only 16 colours allowing for the production of a possible 240 new colours. This is the smallest palette that could be used for an image using Jasc Paint Shop Pro. 

· The colours are now very restricted but an area of one particular colour in the image may have 16 variations distributed through it which could result in a certain amount of texture mitigating the effects of such a restricted palette.

5.) STEGO COLOUR CYCLE:-

· In order to make the detection of the hidden data more difficult it was decided to cycle through the colour values in each of the pixels in which to store the data. This also means that the same colour was not constantly being changed. 

· For example the first data bit could be stored in the LSB of the blue value of the pixel, the second data bit in the red value and the third data bit in the green value, The alpha value will be skipped and the next colour used will be blue again. This is because changing the alpha value which is generally 255 would look too suspicious unless the image used contained different transparency levels.

6.)   STEGO01BITPRNG:-
· A pseudo random number generator can be used to choose random pixels in which to embed the message. This will make the message bits more difficult to find and hopefully reduce the existence of patterns in the image. Most importantly it means that if a cracker removed the LSBs from one of the colours and tried to read them it would make no sense as they would not be in order. A pseudo random number generator will be created and will be used to select the pixels in which to hide the data. 

· Data will then be hidden in the LSB of the blue value. If the message is much smaller than the capacity of the image a problem may occur whereby the information will be packed into one part of the image for example the top half. This is solved by using a PRNG which will spread the message all over the image. 

· Hide and Seek arranges it so that the message bits will not be beside one another but instead randomly dispersed throughout the image. Hence the noise will also be randomly distributed. 

· A user chosen key can be inserted into a pseudo random number generator which will determine a sequence of random numbers. These numbers will indicate the pixels in the image where the least significant bit is to be changed. This makes the system more secure because the reader of the message must know the key in order to determine in which bytes the message bits are hidden. 

· The key must remain unknown to the attacker. If the cover image was known to the attacker, embedding the message in a random way would improve its security.

6.) STEGOFRIDRICH:-   

· EzStego encodes in the parity bit of indices of a GIF image. Fridrichs newer method also involves manipulating existing colours in the palette. EzStego however firstly orders the palette by luminance so that similar colours are beside one another. But Fridrichs method involves pairing up all the colours in the palette so that the distance between the two colours in each of the pairs is minimized. This method searches for the closest colour to the colour of the pixel which has the correct parity for the bit to be hidden. 

· The message is hidden in the parity bit of the RGB values of close colours. For the colour of each pixel into which a message bit is to be embedded the closest colours in the palette are searched until a palette entry is found with the desired parity bit. This technique does not change the palette in any way either by ordering it or by increasing the colours present in it. 
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· The parity bits of palette entries of real images are randomly distributed therefore using this method it is never necessary to depart from the original colour too much. This avoids the problem of occasionally having to make large changes in colour which might indicate that a message has been hidden. 

· Fridrich finds the distance between colours whereas EzStego orders the palette by luminance. This is the final steganography method to be encoded and  evaluated. It is based on the method of Fridrich but instead of searching for the closest colour each time a bit is to be hidden in a pixel the closest colour to each colour in the palette with the opposite parity bit is initially chosen. This reduces the problem of having to search through the palette each time a bit is to be hidden. 

· The pixels in which to hide the message are also pseudo randomly chosen in this study a technique which Fridrich also uses.

STEGANOGRAPHY SYSTEM

· The best types of images to use are black and white greyscale or natural photographs with 24 bits per pixel which have been scanned in. The redundancy of the data helps to hide the presence of a secret message. A cover image should contain some randomness. It should contain some natural uncertainty or noise. 

· Hiding information may introduce enough visible noise to raise suspicion. Therefore the carrier or cover image must be carefully selected. Once it has been used the image should not be used again and should be destroyed. A familiar image should not be used so it is better for the steganographer to create his / her own images. Some software displays the image before and after data is hidden. This will also be done here.
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FIG:-  STEGANOGRAPHY SOFTWARE.

· The user will be someone who is familiar with the process of information hiding and will have knowledge of Information systems. Cryptography is recommended and will result in a more random looking message rather than a high degree of regularity. A cryptographic method will be included as an option prior to steganography. 
· The user should be able to select a plaintext message from a file, an image to be used as the carrier and then select a steganographic method, which will hide the selected message in the selected carrier image. The user will then be able to save the stegoed image in another file. 
· The user should also be provided with the option to encrypt the message prior to hiding it in the image. The user should be able to open an image file containing a stegoed image containing a message to be read and choose an appropriate method to unstego the message from the image. The user should then be provided with the hidden message. 
· A graphical user interface will be provided for the user to select the appropriate files and methods. The software provides a GUI, which will allow a user to select a file containing the message, the image in which to store the message and a file in which to store the stegoed image. 
· The user will also be able to select the method for steganography and for encryption if desired. The opening frame of the graphical user interface which is shown in Figure 7 contains a series of buttons one, to encrypt a message, one to decrypt a message, one for each of the seven steganography methods and one for each of the seven methods to reverse the steganography process and finally a Help button and an Exit button.

CONCLUSION

As all the of the methods evaluated required either colour reduction of the original images palette or colour substitution in the stegoed image, they all had their own weaknesses as the stegoed image inevitably suffered some distortion from the steganography process. In the case of colour reduction based techniques there were strong tell-tail signs in the palette as well. Overall the colour rearrangement technique appeared to be the most resistant to detection as long as suitable images were chosen. Techniques that attempt to maximise the message size that they can store; appear to be the least resistant to detection.
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