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1. INTRODUCTION
Internet Protocol (IP) is the “language” and set of rules computers use to talk to each other over the Internet.  The existing protocol supporting the Internet today - Internet Protocol Version 4 (IPv4) - provides the world with only 4 billion IP addresses, inherently limiting the number of devices that can be given a unique, globally routable address on the Internet. The emergence of IPv6, providing the world with an exponentially larger number of available IP addresses, is essential to the continued growth of the Internet and development of new applications leveraging mobile Internet connectivity.  Although the information technology (IT) community has come up with workarounds for this shortage in the IPv4 environment, IPv6 is the true long-term solution to this problem. 

Federal government agencies should prepare for the future of networking and Internet technology by enabling their networks to support IPv6 addresses and data packets.  There are many considerations when introducing any emerging technology into an organization’s infrastructure. Therefore, this type of transition should be done methodically and mindfully, with full awareness of the benefits, challenges, and caveats surrounding the technical implementation of IPv6.  This document outlines many of these benefits, challenges, and caveats, and provides Federal government agencies with IPv6 transition “best practices” which can be used to inform agency IPv6 transition planning and the adoption of IPv6 into their IT infrastructure.
2. HISTORY OF IPV6
 In August of 2005, the Office of Management Budget issued Memorandum M-05-22, “Transition Planning for Internet Protocol Version 6 (IPv6)”, establishing the goal of enabling all Federal government agency network backbones to support the next generation of the Internet Protocol Version 6 (IPv6) by June 30, 2008. 

The memorandum requires the agency’s network backbone to be ready to transmit both IPv4 and IPv6 traffic, and support IPv4 and IPv6 addresses, by June 30, 2008.  Agencies must be able to demonstrate they can perform at least the following functions, without compromising IPv4 capability or network security:

· Transmit IPv6 traffic from the Internet and external peers, through the network backbone (core), to the LAN.  

· Transmit IPv6 traffic from the LAN, through the network backbone (core), out to the Internet and external peers.

· Transmit IPv6 traffic from the LAN, through the network backbone (core), to another LAN (or another node on the same LAN).

The requirements for June 30, 2008 are for the network backbone (core) only.  IPv6 does not actually have to be operationally enabled (i.e. turned on) by June 30, 2008.  However, network backbones must be ready to pass IPv6 traffic and support IPv6 addresses.  Applications, peripherals, and other IT assets which are not leveraged in the execution of the functions mentioned above are not required for the June 30, 2008 deadline.  Agencies are expected to verify this new capability through testing activities.  They are also required to maintain security during and after adoption of IPv6.
In support of these goals, OMB Memorandum 05-22 identifies several key milestones and requirements for all Federal government agencies.  These requirements are:

· By November 15, 2005

· Identify an IPv6 agency lead

· Complete inventory of IP-aware hardware devices in network backbone

· By February 28, 2006

· Develop a network backbone transition plan for IPv6

· Complete an IPv6 progress report

· By June 30, 2006

· Complete inventory of IP-aware applications and peripherals with dependencies on network backbone

· Complete an IPv6 transition impact analysis

· By June 30, 2008

· Complete network backbone transition to IPv6
3. IPV6 OVERVIEW

IPv6 is the next generation protocol for the Internet, designed to support continued Internet growth in number of users and functionality. The current version, IPv4, was developed in the 1970’s and provides the basis for today’s Internet interoperability. IPv4 suffers some limitations that may be inhibitors to growth of the Internet, and use of the Internet as a global networking solution. IPv4 allows for as many as 232 (4,294,967,296) addresses.  Although this seems like a very large number, it is much too small for tomorrow’s Internet.  Considering the population of the Earth is approximately 6.6 billion people, with IPv4 we can not even afford to give a single IP address to every person on the Earth.

IPv6 has been under development by the Internet community for over ten years and is designed to overcome these limitations by greatly expanding available IP address space, and by incorporating features such as end-to-end security, mobile communications, quality of service, and system management burden reduction.  The true transition of the global Internet from IPv4 to IPv6 is expected to span many years.  During this period of transition, many organizations introducing IPv6 into their infrastructure will operate in a dual-stack environment supporting IPv4 and IPv6 concurrently, possibly for the foreseeable future. There is not a one-size fits all transition strategy for IPv6.  The incremental, phased approach allows for a significant period where IPv4 and IPv6 can co-exist using one or more transition mechanisms to ensure interoperability between the two protocol suites. 

4. IPv6 Features and Benefits

The evolution of the IPv6 protocol represents the work of many different Internet Engineering Task Force (IETF) proposals and working groups, and represents several years of effort.  IPv6 was designed to build on the existing features of IPv4 and provide new services and capabilities. The rationale is to:

· Extend the IP address space enough to offer a unique IP address to any device. 

· Enable stateless IP auto-configuration and improved “plug and play” support 

· Provide support for network address renumbering.          
· Enable mandatory implementation of IP Security (IPsec) support for all fully IPv6-compliant.

· Improve support for IP Mobility.

Listed below is an overview of several features and benefits IPv6 is intended to provide. 

· Larger address space – IPv6 increases the IP address size from 32 bits to 128 bits.  Increasing the size of the address field increases number of unique IP addresses from approximately 4,300,000,000 (4.3×109) to 340,282,366,920,938,463,463,374,607,431,768,211,456 (3.4×1038).  Increasing the address space to 128 bits provides the following additional potential benefits: 
· Enhanced applications functionality –Simplifies direct peer-to-peer applications and networking by providing a unique address to each device. 
· End-to-end transparency – The increased number of available addresses reduce the need to use address translation technologies 
· Hierarchical addressing – The hierarchical addressing scheme provides for address summarization and aggregation.  These approaches simplify routing and manage routing table growth. 
· Auto-configuration – Clients using IPv4 addresses use the Dynamic Host Configuration Protocol (DHCP) server to establish an address each time they log into a network. This address assignment process is called stateful auto-configuration.  IPv6 supports a revised DHCPv6 protocol that supports stateful auto-configuration, and supports stateless auto-configuration of nodes.  Stateless auto-configuration does not require a DHCP server to obtain addresses.  Stateless auto-configuration uses router advertisements to create a unique address. This creates a “plug-and-play” environment, simplifying address management and administration.  IPv6 also allows automatic address configuration and reconfiguration.  This capability allows administrators to re-number network addresses without accessing all clients. 
· Scalability of multicast routing – IPv6 provides a much larger pool of multicast addresses with multiple scoping options.
5. IPv6 header format AND ADDRESSING
The IPv6 header has been streamlined for efficiency (Figure 2). The new format introduces the concept of an extension header, allowing greater flexibility to support optional features. Fields in the IPv6 header are: 

· Version: 4-bit Internet Protocol version number, value = 6.

· Traffic Class: 8-bit traffic class field, similar to type of service in IPv4.

· Flow Label: 20-bit flow label, used to identify traffic flow for additional control on quality of service.

· Payload Length: 16-bit unsigned integer, length of the IPv6 payload.

· Next Header: 8-bit selector, used to identify the type of header immediately following the IPv6 header.

· Hop Limit: 8-bit unsigned integer, decremented by 1 by each node that forwards the packet. The packet is discarded if Hop Limit is decremented to zero.

· Source Address: 128-bit address of the originator of the packet.

· Destination Address: 128-bit address of the intended recipient of the packet.
IPv6 extension headers 
The extension header is optional in IPv6. If present, extension headers immediately follow the header field. IPv6 extension headers have the following properties: 

· They are 64-bit aligned, with much lower overhead than IPv4 options.

· They have no size limit as with IPv4. The only limitation is the size of IPv6 packet.

· They are processed only by destination node. The only exception is the Hop-by-Hop header option.

· The Next Header field of the base IPv6 header identifies the extension header.
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 IPv4 and IPv6 header formats. 

When multiple extension headers are present in a same IPv6 packet, they occur in this order: 

· The Hop-by-Hop header carries information that needs to be examined by all the nodes along the delivery path. When present, the Hop-by-Hop option always follows immediately after the basic IPv6 header.

· The Destination header carries additional information that can be examined only by the destination node.

· The Routing header is used by the source node to list all the nodes the packet needs to traverse on the path to its destination.

· The Fragmentation header is used by the source to indicate that the packet has been fragmented to fit within the maximum transmission unit (MTU size). In IPv6, unlike IP4, packet fragmentation and assembly are done by the end nodes instead of routers, which further improves the efficiency of the IPv6 network.

· The Authentication and Encapsulating Security Payload headers (AH and ESP) are used in IPSec to provide security services to ensure the authentication, integrity, and.

IPv6 addressing 
The 128-bit IPv6 address is separated into eight 16-bit hexadecimal numbers divided by colons ( : ). The preferred format is xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx, for example: 2031:0000:1F1F:0000:0000:0100:11A0:ADDF.. The following conventions are also used to represent IPv6 addresses, including ways to shorten them and make them easier to represent: 

· Leading zeros can be removed.

· 0000 = 0 (compressed form).

· :: represents one or more groups of 16 bits zeros, and can only appear once in an address. For example, 2001:0:13FF:09FF:0:0:0:0001 = 2001:0:13FF:09FF::1

· The lower four 8 bits can use decimal representation of IPv4 addresses. For example, an IPv4-compatible IPv6 address is 0:0:0:0:0:0.192.168.0.1. Unlike an IPv4 node, an IPv6 node allows more than one type of IP address: unicast, anycast, and multicast.
Unicast is an address used to identify a single interface. A packet destined for a unicast address is delivered to the interface identified by that address. Based on the reachability of the packets, unicast supports the following address types. 


Global unicast is an address that can be reached and identified globally. A global unicast address consists of a global routing prefix, a subnet ID, and an interface ID . The current global unicast address allocation uses the range of addresses that start with binary value 001 (2000::/3), one-eighth of the total IPv6 address space. 

[image: image2.png]128 bits

provider site host
= 45 bits 16 bits 64 bits
sits
global routing prefix | subnet ID interface 1D





                                 Global unicast address format
Site-local unicast is an address that can only be reached and identified within a customer site, similar to IPv4 private address 10.0.0.0/8 and 192.168.0.0/16. the site-local unicast address contains a FEC0::/10 prefix, subnet ID, and interface ID (Figure 4). 

[image: image3.png]128 bits

b eabs — |

interface ID

1111111011

subnet 1D

FECO:/10

|- 105its

— 166t —]




.                                  Site-local unicast address format.
Link-local unicast address. An address that can only be reached and identified by nodes attached to the same local link. A link-local unicast address uses a FE80::/ 10 prefix and an interface ID
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Link-local unicast address format. 
Anycast  address is a global address that is assigned to a set of interfaces belonging to different nodes (Figure 6). A packet destined to an anycast address is routed to the nearest interface. The anycast address has the following restrictions: 

· An anycast address must not be used as source address of IPv6 packet.

· An anycast address must not be assigned to an IPv6 host. It may be assigned to an IPv6 [image: image5.png]128 bits
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                                   Anycast address format                                                     Multicast. As in IPv4, a multicast address is assigned to a set of interfaces belonging to different nodes. A packet destined to a multicast address is routed to all interfaces identified by that address. The IPv6 multicast address uses the FF00::/8 prefix, 1/256 of the total IPv6 address space (Figure 7). Multicast, the transmission of a packet to multiple destinations in a single send operation, is part of the base specification in IPv6. In IPv4 this is an optional although commonly implemented feature.[20] IPv6 multicast addressing shares common features and protocols with IPv4 multicast, but also provides changes and improvements by eliminating the need for certain protocols. IPv6 does not implement traditional IP broadcast, i.e. the transmission of a packet to all hosts on the attached link using a special broadcast address, and therefore does not define broadcast addresses. In IPv6, the same result can be achieved by sending a packet to the link-local all nodes multicast group at address ff02::1, which is analogous to IPv4 multicast to address 224.0.0.1. IPv6 also supports new multicast solutions, including embedding rendezvous point addresses in an IPv6 multicast group address which simplifies the deployment of inter-domain solutions.
In IPv4 it was very difficult for an organization to get even one globally routable multicast group assignment and implementation of inter-domain solutions was very arcane. Unicast address assignments by a local Internet registry for IPv6 have at least a 64-bit routing prefix, yielding the smallest subnet size available in IPv6 (also 64 bits). With such an assignment it is possible to embed the unicast address prefix into the IPv6 multicast address format, while still providing a 32-bit block, the least significant bits of the address, or approximately 4.2 billion multicast group identifiers. Thus each user of an IPv6 subnet automatically has available a set of globally routable source-specific multicast groups for multicast applications.         
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 Multicast address format.
6. Packet format


       IPv6 packet header.

The IPv6 packet is composed of two parts: the packet header and the payload. The header consists of a fixed portion with minimal functionality required for all packets and may contain optional extension to implement special features.

The fixed header occupies the first 40 octets (320 bits) of the IPv6 packet. It contains the source and destination addresses, traffic classification options, a hop counter, and a pointer for extension headers if any. The Next Header field, present in each extension as well, points to the next element in the chain of extensions. The last field points to the upper-layer protocol that is carried in the packet's payload.

Extension headers carry options that are used for special treatment of a packet in the network, e.g., for routing, fragmentation, and for security using the IPsec framework.

The payload can have a size of up to 64KiB without special options, or larger with a jumbo payload option in a Hop-By-Hop Options extension header.

Unlike in IPv4, fragmentation is handled only in the end points of a communication session; routers never fragment a packet, and hosts are expected to use Path MTU Discovery to select a packet size that can traverse the entire communications path.
7. Advantages about IPV6
Internet Protocol Version 6 (IPv6) is the next generation Internet protocol standard. Current Internet Protocol Version 4 (IPv4) is used as a standard Internet protocol. IPv4 is a well-designed protocol but lacks features to be used in the fast-growth Internet world.

Following are some of the advantage of IPv6 over IPv4
1. Larger Address Space: address filed in IPv6 is 128 bits long while the address filed of IPv4 is only 32 bits in length. IPv6 offers very large, i.e.296 address space as compared to IPv4.
2. Better header format: the header of IPv6 has been designed in a way to speed-up the routing process. In header of IPv6 options are separated from the base header. Options are inserted into base header only when required by the upper-layer data.
3. Provision for extension: IPv6 has been designed in a way that a protocol can be extended easily to meet the requirements of emerging technologies or new applications.
4. Resource Allocation support in IPv6: IPv6 provides a mechanism called Flow Label for resource allocation. Flow label enables source to send request for the special handling of a packet. This mechanism is really helpful in real-time audio and video transmission.
5. Security Features: to ensure confidentiality and packet's integrity encryption and authentication options are included in IPv6.
8. IPv6 Challenges
The following challenges should be considered from each agency’s program perspective in the development of the IPv6 transition plan.

         Maintaining interoperability and security during transition

Agencies will need to maintain network interoperability as they transition away from today’s IPv4-only environment.  During the initial phases of transition, agencies are likely to move to an environment to accommodate native IPv6 and encapsulated IPv6, in a largely IPv4 network leading to a ubiquitous dual-stack environment.  As applications transition and the use of IPv4 diminishes, agencies will operate in an environment largely as an IPv6 network.  Hardware and software interoperability will be essential as agencies move forward with their IPv6 plans and interconnect their networks across dual environments.  Since maintaining interoperability and security for these types of evolving environments is the highest priority, the transition period should be kept minimized. 

There are many possible combinations of technical IPv6 transition strategies.  There are also a number of transition mechanisms (e.g. dual-stack, tunneling, translation) which agencies can choose from with more emerging from the technical community.  The introduction of IPv6 on an enterprise scale will introduce a number of challenges including scalability, integration, and security.  In the near term, there is concern about creating vulnerabilities in existing IPv4 networks by deploying IPv6 and its transition mechanisms.  This risk can be mitigated by development of an overall phased approach to IPv6 network transition which addresses end-to-end interoperability, performance, and security issues.  Agencies may also want to consider controlling the use of IPv6 on IPv4 networks that carry classified traffic until the networks carrying unclassified traffic have been successfully transitioned and tested.  An integrated and coherent strategy should be developed to allow IPv4 and IPv6 to operate on these networks using emerging IPv6 security products.  Furthermore, in many cases, there will be an on-going need for interaction with IPv4 enclaves outside of the agency requiring transition mechanisms to be planned accordingly.

IPv6 Standards and Product Evolution

Today, IPv6 technology is still evolving and this evolution is likely to continue through the federal transition period.  This is as expected and is a normal evolution of the Internet standards.  While the base set of IPv6 protocols are stable and mature, and product implementations are emerging, many of the standards supporting value-added IPv6 features are still evolving.  Therefore, agencies are encouraged to ensure the IPv6 capabilities being procured have a viable upgrade path. 
9. CONLUSION
IPv6 is 


– built on the experiences learned from IPv4


– new features


– large address space


– new efficient header
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