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1. Abstract

 The aim of the research was to study the 3G (third generation) wireless networks  architecture and its security features. From the data gathered through observations and literature review, security feature that are available in 3G networks were identified and methods that may be used to maximize the security in networks were determined. Recommendations are given to improve the security 3G networks. 

2. Introduction

3G or 3rd generation is technology for mobile network is based on the IMT-2000 standards according to specification by International Telecommunication Union(ITU). It helps users in getting greater network capacity Through improved spectrum efficiency like video calls, broadband wireless data, music downloads, receiving streaming video from the Web, sending and receiving faxes, instantly downloading e-mail messages with attachments etc. 3G networks have potential transfer speeds of up to 3 Mbps (it takes around 15 seconds to download a 3-minute MP3 song). And if we compare the fastest 2G phone which can achieve up to 144Kbps(i.e. It takes around 8 minutes to download a 3-minute song) 3G speed much faster than it. 

They are intended to provide a global mobility. In 1998 Third Generation Partnership Project (3GPP) was formed for the technical specification work. 

3. UMTS network elements and interfaces

The core network is divided logically into two domains circuit-switched (CS) and packet-switched (PS). The CS domains work is to handle circuit-switched connections, and the PS domains work is to handle the packet transfer. The core network of CS is built around Mobile Switching Centers (MSC) and the core network of PS around Serving GPRS Support Nodes (SGSN). The various registers of core network are common in both the domains. But Visitor Location Register (VLR) is typically employed by CS domain only. Note that not all the interfaces shown and named in figure A above and also the list of network elements in not comprehensive.
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Figure A- UMTS network elements and interfaces

3.1 Core Network 

3.1.1 The mobile switching center (MSC) is the center element of circuit-switched core network. We can use same MSC to serve both the GSM-BSS and the UTRAN connections. In addition to the RANs (Radio Access Network), it has to interfaces to fixed PSTN network, ISDN, other MSCs, the packet-switched network i.e. SGSN, and various registers of core network (HLR, EIR, AuC). Generally, the VLR is part of MSC and the interface between them exists only logically.

3.1.2 Visitor Location Register (VLR) – The visitor location register keeps the information about visitor in an area under particular MSC. One VLR can handles the visitor register of several MSC. It contain information of all the active subscribers in its area. It keep the record of all those subscribers also whose network is their home network. Thus the visitor location register name is little misleading as most of the user entries are  from home network only. It has similar information as that of the home location register (HLR). But VLR keeps information which are keep on changing or temporarily in nature, whereas HCR is a permanent information storage. When a user make his subscription, his data in entered into his home HLR. Same is copied into VLR of that location. When user moves from location A to location B. The information regarding that user is copied from location A VLR to location B VLR. See figure B below:

[image: image2.jpg]User at Location A

Old VLR

User Moves to Location B

Data
copied
from old
VLR to
new VLR!
like IMSI,
MSISDN,
MSRN etc





Figure B: VLR entries changes as user move to another VLR

3.1.3 Home Location Register (HLR)- The home location register contain the permanent information of subscriber. Information of each subscriber is stored in only one HLR. The HLR can me implemented in two ways: In as single unit with MSC/VLR or as separate unit with MSC/VLR as one unit and HLR/AuC/EIR as combined another unit as given in Figure C below.
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Figure C- Implementation of HLR

Some information in HLR are permanent and some are temporary in nature. Permanent information is that which changes rarely like call plan of user. And temporary information is current address of VLR etc. which changes frequently.

The permanent data in HLR includes the following:

• International mobile subscriber number (IMSI), which identifies the subscriber (or actually his or her SIM card) unambiguously.

• MSISDN [the directory number of the MS (e.g., +44–1234–654321)].

• MS category information.

• Possible roaming restrictions.

• Closed user group (CUG) membership data.

• Supplementary services parameters.

• Authentication key.

• Network access mode (NAM), which determines whether the user can access the GPRS networks, non-GPRS networks, or both.

3.1.4 Equipment Identity Register (EIR)- The EIR stores the international mobile equipment identities (IMEI) used in the system.

3.1.5 Authentication Center (AuC)- It is physically associated with HLR. It stores the subscriber authentication key, Ki and the corresponding IMSI. The Ki key is used to generate an authentication parameter triplet (Kc, SRES, RAND0 during the authentication procedure. The parameter Kc is also used in encryption algorithms.

3.1.6 Gateway MSC (GMSC)- The gateway MSC is located between the public switched telephone network (PSTN) and other MSCs in the network. The GMSC route the incoming calls to appropriate MSCs by interrogating the appropriate HLR.

3.1.7 Serving GPRS Support Node (SGSN)- The SGSN is the central element of packet-switched network. It contains two types of information as shown in Figure D below:
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Figure D: Information contains in SGSN
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Figure E: SGSN connect to UTRAN, BSS via IuPS and Gb interfaces respectively

It also has interfaces to other network element like EIR, HLR, GGSN, MSC etc.

3.1.8 Gateway GPRS Support Node (GGSN): - The gateway GPRS support node operation is similar to the GMSC in the circuit-switched network. The GMSC only routes the incoming traffic, whereas the GGSN should also route the outgoing traffic. The information maintained by GGSN is given in Figure F below:
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Figure F: GGSN information

The GGSN receives this information from the HLR and from the SGSN.

3.2 UMTS Terrestrial Radio Access Network (UTRAN)- This is new radio access network especially designed for UMTS. It connect to the core network with the Iu interfaces and to the user equipment (UE) with Uu interface as given in figure G. 
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Figure G: UTRAN connections

The UTRAN consists of several lu interfaces, radio network controllers (RNC), Node B (Base stations) and Uu interface. Iub connects Node B to the RNC and the Iur connects two RNC. See figure H below:
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Figure H: UTRAN components and interfaces

3.2.1 Radio network controller (RNC)- It controls one or more Node B. It may be connected via the Iu interface to an MSC (IuCS) or to SGSN (IuPS). The Iur is a logical interface between two RNC and a direct physical connection may not exist. An RNC is similar to a BSC in GSM networks.

3.2.2 Node B- It is the UMTS equivalent of a base station transceiver. Node B is a logical concept but when physical entities are referred  then term Base station is often used.

Functions performed by Node B are as follows:

• Node B logical O&M implementation;

• Mapping of Node B logical resources onto hardware resources;

• Transmitting of system information messages according to scheduling

parameters given by the RNC;

• Macro-diversity combining/splitting of data streams internal to Node B;

• Up-link inner-loop power control (in FDD mode);

• Reporting of up-link interference measurements and DL power

information.

3.2.3 GSM Radio Access Network (GRAN) – It is also known Base station subsystem (BSS). It consists of one Base Station Controller (BSC) and one or more Base Transceiver Station (BTS). The BSC control the functionality of a BTS over the A-bis interface. Solution in A-bis is generally proprietary to each manufacturer. The BSC helps in managing the equipments and where BTS contains transmission equipments and related functions. 
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Figure I: GSM Radio Access Network (GRAN)

3.2.4 Base Station Controller (BSC) -  It controls one or more BTS connected with A-bis interface. The functionality of BSC include the followning:

• Radio resource management for BTSs.

• Intercell handovers (for inter-BSC handovers, help is needed from the MSC).

• Frequency management (allocation of frequencies to BTSs).

• Management of frequency-hopping sequences.

• Time-delay measurements of uplink signals with respect to the BTS clock.

• Implementation of the O&M interface.

• Traffic concentration to reduce the number of required lines to BTSs & an MSC.

• Power management.

3.2.5 Base Transceiver Station (BTS)- 

Function performed by BTS are as follows:

• Scheduling of broadcast and common control channels.

• Detection of random and handover access bursts sent by the mobile stations.

• Timing advance calculations.

• Uplink measurements.

• Channel coding (error protection) and encryption/decryption.

• LAPDm protocol (layer 2).

• Frequency hopping.

• Transcoding and rate adaptation (although this is usually handled by an MSC).

4. Security Features in 3G Network

·     Remain compatible with GSM network architecture

· User authentication & radio interface encryption

· SIM used as security module

· removable hardware

· terminal independent

· management of all customer parameters

· Operates without user assistance

· Requires minimal trust in serving network

·     During Authentication and Key Agreement (AKA) the user and network authenticate each other, and also they agree on cipher and integrity key (CK, IK). CK and IK are used until their time expires. 

·     Mechanisms to support security within and between networks.

·     Security is based within the switch rather than the base station.

·     Standardized security features to ensure world-wide interoperability and roaming

·     Access to USIM is restricted to authorized users. User and USIM share a   secret key, PIN

·     Permanent user identity IMSI, user location, and user services cannot be determined by eavesdropping Achieved by use of temporary identity (TMSI) which is assigned by VLR

5. Recommendations for Improving Security in 3G Mobile Networks

3G networks have excellent security features, but the networks could be made more secure by implementing security solution in architecture approach, as point solution may not be sufficient. To put checks on distributed denial of service attacks, which take place intentionally or unintentionally, service provider has to monitor the number of users which are connected to a single cell site at the same time. Proper use of firewalls, virtual private networks (VPN) and intrusion detection and prevention will help in further tightening the security of the network. Adopt proper security policies to handle threats in the 3G network, which will provide additional help in fighting vulnerabilities in the WiFi and IP Multimedia System based networks.

6. Conclusion

This paper presented architecture of 3G mobile network along with its components. We have also discussed the security features of 3G network and recommendations for improving security in 3G network. The various parts of architecture discussed above may change in future due to improvement in the technology. But what ever may be the architecture or technology, security-management should be given top priority. As more and more people are coming over internet and proving personal and financial information for shopping, banking, trading, fund management etc. 

7. GLOSSARY

3G – Third Generation

AES – Advanced Encryption Standard

CDMA – Code Division Multiple Access

IP- Internet Protocol

LAN – Local Area Network

MAC – Media Access Control

SSID – Service Set Identifier

TCP/IP – Transmission Control Protocol/Internet Protocol

TDMA – Time Division Multiple Access

TD – CDMA – Time Division Code Division Multiple Access

TKIP – Temporary Key Integrity Protocol

WEP – Wireless Equivalent Privacy

WPA – Wi-Fi Protected Access
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