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“SECURITY” in this contemporary scenarios has become a more sensible issue either it may be in the “REAL WORLD” or in the “CYBER WORLD”.  In the real world as opposed to the cyber world an attack is often preceded by information gathering.  Movie gangsters “case the joint”; soldiers “scout the area”. This is also true in the cyber world.  Here the “bad guys” are referred to as intruders, eavesdroppers, hackers, hijackers, etc.  The intruders would first have a panoramic view of the victims network and then start digging the holes.  Today the illicit activities of the hackers are growing by leaps and bounds, viz., “THE RECENT ATTACK ON THE DNS SERVERS HAS CAUSED A LOT OF HULLABALOO   ALL  OVER THE WORLD”.  However, fortunately, the antagonists reacted promptly and resurrected the Internet world from the brink of prostration.



Since the inception of conglomerating Computers with Networks the consequence of which shrunk the communication world, hitherto, umpteen ilks of security breaches took their origin.  Tersely quoting some security ditherers – Eavesdropping, Hacking, Hijacking, Mapping, Packet Sniffing, 1Spoofing, DoS & DDoS attacks, etc.  



Newton’s law says “Every action has got an equal but opposite reaction”.  So is the case with this.  Nevertheless the security breaches and eavesdroppers, the technological prowess has been stupendously developed to defy against each of the assaults.  Our paper  covers the ADVANCED technical combats that have been devised all through the way, thus giving birth to the notion of “NETWORK SECURITY”.   Various antidotes that are in fact inextricable with security issues are – Cryptography, Authentication, Integrity and Non Repudiation, Key Distribution and certification, Access control by implementing Firewalls etc.

To satiate the flaws in the network security more and more advanced security notions are being devised day by day.  Our paper covers a wide perspective of such arenas where the contemporary cyber world is revolving around viz., THE DMZ ZONE, PALLADIUM CRYPTOGRAPHY, IP Sec . 

              Palladium is a content protection concept that has spawned from the belief that the PC, as it currently stands, is not architecturally equipped to protect a user from the pitfalls and challenges that an all-pervasive network such as the Internet poses. In the course of this paper the revolutionary aspects of palladium are discussed in detail.

                A case study to restructure the present data security system of JNTU examination system using palladium is put forward.

PREFATORY REMARKS
Network security is indeed the crux of discussion amongst all computer enthusiasts and it has also become a major concern in boardrooms across the globe.  Companies have started taking computer security very seriously and now have dedicated technical teams who maintain and secure the company’s sensitive information round the clock. “Most computer criminals thrive not on knowledge but instead blossom due to ignorance on the part of system administrators”.



In an age where the unprecedented increase in the number of people entering the field of computer security has divided the earlier solitary enemy (computer criminals) into a number of more specific, entirely distinct, disgruntled employees, etc., it has now become imperative for every one to be proficient in the art of “Hacker Profiling”.  
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              Palladium is the code name for a revolutionary set of “features” for the “windows” operating system. The code name of this initiative –“palladium”, is a moniker drawn from the Greek mythological goddess of wisdom and protector of civilized life.

  
Hardware changes incorporated by palladium are reflected in the key components of the CPU, a motherboard chip (cryptographic co-processor), input and output components such as the graphics processor etc.When combined with a new breed of hardware and applications, these “features” will give individuals and groups of users greater data security,personal privacy, and system integrity. In addition, palladium will offer enterprise consumers significant new benefits for network security and content protection.

Core principles of the palladium initiative:

· Palladium is not a separate operating system. It is based in architectural enhancements to the windows kernel and to computer hardware, including the CPU, peripherals and chipsets, to create a new trusted execution subsystem.(see figure 1).

· Palladium will not eliminate any features of windows that users have come to rely on; everything that runs today will continue to run with palladium.

· It is important to note that while today’s applications and devices will continue to work in “palladium”, they will gain little to no benefit from “palladium” environment or new applications must be written.

· In addition, palladium does not change what can be programmed or run on the computing platform. Palladium will operate with any program the user specifies while maintaining security.
ASPECTS OF PALLADIUM

Palladium comprises two key components: hardware and software.

Hardware components

    The protected operating environment provides the following basic mechanisms:

· Trusted space (or curtained memory). This is an execution space that is protected form external software attacks such as a virus. 

· Sealed storage. Sealed storage is an authenticated mechanism that allows a program to store secrets that cannot be retrieved by untrusted programs such as a virus or Trojan horse. Information in sealed storage can’t be read by other un -trusted programs these stored secrets can be tied to the machine, the nexus of the application. Palladium will also provide mechanisms for the safe and controlled backup and migration of secrets to other machines. In other words it is a secured and encrypted part of the hard disk.

· Secure input and output. A secure path from the keyboard and mouse to palladium applications and a secure path from palladium applications to the screen ensure input-output security.

· Attestation. Attestation is a mechanism that allows the user to reveal selected characteristics of the operating environment to external requestors. In reality it takes the form of an encryption co-processor. It is entrusted with the job of encryption and decryption of data “to and from” the “sealed storage”.

These basic mechanisms provide a platform for building distributed trusted software.

Software components.

 The following are the software components of palladium:

· Nexus (a technology formerly referred to as the “trusted operating root (TOR)”) This component manages trust functionality for palladium user-mode processes (agents). The nexus executes in kernel mode in the trusted space. It provides basic services to trusted agents, such as the establishment of the process mechanisms for communicating with trusted agents and other applications, and special trust services such as attestation of requests and the sealing and unsealing of secrets.

· Trusted agents. A trusted agent is a program or a service that runs in user mode in the trusted space. A trusted agent calls the nexus for security-related services and critical general services such as memory management. A trusted agent is able to store secrets using sealed storage and authenticates itself using the attestation services of the nexus. One of the main principles of trusted agents is that they can be trusted or not trusted by multiple entities, such as the user, an IT department, a merchant or a vendor. 

Together, the nexus and trusted agents provide the following features:

· Trusted data storage, encryption services for applications to ensure data integrity and protection.

· Authenticated boot, facilities to enable hardware and software to authenticate itself.

WORKING OF PALLADIUM:

Palladium is a new hardware and software architecture. This architecture will include a new security computing chip and design changes to a computer’s central processing unit (CPU), chipsets, and peripheral devices, such as keyboards and printers. It also will enable applications and components of these applications to run in a protected memory space that is highly resistant to tempering and interference.

PROTECTION USING PALLADIUM:

Palladium prevents identity theft and unauthorized access to personal data on the user’s device while on the internet and on other networks. Transactions and processes are verifiable and reliable through the attestable hardware and software architecture and they cannot be imitated.

 With palladium, a system’s secrets are locked in the computer and are only revealed on terms that the user has specified. In addition, the trusted user interface prevents snooping and impersonation. The user controls what is revealed and can separate categories of data on a single computer into distinct realms. Like a set of vaults, realms provide the assurance of reparability. With distinct identifiers, policies and categories of data for each, realms allow a user to have a locked-down work environment and fully open surfing environment at the same time, on the same computer.

   Finally, the “ palladium” architecture will enable a new class of identity service providers that can potentially offer users choices for how their identities are represented in online transactions. These service providers can also ensure that the user is in control of policies for how personal information is revealed to others. In addition, palladium will allow users to employ identity service providers of their own choice.

Allowing multiple parties to independently evaluate and certify “palladium” capable systems means that users will be able to obtain verification of the system’s operation from organizations that they trust. In addition, this will form the basis for a strong business incentive to preserve and enhance privacy and security. Moreover, palladium allows any number of trusted internal or external entities to interact with a trusted component or trusted platform.

SHORTCOMINGS AND PIT FALLS OF PALLADIUM:

Though palladium can provide a higher degree of much needed data security it is not without its share of problems like:

1. Software and applications have to be rewritten to synchronize with palladium or new applications must be written.

2. Changes are to be made to the existing computer hardware to support palladium.

3. It would be a long time before this technology became commonplace.
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RESTRUCTURING DATA SECURITY OF JNTU EXAMINATION SYSTEM USING PALLADIUM

Existing system: In order to eliminate the leakage of question papers, the Jawaharlal Nehru technological university (J.N.T.U), Hyderabad, has recently decided to implement the system of Electronic Distribution of Examination Papers (EDEP) – a new method of conducting the examinations.

 In this system, 4 sets of question papers are generated and encrypted into a “college-specific” C.D.

·  The encrypted CD is supplied to the examination centers about 3 days in advance.

·  The question papers in encrypted form are also made available on the JNTU examination website.

·   Password to read the CDs is supplied one hour before the commencement of examination to the principal/chief superintendent through internet, cell phone, telephone or Fax.

·   The principal soon after receipt of password decrypts the original question papers of that day using the software supplied by JNTU examination branch.

The EDEP employs the method of public key cryptography.

Though this system is largely stable and secure it has certain loopholes like:

1. As the encrypted question papers are also available on the Internet there is every chance of crackers downloading and trying to decrypt them.

2. This method of 4 sets of question papers has been resented by the student and teacher community alike.

3. There is every chance of failure or mis-match of the college specific C.D., due to the large number of affiliate colleges (as is been observed in some cases).

4. Also, in one case, a previous examination C.D. was mistakenly decrypted, and the question papers thus printed, distributed initially at an examination center.

Palladium-as a solution (as shown in figure 2)  
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Palladium is based on the concept of trusted space. A closed sphere of trust binds data or a service, to both a set of users and to a set of acceptable applications. Due to this an unauthorized user cannot access the data or software which is based on a server.

  In the revised system the encrypted question papers are put up on the J.N.T.U’s palladium based server and all the affiliate colleges use college-specific palladium computers. It works as follows:

1. A third party trusted agent (government or private programmed) is employed who is responsible for granting of access to JNTU examination server. It processes the requests and forwards only those certified by the “nexus” of the JNTU’s palladium based server.

2. If an unauthorized system (without palladium) forwards a request it is immediately rejected by the server’s trusted agent. Even if an unauthorized palladium PC tries to access the server its request is rejected.

3. The PC-specific secret coding within palladium makes stolen files useless on other machines as they are physically and cryptographically locked within the hardware of the server or trusted computer.

4. During examinations the palladium computer of the college issues a request to the common trusted agent (of JNTU and college) via internet. This request is granted and each-particular question paper pertaining to that day is accessed by the college.
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ADVANTAGES:

· As the process of question paper down load is highly secure, the chances of leakage are literally nil.

· Since this method is highly trustworthy a single set question paper system can be employed.

· An advanced system of Internet communication can be adopted for a broader reach, thus eliminating the role of C.D.
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Summary
               IPsec is a standards-based method of providing privacy, integrity, and authenticity to information transferred across IP networks. The Internet is rapidly changing, but even the Internet's rapid growth has been tarried by a lack of security. The Internet is subject to many threats, including loss of privacy, loss of data integrity, identity spoofing, and denial-of-service. The goal of IPSec is to address all of these threats in the network infrastructure itself, without requiring expensive host and application modifications.

           IP Sec provides IP network-layer encryption. The standards define several new packet formats: the authentication header (AH) to provide data integrity and the encapsulating security payload (ESP) to provide confidentiality and data integrity. Key management and security associations, the IPSec parameters between two devices, are negotiated with the Internet Key Exchange (IKE). IKE can use digital certificates for device authentication to enable the creation of large encryption networks. Without digital certificate support, IPSec solutions will not scale to the Internet.

IPSec: The vision 

Addressing the Threat
Confidentiality, integrity, and authentication are key services used to protect against the threats. Obviously, if data is encrypted while in transit, it is impossible for a perpetrator to observe or modify. Threats such as, identity spoofing and denial-of-service, can be prevented with strong network-layer authentication. If devices can positively identify the source of data, then it is much harder to impersonate a friendly device and to anonymously implement a denial-of-service attack. 

What Is IPSec?

IPSec is a framework of open standards for ensuring secure private communications over IP networks. Based on standards developed by the Internet 
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                              Figure (a): Encryption Implementation Locations

Engineering Task Force (IETF), IPSec ensures confidentiality, integrity, and authenticity of data communications across a public IP network. IPSec provides a necessary component of a standards-based, flexible solution for deploying a network-wide security policy. Encryption and authentication controls can be implemented at several layers in computing infrastructure as shown in Figure (a)                

                   PRIVATE
Before IPSec, networks were forced to deploy partial solutions that addressed only a portion of the problem. For example, the secure sockets layer (SSL) provides application encryption for Web browsers and other applications. SSL protects the confidentiality of data sent from each application that uses it, but it does not protect data sent from other applications. Every system and application must be protected with SSL in order for it to work efficiently. 

Institutions such as the military have been using link-level encryption for years. With this scheme, every communications link is protected with a pair of encrypting devices-one on each end of the link. While this system provides excellent data protection, it is quite difficult to manage. Of course, this scheme doesn't work at all in the Internet, where few of the intermediate links are accessible or trusted to the user.

 PRIVATE
IPSec implements network layer encryption and authentication as shown in Figure (b), providing an end-to-end security solution in the network architecture itself. Thus the end systems and applications do not need any changes to have the advantage of strong security. Because the encrypted packets look like ordinary IP packets, they can be easily routed through any IP network, such as the Internet, without any changes to the intermediate networking equipment. The only devices that know about the encryption are the end points. This feature greatly reduces both implementation and management costs.

Operating System Attacks

These attacks exploit bugs in a specific operating system (OS), which is the basic software that your computer runs, such as Windows 98 or Macintosh.

Networking Attacks
These attacks exploit inherent limitations of networking to disconnect from ISP, but don't usually cause computer crashes.  Sometimes it doesn't even matter what kind of operating system is in use and this problem cannot be patched or fixed directly. 
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          Figure (b): Network-Layer Encryption

2. Distributed Denial-of-Service (DDoS attack)

A distributed denial-of-service (DDoS) attack is similar to the DoS attack described above, but involves a multitude of compromised systems which attack a single target, thereby causing denial of service for users of the targeted system. 
3. MAPPING

A program such as ping can be used to determine the IP address of machines on the network by simply observing which addresses respond to a ping message.  The process of gathering this information is known as Mapping.

4. PACKET SNIFFING


A Packet sniffer is a program running in a network-attached device that passively receives all data-link layer frames passing by the device’s network adapter.  In a broadcast environment such as an Ethernet LAN, this means that the packet sniffer receives all frames being transmitted from or to all hosts on the LAN.  Any host with an Ethernet card can easily serve as a packet sniffer, as the Ethernet card needs only be set to promiscuous mode to receive all passing Ethernet frames.  These frames, in turn can be passed on to the application programs that extract application-level data.  For example, in the Telnet scenario as shown in the figure below the login password prompt sent from A to B, as well as the password entered at B are “sniffed” at host C. 
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5. SPOOFING


Any Network-connected device necessarily sends IP datagrams into the network.  These datagrams carry the sender’s IP address, as well as upper-layer data.  A user with complete control over that device’s software can easily modify the device’s protocols to place an arbitrary IP address into a datagram’s Source Address Field.  This is known as IP Spoofing.   IP spoofing is used in DoS attacks to hide the originator(s) of attack. 

6. VIRUS:   

It’s a piece of code that copies itself into a program and executes when the program runs.   A simple virus that does nothing more than infect programs might work something like this:

· Find the first program instruction,

· Replace it with a jump to the memory location following the last          instruction in the program,

· Insert a copy of the virus code at that location,

· Have the virus simulate the instruction replaced by the jump,

· Jump back to the second instruction replaced by the jump,

· Finish executing the host program.

7. WORM:  

It is an independent program that doesn’t modify other programs but reproduces itself over and over again until it slows down / shuts down the computer / network.

8. TROJAN HORSE:
It is a piece of code hidden inside a login program.  A legitimate user logs on to a system in which Trojan Horse is hidden into login program.  

9. SATAN: (Security Administrator Tool for Analyzing Networks)


This vulnerability detection application written in UNIX checks both local and remote hosts thoroughly scans them for a number of common critical security holes. 

10. SALAMI:  

It’s very much affective in Banking Systems where it involves small illegitimate alteration of numbers in a Database file like balance or debit etc.

11. COOKIE: 

It’s a piece of info sent by Web server, to store on a web Browser, to reduce overhead and delay, by allowing browser to store specific info about the session & return that info at the completion of the session.  But it could be maliciously used to access user’s private data some or the other day.

Trap doors, Applets and Sandboxes could also be maliciously used for illegitimate activities.

DENOUMENT



The capability of security enabled components still lags behind the claims.   Basic security challenges in the corporate realm are not yet completely addressed.  Nevertheless the cumbersome combats devised against each of the security fissures, yet the cyber MAVERICKS all around the world are succeeding in their ways of perdition.  This was quite evident from the E-attacks on BARC server & post-September11th cyber attacks on FBI sites where even sophisticated surveillance systems couldn’t come to their rescue. A case in point is that, E-ATTACKS are becoming notoriously peerless as compared with the traditional nuke-wars.  Consequently, in the quench of thirst for more and more secured systems BIOMETRIC SYSTEMS, QUANTUM-CRYPTOGRAPHY and many more are innovatively being implemented
at a cumulative pace.
 If we are not exaggerating, let’s be optimistic of a 100% foolproof, Secured global village in the near future. Doesn’t Forget Newton’s law say “Every action has got an equal but opposite reaction”.
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