Secure Three-Party Authenticated Quantum Key Distribution Protocols 
ABSTRACT
This project presents Quantum Key Distribution Protocols (QKDP’s) to safeguard security in large networks, by using DES algorithm for encryption and decryption of .txt file. In this project the sender and the receiver should register themselves into the separate databases maintained for them and then whenever each user either on the sender or the receiver side makes a login request, an individual secret key is created. The Trusted Center considered being the three party authenticates both the sender and the receiver, the secret key is generated by the Trusted Center. 

The Trusted Center issues a quantum key to both the sender and the receiver after the verification of the secret key. The generation of the quantum key involves the selection of 8-bit random key using the appropriate function available in .Net. By using RSA algorithm session key is generated. The session key is converted into binary from which the last two binary digits are chosen through which the quantum key is created. Once the quantum key matches on both the sender and the receiver side, the data can be encrypted and the intermediate encrypted form is viewable. Similarly after decryption the encrypt_decrypt file is also available. Thus a secure transmission of data takes place between the sender and the receiver using Trusted Center.
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Requirements
Hardware requirements
	Number
	Description
	Alternatives (If available)

	1
	PC with min 10 GB hard-disk and 512 MB RAM.
	Not-Applicable


Software requirements
	Number
	Description
	Alternatives (If available)

	1
	Windows XP/2000
	Linux

	2
	MS-SQL server / Oracle
	--

	3
	Java / C#
	--


Manpower requirements
4 students can complete this in 5-6 working months.
Milestones and Timelines

	Number
	Milestone Name
	Milestone Description

	Timeline 

Week no.  

from the start 

of the project
	Remarks

	1
	Requirements Specification
	Complete specification of the system (with appropriate assumptions). A document detailing the same should be written and a presentation on that be made.
	2
	Attempt should be made to add some more relevant functionalities other than those that are listed in this document. 

	2
	Technology familiarization
	Understanding of the technology needed to implement the project. 
	6
	The presentation should be from the point of view of being able to apply it to the project, rather than from a theoretical perspective.

	3
	Database creation
	A database design should be done and the same should be created with the necessary tables.
	7
	It is important to finalize on the database at this stage itself so that development and testing  can proceed with the actual database itself.

It would be better to have some sample data to use during development stage.

	4
	High-level and Detailed  Design

[ In other words, HLD and LLD]
	Listing down all possible scenarios and then coming up with flow-charts or pseudo code to handle the scenario.
	10
	The scenarios should map to the requirement specification (ie, for each requirement that is specified, a corresponding scenario should be there). 

	5
	Implementation of the system

[ Coding ]
	Implementation of the main screen giving the login, screen that follows the login giving various options, screens for each of the options described above.

This phase contains code to communicate with the database also.
	14
	During this milestone period, it would be a good idea for the team (or one person from the team) to start working on a test-plan for the entire system. This test-plan can be updated as and when new scenarios come to mind.

	6
	Unit Testing 
	The system should be thoroughly tested by running for all the scenarios.
	16
	Another 1 week should be there to handle any issues found during testing of the system. 

	7
	Integration Testing 
	The system should be thoroughly tested by running all the testcases written for the system (from milestone 5).
	18
	Another 2 weeks should be there to handle any issues found during testing of the system. After that, the final demo can be arranged.

	8
	Final Review
	Issues found during the previous milestone are fixed and the system is ready for the final review.
	20
	During the final review of the project, it should be checked that all the requirements specified during milestone number 1 are fulfilled (or appropriate reasons given for not fulfilling the same)


Guidelines and References
http://www.ieeexplorer.com
