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		           INTRODUCTION     
                                                                                                                                                                                                                      
  1.1 OVERVIEW OF KERBEROS SERVER:- 
              Kerberos is a computer network authentication protocol which works on the basis of "tickets" to allow nodes communicating  over a non-secure network to prove their identity to one another in a secure manner. Its designers aimed  primarily at a client–server model, and it provides mutual authentication — both the user and the server verify each other's identity. Kerberos protocol messages are protected against eavesdropping and replay attacks. Kerberos builds on symmetric key cryptography and requires a trusted  third party, and optionally may use public-key cryptography by utilizing asymmetric key  cryptography  during certain phases of    authentication .Kerberos uses port 88 by default.
The following abbreviations are used:
  --AS = Authentication Server
 --SS = Service Server 
--TGS = Ticket-Granting Server 
--TGT = Ticket Granting Ticket 

1.2 HISTORY OF KERBEROS SERVER:
[bookmark: authors]     MIT eveloped Kerberos to protect network services provided by Project Athena. The protocol was named after   the   Greek mythological character Kerberos (or Cerberus), known in Greek mythologyas being the  monstrous three-headed guard dog of Hades. Several versions of the  protocol exist;  versions 1–3 occurred only internally at MIT. Steve Miller and Clifford Neuman, the primary designers of Kerberos version 4, published that version in the late 1980s, although they had targeted it primarily for Project Athena. Version 5, designed by John Kohl and Clifford Neuman, appeared as RFC 1510 in 1993 (made obsolete by RFC 4120 in 2005), with the                     intention of overcoming the limitations and security problems of version 4.MIT makes an implementation of Kerberos freely available, under copyright permissions  similar to those used for BSD. In 2007, MIT formed the Kerberos Consortium to foster   continued development. Founding sponsors include vendors such as Oracle, Apple Inc., Google, Microsoft and  Centrify Corporation, and academic institutions such as KTH-Royal Institute of Technology, Stanford University, MIT and vendors such as CyberSafe  offering commercially supported versions.There are two versions of Kerberos currently in  use, version 4 and version 5. Kerberos versions 1 through 3 were internal development  versions and never released. Kerberos version 4 has a number of known weaknesses and  should no long be used. This  document deals only with Kerberos 5. Kerberos 5 is defined in RFC1510. The term Kerberos Infrastructure refers to the software, servers, and client configurations that will allow an administrator to use the Kerberos protocol to perform authentication on their network. Specifically, Kerberos Infrastructure consists of the Kerberos software itself, secured redundant authentication servers, a centralized account and password store, and systems configured to authenticate through the Kerberos protocol. This document will take you through the steps to install, configure, and deploy such an infrastructure. 
 Kerberos Authors :
  --Jennifer G. Steiner, Project Athena, Massachusetts Institute of Technology,                             Cambridge, MA 02139, steiner@ATHENA.MIT.EDU 
--Clifford Neuman, Department of Computer Science, FR-35, University of 
--Washington, Seattle, WA 98195, bcn@CS.WASHINGTON.EDU. Clifford Neuman was a member of the Project Athena staff during the design and initial implementation phase of Kerberos. 
--Jeffrey I. Schiller, Project Athena, Massachusetts Institute of Technology, Cambridge, MA 02139, jis@ATHENA.MIT.EDU 
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                                                     WHY KERBEROS   
2.1 SECURITY:-
                            Computer networks security needs:-
· Authentication
· Who is requesting access(username , password)
· Authorization
· What user is allowed to do( permission networks local users)
· Auditing
· What has user done(logs: working of user)
· Kerberos addresses all of these needs.
ATTACKS:
1. Direct :-denial of service(dos)
2. Indirect:-distributed denial of services(ddos)
PLAN OF ATTACKERS:-
1. End system
2. Services (dns , mail, ftp)
3. Vulnerabilities(disadvantage of particular service)
4. Deleting logs( msg block)
5. Openback door
2.2 PURPOSE:- Today many users have to login to each computer they want to access and each time  their passwords is sent in clear text over the network. This is a serious security problem and it would be much simpler to authenticate the user only once. To solve this problem two security system has been developed, Kerberos and SESAME. We have installed and tried these two   systems and this report contains our observations. In the last decades the organization of computers and their networks has shifted from mainframes to smaller computers connected in heterogenous networks, even involving the global internet. A consequence of this was that people had to login at each computer in the network to perform their tasks, and they had to remember a password for every login. These passwords were often sent in clear over the network, which is a security problem because other people  can listen to the network and catch the passwords. This can be a serious problem even in a internal network like an intranet. One solution is to use. 
Kerberos or SESAME: Kerberos and SESAME have several things in common and basically offers the same service. They are two security systems that allows users to securely login once to a computer network at a single point. The users are authenticated by giving a password, and then they get a ticket which they can use to access other applications in the network. In SESAME the ticket even contain access rights. Both systems are based on the client-server model. There are authentication servers, a ticket server, and application servers. These servers have exchanged cryptographic keys in advance so they can transfer the users authentication and privilege credentials. This means that users do not have to send passwords over the network at all.We got some advice from our supervisors and figure 1  shows how the compatible tickets in SESAME and Kerberos was going to be used. The user logs in with the ``kinit'' program and gets a ``Kerberos ticket granting ticket'' which the user then should use to get access to applications from the SESAME ticket granting server. And vice versa when starting   from ``ses _login''. 
[image: A description...]
                    
                                      Figure:2.1 compatible ticket in sesame and kerberos
Purpose
The primary purpose of Kerberos was to provide a secure network authentication service. Kerberos has two main goals: 
1. To allow a user single sign-on to the network.
2. To protect the authentication information so that masquerading is far more difficult.      
2.3 SCOPE:-
                    The Kerberos authentication protocol is a technology for single sign-on to network resources. Windows 2000 uses the Kerberos v5 protocol to provide fast, single sign-on to network services within a domain, and to services residing in trusted domains. Kerberos protocol verifies both the identity of the user and of the network services, providing mutual authentication. 
 WebDAV:-- common complaint of poor support for authentication in HTTP
-Basic: not good enough
-Digest: not widely available
-Cannot integrate with other authentication systems
Kerberos:
 -Large deployments for Unix shops
 -Active Directory
The Problem:-
- How to integrate HTTP servers into a Kerberos infrastructure?
- Single Sign-On: reducing the number of times people enter  passwords
- Ideal: user authentication happens exactly once per “session”
Problem Scope:-
- Covering intranet-, enterprise- organisation-wide HTTP authentication
- Out of scope: SSO for “The Web”
• In scope?
- Authentication to HTTP proxy  servers
– Useful for organisations where Web access must pass through an HTTP proxy
– Strong authentication needed for policy enforcement


2.4 DEFINATION:-
2.4.1 NTP:-
 NTP server is Network Time Protocol used for synchronize time in the network. So every host 
in network has same time or sync with each other.NTP is an Internet standard protocol originally 
developed by Professor David L. Mills at the University of Delaware.
 --- Why should Time be synchronized?
[bookmark: NTP_software_implementations][bookmark: Unix]Time usually just advances. If you have communicating programs running on different computers, time still should even advance if you switch from one computer to another. Obviously if one system is ahead of the others, the others are behind that particular one. From the perspective of an external observer, switching between these systems would cause time to jump forward and back, a non-desirable effect.As a consequence, isolated networks may run their own wrong time, but as soon as you connect to the Internet, effects will be visible. Just imagine some EMail message arrived five minutes before it was sent, and there even was a reply two minutes before the message was sent.Even on a single computer some applications have trouble when the time jumps backwards. For example, database systems using transactions and crash recovery like to know the time of the last good state.Therefore, air traffic control was one of the first applications for NTP.NTP software implementations
[bookmark: Microsoft_Windows]Unix: For modern Unix systems, the NTP client is implemented as a daemon process that runs continuously in user space (ntpd). Because of sensitivity to timing, however, it is important to have the standard NTP clock phase-locked loop implemented in kernel space. All recent versions of Linux, BSD, Mac OS X, Solaris and AIX are implemented in this manner.
[bookmark: cite_ref-3][bookmark: cite_ref-4][bookmark: cite_ref-5][bookmark: cite_ref-6]Microsoft Windows: All Microsoft Windows versions since Windows 2000 include the Windows Time Service, which has the ability to sync the computer clock to an NTP server. However, the version in Windows 2000 only implements Simple NTP, and violates several aspects of the NTP version 3 standard.Beginning with Windows Server 2003, the Microsoft documentation states: "Although the Windows Time service is not an exact implementation of the Network Time Protocol (NTP), it uses the complex suite of algorithms that is defined in the NTP specifications to ensure that clocks on computers throughout a network are as accurate as possible.However, the Windows Time Service cannot maintain the system time more accurately than about a 1-2 second range. Microsoft "[does] not guarantee and [does] not support the accuracy of the W32Time service between nodes on a network. The W32Time service is not a full-featured NTP solution that meets time-sensitive application needs. The W32Time service is primarily designed to do the following: 
--Make the Kerberos version 5 authentication protocol work. 
--Provide loose sync time for client computers." 
[bookmark: cite_ref-7]The reference implementation of NTP can be used on Microsoft Windows systems.
[image: A description...] 
 Figure2.2- ntp used in ms window

-- Which Operating Systems are supported?
The implementation described in Which Implementations are available for UNIX? works for most popular UNIX operating systems. Among those are: AIX, FreeBSD, HP-UX, Irix, Linux, NetBSD, SCO UNIX, OpenBSD, OSF/1, Solaris, System V.4.4.1.6. How many NTP servers are available in the Internet?According to A Survey of the NTP Network there were at least 175,000 hosts running NTP in the Internet. Among these there were over 300 valid stratum-1 servers. In addition there were over 20,000 servers at stratum 2, and over 80,000 servers at stratum 3.
[bookmark: Q-DEF-WHICH-VERSION]--. Which version of NTP should I use?
Unfortunately the answer to this question is not quite easy: Currently there are version three and version four implementations of NTP available. The latest software release being worked on is NTPv4, but the official Internet standard is still NTPv3. In addition, some vendors of operating systems customize and deliver their own versions. If you rely on support, you should also consider that.If you are worried with compatibility issues, older version clients can generally talk to newer version servers automagically (as newer servers know how to answer the queries, hopefully), but the other direction requires manual interference.NTPv4 introduces some new features that you may find desirable. For example, if you use dial-up connections, version four can increase its polling interval above one day if the clock is stable enough. In addition the new algorithms can deal with high delay variations a bit better than the LAN-oriented version three. On the other hand, NTPv4 uses floating point operations where NTPv3 used integer arithmetic. This should not be a problem for current hardware, but might be an issue for older systems without a floating point unit.There is also a security issue with all versions probably older than 4.0.99k23 that may allow denial of service or even unauthorized system access. Still vendors supplying older versions may have fixed their particular version.
-- What's new in Version 4?
According to the NTP Version 4 Release Notes found in release.htm, the new features of version four (as compared to version three) are:
-Use of floating-point arithmetic instead of fixed-point arithmetic.
-Redesigned clock discipline algorithm that improves accuracy, handling of network jitter, and polling intervals.
-Support for the nanokernel kernel implementation that provides nanosecond precision as well as improved algorithms.
-Public-Key cryptography known as autokey that avoids having common secret keys.
-Automatic server discovery (manycast mode)
-Fast synchronization at startup and after network failures (burst mode)
-New and revised drivers for reference clocks
-Support for new platforms and operating systems

2.4.2 DNS:
[bookmark: cite_ref-rfc1034_2-0][bookmark: cite_ref-rfc781_3-0][bookmark: cite_ref-rfc1035_4-0][bookmark: History]                 DNS server is Domain Name System to resolve name of particular ip address of host. There is two types of zone: one is forward lookup zone to convert name to ip address & another one is reverse lookup zone to resolve ip to name. The Domain Name System (DNS) is a hierarchical distributed naming system for computers, services, or any resource connected to the Internet or a private network. It associates various information with domain names assigned to each of the participating entities. Most importantly, it translates domain names meaningful to humans into the numerical identifiers associated with networking equipment for the purpose of locating and addressing these devices worldwide.The Internet maintains two principal namespaces, the domain name hierarchy and the Internet Protocol (IP) address spaces.The Domain Name System maintains the domain name hierarchy and provides translation services between it and the address spaces. Internet name servers and a communication protocol implement the Domain Name System. A DNS name server is a server that stores the DNS records for a domain name, such as address (A) records, name server (NS) records, and mail exchanger (MX) records.a DNS name server responds with answers to queries against its database.
[bookmark: cite_ref-rfc2467_5-0]History:-The practice of using a name as a simpler, more memorable abstraction of a host's numerical address on a network dates back to the ARPANET era. Before the DNS was invented in 1982, each computer on the network retrieved a file called HOSTS.TXT from a computer at SRI (now SRI International). The HOSTS.TXT file mapped names to numerical addresses. A hosts file still exists on most modern operating systems by default and generally contains a mapping of the IP address 127.0.0.1 to "localhost". Many operating systems use name resolution logic that allows the administrator to configure selection priorities for available name resolution methods.The rapid growth of the network made a centrally maintained, hand-crafted HOSTS.TXT file unsustainable; it became necessary to implement a more scalable system  capable of At the request of Jon Postel, Paul Mockapetris invented the Domain Name System in 1983 and wrote the first implementation. The original specifications were published by the Internet Engineering Task Force in RFC 882 and RFC 883, which were superseded in November 1987 by RFC 1034[3] and RFC 1035.] Several additional Request for Comments have proposed various extensions to the core DNS protocols.
[bookmark: cite_ref-71][bookmark: cite_ref-8][bookmark: Structure][bookmark: Domain_name_space][bookmark: The_domain_name_space]In 1984, four Berkeley students—Douglas Terry, Mark Painter, David Riggle, and Songnian Zhou—wrote the first Unix implementation, called The Berkeley Internet Name Domain (BIND) Server. In 1985, Kevin Dunlap of DEC significantly re-wrote the DNS implementation. Mike Karels, Phil Almquist, and Paul Vixie have maintained BIND since then. BIND was ported to the Windows NT platform in the early 1990s.BIND was widely distributed, especially on Unix systems, and is the dominant DNS software in use on the Internet. With the heavy use and resulting scrutiny of its open-source code, as well as increasingly more sophisticated attack methods, many security flaws were discovered in BIND[citation needed]. This contributed to the development of a number of alternative name server and resolver programs. BIND version 9 was written from scratch and now has a security record comparable to other modern DNS software Structure 
Domain name space:-The domain name space consists of a tree of domain names. Each node or leaf in the tree has zero or more resource records, which hold information associated with the domain  name.the  tree sub divides ino zones beginning at the root zone.a dns may consist of  only one domain, or may consist of many domains and sub-domains, depending on the administrative authority delegated to the manager.
 [image: A description...] 
                                                Figure 2.3 domain name space

The hierarchical domain name system, organized into zones, each served by a name server Administrative responsibility over any zone may be divided by creating additional zones. Authority is said to be delegated for a portion of the old space, usually in form of sub-domains,to                 another  nameserver and administrative entity. The old zone ceases to be authoritative for the new zone.
 DNS Resource Records:-DNS resource records (RRs) describe the characteristics of a zone (or domain) and have a binary or wire-format, which is used in queries and responses, and a text format used in 
zone files..
----BIND (Berkeley Internet Name Domain): HOWTO install BIND 9.3.x on a variety of OS Platforms as well as BIND's command line arguments. Finally - BIND runs as the daemon named on *nix systems and named.exe under Windows.Note: The following notes also apply to BIND 9.4.x with the single exception that since BIND 9.3.2 NT 4.0 is no longer supported while Windows XP and Server 2003 have been added to BIND's supported platforms.
· FreeBSD Install (4.x, 5.x and 6.x)
· Linux Install (Fedora Core 2)
· Windows Install (Windows 7, Win2K and NT 4.0)
· BIND Command Line Arguments
[image: A description...]   



                          Figure2.4: installation of package bind
the BIND 9.7.x named.conf file which controls the behaviour and functionality of BIND. named.conf is the only file which is used by BIND - confusingly there are still many references to boot.conf which was used by BIND 4 - ignore 'em. BIND releases include a list of the latest statements and options supported. This list is available in /usr/share/docs/bind-version/misc/options (FC) or /usr/src/contrib/bind9/doc/misc/options (FreeBSD) and if you are Figure 2.5:- open configuration file of named.conf 
using the Windows version it ain't there! Supported list for BIND 9.7.2



Figure 2.6:-entry in named.conf file



Forward zone:---forward zone is used name to ip address resolve


                                  Figure 2.7:- entry for forward zone
Reverse zone:  Ip to name resolve

                                   Figure 2.8:- entry for reverse zone

2.4.3 NIS:-
           Network Information Services is like a directory server which content centralized information in network. We are using it for authenticate user info on network host.The Network Information Service, or NIS (originally called Yellow Pages or YP) is a client–server directory service protocol for distributing system configuration data such as user and host names between computers on a computer network. Sun Microsystems developed the NIS; the technology is licensed to virtually all other Unix vendors.because british telecom plc owned the name yellow
[bookmark: AEN35718]Pages as a registered trademark in the United Kingdom for its paper-based, commercial telephone directory, Sun changed the name of its system to NIS,[citation needed] though all the commands and functions still start with “yp”.An NIS/YP system maintains and distributes a central directory of user and group information, hostnames, e-mail aliases and other text-based tables of information in a computer network. For example, in a common UNIX environment, the list of users for identification is placed in /etc/passwd, and secret authentication hashes in /etc/shadow. NIS adds another “global” user list which is used for identifying users on any client of the NIS domain.Administrators have the ability to configure NIS to serve password data to outside processes to authenticate users using various versions of the Unix crypt(3) hash algorithms. However in such cases, any NIS client can retrieve the entire password database for offline inspection. Kerberos was designed to handle authentication in a more secure manner.Terms/Processes You Should Know .There are several terms and several important user processes that you will come across when attempting to implement NIS on FreeBSD, whether you are trying to create an NIS server or act as an NIS client:
Term                         Discription
	[bookmark: AEN35727]   Nis
	

	Domainname
	An NIS master server and all of its clients (including its slave servers) 

have a NIS domainname. Similar to an Windows NT domain name, the NIS domainname does not have anything to do with DNS.

	rpcbind
	Must be running in order to enable RPC (Remote Procedure Call, a network protocol used by NIS). If rpcbind is not running, it will be impossible to run an NIS server, or to act as an NIS client.

	ypbind
	“Binds” an NIS client to its NIS server. It will take the NIS domainname from the system, and using RPC, connect to the server. ypbind is the core of client-server communication in an NIS environment; if ypbind dies on a client machine, it will not be able to  access the NIS server.

	ypserv
	Should only be running on NIS servers; this is the NIS server process itself. If ypserv(8) dies, then the server will no longer be able to respond to NIS requests (hopefully, there is a slave server to take over for it). There are some implementations of NIS (but not the FreeBSD one), that do not try to reconnect to another server if the server it used before dies. Often, the only thing that helps in this case is to restart the server process (or even the whole server) or the ypbind process on the client.

	rpc.yppasswdd
	Another process that should only be running on NIS master servers; this is a daemon that will allow NIS clients to change their NIS passwords. If this daemon is not running, users will have to login to the NIS master server and change their passwords there.


[bookmark: AEN35767]      --How Does It Work?
There are three types of hosts in an NIS environment: master servers, slave servers, and clients. Servers act as a central repository for host configuration information. Master servers hold the authoritative copy of this information, while slave servers mirror this information for redundancy. Clients rely on the servers to provide this information to them.Information in many files can be shared in this manner. The master.passwd, group, and hosts files are commonly shared via NIS. Whenever a process on a client needs information that would normally be found in these files locally, it makes a query to the NIS server that it is bound to instead. 

2.4.4 Kerberos:
                           Kerberos is a network authentication protocol which utilizes symmetric cryptography to provide authentication for client-server applications.
2.5  CRYPTOGRAPHY:
[bookmark: Symmetric-key_cryptography]                    Cryptography  from Greek  "hidden, secret"; and the practice and study of techniques for secure communication in the presence of third parties.:Symmetric-key cryptography Symmetric-key cryptography refers to encryption methods in which both the sender and receiver share the same key (or, less commonly, in which their keys are different, but related in an easily computable way).kerberos is a commonly used authentication scheme on the Internet. Developed by MIT's Project Athena, Kerberos is named for the three-headed dog who, according to Greek mythology, guards the entrance of Hades (rather than the exit, for some reason!). Kerberos employs a client/server architecture and provides user-to-server authentication rather than host-to-host authentication. In this model, security and authentication will be based on secret key technology where every host on the network has its own secret key. It would clearly be unmanageable if every host had to know the keys of all other hosts so a secure, trusted host somewhere on the network, known as a Key Distribution Center (KDC), knows the keys for all of the hosts (or at least some of the hosts within a portion of the network, called a realm). In this way, when a new node is brought online, only the KDC and the newnode need to be configured with the node key,key
can be distributed.(figure 2.4 :-cryptography working using key) 
physically or by some other secure means. The Kerberos Server/KDC has two main functions (Figure 3), known as the Authentication Server (AS) and Ticket-Granting Server (TGS). The steps in establishing an authenticated session between an application client and the application server are: 
1.The Kerberos client software establishes a connection with the Kerberos server's AS function. The AS first authenticates that the client is who it purports to be. The AS then provides the client with a secret key for this login session (the TGS session key) and a ticket-granting ticket (TGT), which gives the client permission to talk to the TGS. The ticket has a finite lifetime so that the authentication process is repeated periodically
2 .The client now communicates with the TGS to obtain the Application Server's key so that it (the client) can establish a connection to the service it wants. The client supplies the TGS with the TGS session key and TGT; the TGS responds with an application session key (ASK) and an encrypted form of the Application Server's secret key; this secret key is never sent on the network in any other form
[bookmark: fig031]3 .The client has now authenticated itself and can prove its identity to the Application Server by supplying the Kerberos ticket, application session key, and encrypted Application Server secret key. The Application Server responds with similarly encrypted information to authenticate itself to the client. At this point, the client can initiate the intended service requests (e.g., Telnet, FTP, HTTP, or e-commerce transaction session establishment). The current shipping version of this protocol is Kerberos V5 (described in RFC 1510), although Kerberos V4 still exists and is seeing some use. While the details of their operation, functional capabilities, and message formats are different, the conceptual overview above pretty much holds for both. One primary difference is that Kerberos V4 uses only DES to generate keys and encrypt messages, while V5 allows other schemes to be employed (although DES is still the most widely algorithm used). This authentication is called secure because it:
· Does not occur in plaintext 
· [bookmark: itxthook0icon]Does not rely on authentication by the host operating system 
· Does not base trust on IP addresses 
· Does not require physical security of the network host
 2.6  BENIFITS OF KERBEROS:
The Kerberos authentication model offers a number of advantages over more traditional authentication schemes: 
--User's passwords are never sent across the network, encrypted or in plain text. Secret keys are only passed across the network in encrypted form. Hence, a miscreant snooping and logging conversations on a possibly insecure network cannot deduce from the contents of network conversations enough information to impersonate an authenticated user or an authenticated target service.
--Client and server systems mutually authenticate -- at each step of the process, both the client and the server systems may be certain that they are communicating with 
their authentic counterparts.
--Although the preceding discussion did not go into sufficient detail to elucidate the fact, the tickets passed between clients and servers in the Kerberos authentication model include timestamp and lifetime information. This allows Kerberos clients and Kerberized servers to limit the duration of their users' authentication. While the specific length of time for which a user's authentication remains valid after his initial ticket issued is implementation dependent, Kerberos systems typically use small enough ticket lifetimes to prevent brute-force and replay attacks. In general, no authentication ticket should have a lifetime longer than the expected time 
required to crack the encryption of the ticket. 
--Authentications are reusable and durable. A user need only authenticate to the Kerberos system once (using his principal and password). For the lifetime of his authentication ticket, he may then authenticate to Kerberized services across the network without re-entering his personal information. 
--s a side-effect of the dual-key encryption scheme employed in the Kerberos model, a service-session key is generated which constitutes a shared secret between a particular client system and a particular service. This shared secret may be used as a key for encrypting the conversation
between the client and the target service, further enhancing the security of Kerberized transactions.
--Unlike many alternative authentication mechanisms, Kerberos is entirely based on open Internet standards. A number of well-tested and widely-understood reference implementations are available free of charge to the Internet community. Commercial implementations based on the accepted standards are also available. 
--Unlike many of its proprietary counterparts, Kerberos has been scrutinized by many of the top programmers, cryptologists and security experts in the industry. This public scrutiny has ensured and continues to ensure that any new weaknesses discovered in the protocol or its underlying security model will be quickly analyzed and corrected. The Kerberos model does, however, have certain weaknesses: 
--In Kerberos IV (the version of Kerberos used by AFS and Zephyr) all encryption is performed using the DES algorithm. While DES was considered "unbreakable" at the time of the release of Kerberos IV, it is now believed that a sufficiently motivated miscreant could, with only modest computing resources, conceivably crack DES encryption in a relatively short period of time. Some researchers have, in fact, been able to do just that under certain specific circumstances. Since the trustability of Kerberos authentication depends entirely on unbreakability of the underlying encryption technology used by the system, this poses a threat to the security of Kerberos IV. In the current release of Kerberos, Kerberos V, support is provided for "plug-in" symmetric encryption algorithms. Kerberos V systems can use, for example, the much more secure triple-DES or IDEA encryption algorithms. The overall structure of Kerberos V remains the same as that of Kerberos IV. Webauth, for example, used 3DES keys to secure services.
--Kerberos was designed for use with single-user client systems. In the more general case, where a client system may itself be a multi-user system, the Kerberos 
authentication scheme can fall prey to a variety of ticket-stealing and replay attacks. The overall security of multi-user Kerberos client systems (filesystem security, memory protection, etc.) is therefore a limiting factor in the security of Kerberos authentication. No amount of cleverness in the implementation of a Kerberos authentication system can replace good system administration 
practices on Kerberos client and server machines.
--Because Kerberos uses a mutual authentication model, it is necessary for both client machines and service providers (servers) to be designed with Kerberos authentication in mind. Many proprietary applications already provide support for Kerberos or will be providing Kerberos support in the near future. Some legacy systems and many locally-written and maintained packages, however, were not designed with any third-party authentication mechanism in mind, and would have to be re-written (possibly extensively) to support Kerberos authentication. 
--The Kerberos authentication model is vulnerable to brute-force attacks against the 
--KDC (the initial ticketing service and the ticket-granting service). The entire authentication system depends on the trustability of the KDC(s), so anyone who can compromise system security on a KDC system can theoretically compromise the authentication of all users of systems depending on the KDC. Again, no amount of cleverness in the design of the Kerberos system can take the place of solid system administration practices employed in managing the Kerberos KDC(s). 
2.7  Kerberos Weaknesses
--Because the KDC's store secret keys for every user and server on the network, they must be kept completely secure. If an attacker were to obtain administrative access to the KDC, he would have access to the complete resources of the Kerberos realm.
--Kerberos tickets are cached on the client systems. If an attacker gains administrative access to a Kerbos client system, he can impersonate the authenticated users of that system.



                                                                                                                                       
                                                                                                                                           chapter3 
                                                       SOFTWARE TOOL   
                                                                  
   Here we use different packeges for implement this security.
---First we install ntp rpm to get service & configuration file for time sync. 
---Second we install bind, bind-chroot, caching-nameserver to configure DNS service.
---Third we install ypserv, ypbind for NIS configuration.
---Forth we install krb5-server to configure KERBEROS server.

3.1 NTP-Version.rpm:-
                                     ntp package is used to set network time to both the local machine
3.2  BIND-version.rpm:- 
                                  that is 1st package to use dns configuration
3..3 Bind-chroot-version.rpm:
                                                    that package is used for security purpose  in dns
3.3 caching -nameserver-version.rpm:- 
                                                               that package to give script that is uses in  forward 
and reverse zone
3.5  Ypserv-version.rpm:
                                   -Ypserv contain the network information service.that is 1st necessary 
package to configure nis
3.6 Ypbind-version.rpm:-
                                     ypbind finds the server for NIS domains and maintains the NIS 
binding information
3.7 krb5-server-version.rpm:- that is a configuration file of kerberos in that we creat real
3.8 3.8 krb5-libs-version.rpm:-that file include library file of Kerberos
                                                                                                                                                                             

















                                                                                                                                           chapter 4                                                                              
                                                  SYSTEM REQUIREMENT                                                           
  
  4.1   HARDWARE REQUIREMENT:                  
                                                          We need two computer for this implementation atleast.
 One is for NTP & DNS server &  other one is for NIS & KERBEROSE server.
Recommended Hardware configuration is:
· Processer :- Pentium IV 
· RAM :- 1GB
· HDD :- 40GB
· DVD-ROM
Note: Hardware must be Linux certified
 








                                                                                                            Chapter 5
                                FEATURES OF THE PROJECT                                               

There are many key features for this product. They are:-
· Design of User-Friendly input formats.
· Provisions for Data Entry and Validations.
· Provision for data retrieval.
· Unauthorized persons cannot accessible.
· More flexible
· More interoperability.
 














                                                                                                                                        Chapter 6
                                                       CONCLUSION 
This project  kerberos is developed as per the requirement and necessities of Stream allocation in plants of “LINUX Scrappers, Jaipur”.
The main feature of this project is providing user-friendly interface for a Events management  Firm. This provides very easy and user friendly method for the update the new launched products and update the text matter like About Us page and Contact Information page
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