          SigFree: A Signature-free Buffer Overflow Attack Blocker
                                             Help File

What is SigFree?
          SigFree (signature free) is a technique, thus it can block the new and unknown buffer overflow attack. SigFree could block all types of code injection

attack packets. So SigFree is transparent to the servers being protected.
What is Buffer Overflow Attack?

Buffer overflow is one of the most serious vulnerabilities in computer systems. It is a root cause for most of the cyber attacks such as server breaking-in, worms and so on. A buffer overflow occurs during program execution when a fixed-size buffer has had too much data copied into it. This causes the data to overwrite into adjacent memory locations.
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Signature Free

HTTP request: —Select URL—

Requested URL

hitp:/localhostsigireewebservice/response.asmx 111252010 1:52:25 PM
hitp:/localhost/webserviceforfles fles.asms. 11252010 1:53:11 PM
hitp:/locahost/WebServiceforblock/exefiles.asmx 11/25/2010 1:53:19 PM





How to block the Buffer Overflow Attack?

Using SigFree technique, we can block the buffer overflow attack. The following techniques are used in this project.

1. URI decoder: This means that the query parameters of a request-URI beyond this subset should be encoded.
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URL Decoder

Decoding details
HTTP request entered:

http://localhost/sighreewet]
Encoded URL:
http%3a%2%2Nocalhost?]
Decoded URL:

http://localhost/sighreewet]





2. ASCII Filter: Malicious executable codes are normally binary strings. In order to guarantee the throughput and response time of the protected web system, if the query parameters of the request-URI and request-body of a request are both printable ASCII codes.
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3. Instruction sequences distiller: This module distills all possible instruction sequences from the query parameters of Request-URI and Request-Body.
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4. Instruction sequences analyzer: Using all the instruction sequences     distilled from the instruction sequences distiller as the inputs, this module analyzes these instruction sequences to determine whether one of them is a program.
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We used web services in this project to make HTTP request.

What is web service?
The term Web services describes a standardized way of integrating Web-based applications. Web Services can convert your application into a Web-application, which can publish its function or message to the rest of the world.
In this project we created three web services for different request. 
Why we are using web service?

In this project, we perform sigfree process by sending HTTP request to server (i.e. URL). For analyzing that URL, we have to extract the response of that URL and check whether the URL contains pure data or executable codes. By using web service, we can easily retrieve the response of specified URL. 
