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What is spyware?

� Definition:
Spyware is a general term used for software that performs certain 
behaviors such as advertising, collecting personal information, or 
changing the configuration of your computer, generally without 
appropriately obtaining your consent. www.microsoft.com



What is spyware?

� Adware, Malware, Stealware
�Pop-up
�Gathering of information, monitoring behavior
� Infiltrate or damage a computer system
� Identity theft
�Dialers
�Cookies
�DRM - Rootkit



What is spyware?

� General:
�Do not work as viruses
�Create unwanted:

� CPU activity
� Disk usage
� Network traffic 

�Rarely "lives" alone 
�Mostly Windows – Internet Explorer problem



History of spyware (on the www)

� October 17th 1994:
� Usenet: Making fun at MS business model

� Early 2000:
� First reports of “spyware” - Aureate

� 2000:
� First anti-“spyware” software OptOut
� About 6 known spyware + about 5 possible spyware

� January 26th 2001:
� Press release: ZoneAlarm Personal Firewall 



History of spyware (on the www)

� Today:
� More than 54000 spyware fingerprints, Ad-Aware



History of spyware (on the www)
Examples

� Aureate / Radiate (The granddaddy) 
� "By using this software, you agree that you understand that this oftware 

will connect to the Internet UBIQUITOUSLY to download advertisement 

and/or to provide software updates."

�Was installed in over 30 million computers
�Carried via over 500 ”advertising supported" 

programs  
�Today: Shiped via Go!Zilla



Eksamples

� CoolWebSearch:
- pop-up, rewrite search, change host file

� Internet Optimizer
- redirect IE error pages to adds

� 180 Solutions:
- transmits info back to advertisers 



Good pratice on the internet

� FIRST: Change browser
� Download:

� Do not DL executables
� Only DL from vendors or well-checked sites 

� Watch out for cookies
� Avoid HTML e-mails – Use plaintext
� Read EULA
� Avoid drive-by download – Change security level



Anti-Spyware software

� Spy Sweeper
� Ad-Aware
� Windows Defender
� Spyware Eliminator
� Counter Spy
� Spy Deleter – Installs spyware



Ad-Aware

� Price: Free
� OS: 98,98se,Me,NT4,2000,XP,XP 64-Bit
� Good scan, quick

�Many options

� No realtime protection



Windows Defender

� Price: Free – at the moment
� OS:2000 SP4,XP SP2,Server2003 SP1
� Good scan, but slow

� Few options
� Realtime protection
� SpyNet – Online community
� Software Explorer – Control over running 

processes



Windows Defender – Cont.

� The same as GIANT Anti-Spyware
�Bought by Microsoft in Dec. 2004
�Windows Anti-Spyware (Beta 1)

� The same as GIANT Anti-Spyware
� Written in Visual Basic 
� Normal Windows application 

�Windows Defender (Beta 2)
� Rewritten in C++
� Service



Windows Defender – Scan

� Use fingerprints to locate spyware
� Use heuristics to locate spyware… ??





Windows Defender - SpyNet

� SpyNet:
�Spyware voting system
�Do NOT work proberly yet





Windows Defender – Realtime P.
� 9 different things to protect

�No options!! 



Windows Defender – S.Explorer

� Readable version of Task Manager
� Low level networking processes
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