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Abstract:

Cryptography is the study of mathematical techniques related to information security such as confidentiality, Data integrity, authentication and data origination. Cryptographers call an original communication the clear text or plaintext. Once the original communication has been scrambled or enciphered, the result is known as the ciphertext or cryptogram. The enciphering process usually involves an algorithm and a key. An encryption algorithm is a particular method of scrambling – a computer program or a written set of instructions. The key specifies the actual scrambling process.

 In this paper we discuss the various cryptography techniques in use today, with special importance to DES and RAS. We give a brief history of the origin of this ancient technique. Cryptography was developed to fulfill  at the minimum the following four clauses : 
· Authentication:

· Privacy/confidentiality
· Integrity
· Non-repudiation
A detailed mathematical account of the DES and RSA algorithm is given.
Steganography which is the art of sending coded messages in picture format is explained with an example for clarity. Cryptography plays a key role in the defense of any country, where even the radio conversation needs to be encrypted. This paper also  highlights Digital cryptography  which is vital for encrypting the radio conversations of the army.
Introduction:
Cryptography in greek means: kryptos – “secret”; graphos – “writing”. It is an art and science of preparing coded or protected communications. The enciphering process usually involves an algorithm and a key. An encryption algorithm is a particular method of scrambling—a computer program or a written set of instructions. The key specifies the actual scrambling process. The original communication may be a written or broadcast message or a set of digital data.

One essential aspect for secure communications is that of cryptography, which is  the focus of this presentation. But it is important to note that while cryptography is necessary for secure communications, it is not by itself sufficient.

This paper has two major purposes. The first is to define some of the terms and concepts behind basic cryptographic methods, and to offer a way to compare the myriad cryptographic schemes in use today. The second is to illustrate the significance of RSA and DES algorithms. Today, cryptography is a way of life, right from  operating systems to SMART cards, the entire DIGITAL SECURITY is based on cryptography, 
History

The first documented use of cryptography in writing dates back to circa 1900 B.C. when an Egyptian scribe used non-standard hieroglyphs in an inscription. Some experts argue that cryptography appeared spontaneously sometime after writing was invented, with applications ranging from diplomatic missives to war-time battle plans. 

A more recent example can be seen during WORLD WAR  - 1 : 

Before the United States entered World War I, the German government tried to provoke a war between the United States and Mexico. On January 19, 1917, the German foreign secretary, Arthur Zimmermann, sent an encoded telegram to his diplomatic representatives in Mexico, asking them to propose a secret alliance with the Mexican government. But British intelligence officers intercepted and quickly decoded the message, sending it on to President Woodrow Wilson. A huge public outcry ultimately resulted in an American declaration of war against Germany.

It is no surprise, then, that new forms of cryptography came soon after the widespread development of computer communications. 

The purpose of Cryptography
In data and telecommunications, cryptography is necessary when communicating over any untrusted medium, which includes just about any network, particularly the Internet. 

Within the context of any application-to-application communication, there are some specific security requirements, including:

Authentication: The process of proving one's identity. (The primary forms of host-to-host authentication on the Internet today are name-based or address-based, both of which are notoriously weak.) 

Privacy/confidentiality: Ensuring that no one can read the message except the intended receiver. 

Integrity: Assuring the receiver that the received message has not been altered in any way from the original.  

Non-repudiation: A mechanism to prove that the sender really sent this message. 

As,stated  above PRIVACY and authentication are of utmost importance today, due to the presence of innumerable HACKERS, and due to the fact that the entire world is becoming  a global village .Thanks to the technology , today right from bank transactions to matrimony all take place in a fraction of a second with the help of internet.

Cryptography, then, not only protects data from theft or alteration, but can also be used for user authentication, without which the entire computer community would collapse. 

Types of Cryptography algorithms

There are several ways of classifying cryptographic algorithms. For purposes of this paper, they will be categorized based on the number of keys that are employed for encryption and decryption, and further defined by their application and use. 

Secret Key  Cryptography
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With secret key cryptography, a single key is used for both encryption and decryption hence, it is also known as   symmetric encryption. The biggest difficulty with this approach, of course, is the distribution of the key. Secret key cryptography schemes are generally categorized as being either stream ciphers or block ciphers. Stream ciphers operate on a single bit (byte or computer word) at a time and implement some form of feedback mechanism so that the key is constantly changing. A block cipher is so-called because the scheme encrypts one block of data at a time using the same key on each block.

Secret key cryptography algorithms that are in use today include:

Data Encryption Standard (DES): 

DES is a block-cipher employing a 56-bit key that operates on 64-bit blocks. DES has a complex set of rules and transformations that were designed specifically to yield fast hardware implementations and slow software implementations .

Given below is an algorithm to implement DES for a 64 bit input.
Key schedule:

C[0]D[0] = PC1(key)   
for 1 <= i <= 16       
C[i] = LS[i](C[i-1])  
D[i] = LS[i](D[i-1]) 
K[i] = PC2(C[i]D[i])   
  Encipherment: 
 L[0]R[0] = IP(plain block)
  for 1 <= i <= 16

   L[i] = R[i-1]

   R[i] = L[i-1] xor f(R[i-1], K[i])

  cipher block = FP(R[16]L[16])

 Decipherment:

  R[16]L[16] = IP(cipher block)

  for 1 <= i <= 16

   R[i-1] = L[i]

   L[i-1] = R[i] xor f(L[i], K[i])

  plain block = FP(L[0]R[0])

The following is the explanation of the terms used above :

* PC1contains the permutation on the 64-bit Key.

* PC1 is splited into 28 bits denoted by C[i] D[i].

* LS- left shifting both C[i] and D[i]. 

* K[i] contains 16 sub keys.

* K[i] contains  the permutation(pc2) of concatenation C[i]D[i] .This 

   will yield K[i], which is 48 bits long.

* IP is the initial permutation on the data block.
* L[] and R[] are got by splitting the IP into two halves,
* R[i] = L[i-1] xor P(S[1](B[1])...S[8](B[8])), where B[j] is a 6-bit

block of E(R[i-1]) xor K[i]. (The function for R[i] is more concisely

written as, R[i] = L[i-1] xor f(R[i-1], K[i]).)
* FP[] is the final permutation on block R[16]L[16].

To encrypt or decrypt more than 64 bits there are four official modes. One is to go through the above-described process for each block in succession. This is called Electronic Codebook (ECB) mode. 

A stronger method is to exclusive-or each plaintext block with  the preceding ciphertext block prior to encryption. (The first

block is exclusive-or'ed with a secret 64-bit initialization vector

(IV). This IV is generally a random value that is kept with the key.)

This is called Cipher Block Chaining (CBC) mode. The other two modes are Output Feedback (OFB) and Cipher Feedback (CFB).

The other secret key algorithms used are:
Advanced Encryption Standard (AES): 

The algorithm can use a variable block length and key length; the latest specification allowed any combination of keys lengths of 128, 192, or 256 bits and blocks of length 128, 192, or 256 bits. 

Blowfish: A symmetric 64-bit block cipher, optimized for 32-bit processors with large data caches, it is significantly faster than DES on a Pentium/PowerPC-class machine. Key lengths can vary from 32 to 448 bits in length. Blowfish, available freely and intended as a substitute for DES , is in use in over 80 products. 

TWOFISH:A 128-bit block cipher using 128-, 192-, or 256-bit keys. Designed to be highly secure and highly flexible, well-suited for large microprocessors, 8-bit smart card microprocessors, and dedicated hardware. 

CAMELLIA :Camellia has some characteristics in common with AES: a 128-bit block size, support for 128-, 192-, and 256-bit key lengths, and suitability for both software and hardware implementations on common 32-bit processors as well as 8-bit processors (e.g., smart cards, cryptographic hardware, and embedded systems). 

Public-Key Cryptography :
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Public key(asymmetric) cryptography uses two keys, one for encryption and the other for decryption.  Public-key cryptography(PKC) has been said to be the most significant new development in cryptography in the last 300-400 years . In this type of cryptography two parties could engage in a secure communication over a non-secure communications channel without having to share a secret key. PKC depends upon the existence of so-called one-way functions, or mathematical functions that are easy to computer whereas their inverse function is relatively difficult to compute Generic PKC employs two keys that are mathematically related although knowledge of one key does not allow someone to easily determine the other key. One key is used to encrypt the plaintext and the other key is used to decrypt the ciphertext. Because a pair of keys are required, this approach is also called asymmetric cryptography.   The algorithms that are in use today for key exchange or digital signatures include:

RSA: 
         The first, and still most common, RSA today is used in hundreds of software products and can be used for key exchange, digital signatures, or encryption of small blocks of data. RSA uses a variable size encryption block and a variable size key . The key-pair is derived from a very large number, n, that is the product of two prime numbers chosen according to special rules; these primes may be 100 or more digits in length each. The public key information includes n and a derivative of one of the factors of n; an attacker cannot determine the prime factors of n (and, therefore, the private key) from this information alone and that is what makes the RSA algorithm so secure.
Given below is an algorithm to implement RSA:
Key Generation Algorithm

1. Generate two large random primes, p and q, of approximately equal size such that their product n = pq is of the required bit length, e.g. 1024 bits. [See note 1]. 

2. Compute n = pq and (φ) phi = (p-1)(q-1). 

3. Choose an integer e, 1 < e < phi, such that gcd(e, phi) = 1. [See note 2]. 

4. Compute the secret exponent d, 1 < d < phi, such that 
ed ≡ 1 (mod phi). [See note 3]. 
5. The public key is (n, e) and the private key is (n, d). The values of p, q, and phi should also be kept secret. 

· n is known as the modulus. 

· e is known as the public exponent or encryption exponent. 

· d is known as the secret exponent or decryption exponent. 

Encryption
Sender A does the following:- 

1. Obtains the recipient B's public key (n, e). 

2. Represents the plaintext message as a positive integer m [see note 4]. 

3. Computes the ciphertext c = m^e mod n. 

4. Sends the ciphertext c to B. 

Decryption
Recipient B does the following:- 

1. Uses his private key (n, d) to compute m = c^d mod n. 

2. Extracts the plaintext from the integer representative m. 

Digital signing
Sender A does the following:- 

1. Creates a message digest of the information to be sent. 

2. Represents this digest as an integer m between 0 and n-1. [See note 5]. 

3. Uses her private key (n, d) to compute the signature s = m^d mod n. 

4. Sends this signature s to the recipient, B. 

Signature verification
Recipient B does the following:- 

1. Uses sender A's public key (n, e) to compute integer v = s^e mod n. 

2. Extracts the message digest from this integer. 

3. Independently computes the message digest of the information that has been signed. 

4. If both message digests are identical, the signature is valid. 

A very simple example of RSA encryption
This is an extremely simple example using numbers you can work out on a pocket calculator (those of you over the age of 35 can probably even do it by hand on paper). 

1. Select primes p=11, q=3. 

2. n = pq = 11.3 = 33
phi = (p-1)(q-1) = 10.2 = 20 

3. Choose e=3
Check gcd(e, p-1) = gcd(3, 10) = 1 (i.e. 3 and 10 have no common factors except 1),
and check gcd(e, q-1) = gcd(3, 2) = 1
therefore gcd(e, phi) = gcd(e, (p-1)(q-1)) = gcd(3, 20) = 1 

4. Compute d such that ed ≡ 1 (mod phi)
i.e. compute d = e^-1 mod phi = 3^-1 mod 20
i.e. find a value for d such that phi divides (ed-1)
i.e. find d such that 20 divides 3d-1.
Simple testing (d = 1, 2, ...) gives d = 7
Check: ed-1 = 3.7 - 1 = 20, which is divisible by phi. 

5. Public key = (n, e) = (33, 3)
Private key = (n, d) = (33, 7). 

This is actually the smallest possible value for the modulus n for which the RSA algorithm works.

KEY LENGTH :

The key length for a secure RSA transmission is typically 1024 bits. 512 bits is now no longer considered secure. For more security or if you are paranoid, use 2048 or even 4096 bits. With the faster computers available today, the time taken to encrypt and decrypt even with a 4096-bit modulus really isn't an issue anymore. The longer your information is needed to be kept secure, the longer the key you should use. 

Hash Functions :

                             hash function                                          
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Hash functions, also called message digests and one-way encryption, are algorithms that, in some sense, use no key. Instead, a fixed-length hash value is computed based upon the plaintext that makes it impossible for either the contents or length of the plaintext to be recovered. Hash algorithms are typically used to provide a digital fingerprint of a file's contents, often used to ensure that the file has not been altered by an intruder or virus. Hash functions are also commonly employed by many operating systems to encrypt passwords. Hash functions, then, provide a measure of the integrity of a file.  

Steganography: 

 It  is the art and science of writing hidden messages in such a way that no one apart from the intended recipient knows of the existence of the message; this is in contrast to  cryptography, where the existence of the message itself is not disguised, but the content is obscured It  is a method of hiding the existence of a message using tools such as invisible ink, microscopic writing, or hiding code words within sentences of a message (such as making every fifth word in a text part of the message). Cryptographers may apply steganography to electronic communications. This application is called transmission security.Generally, a steganographic message will appear to be something else: a picture, an article, a shopping list, or some other message - the covertext. Classically, it may be hidden by using invisible ink between the visible lines of innocuous documents, or even written onto clothing .
=> What is Steganography Used for? 

Like many security tools, steganography can be used for a variety of reasons, some good, some not so good. Legitimate purposes can include things like watermarking images for reasons such as copyright protection. Digital watermarks (also known as fingerprinting, significant especially in copyrighting material) are similar to steganography in that they are overlaid in files, which appear to be part of the original file and are thus not easily detectable by the average person Steganography can also be used as a way to make a substitute for a one-way hash  value (where you take a variable length input and create a static length output string to verify that no changes have been made to the original variable length input). Further, steganography can be used to tag notes to online images (like post-it notes attached to paper files). Finally, steganography can be used to maintain the confidentiality of valuable information, to protect the data from possible sabotage, theft, or unauthorized viewing
Digital Cryptography
Secure and rapid communications are essential to effective operation on the battlefield, and military forces are working constantly to develop communications systems, methods, and techniques which will insure that an enemy does not gain access to friendly intentions. While cryptography is one of the standard means of maintaining security, it takes time — a critical element in military operations — to encode and decode messages from prearranged codes, and codes are subject to being broken. The most desirable method is direct and open on-the-spot transmission by voice over telephone or radio, and such a procedure must recognize that the enemy is always listening in. Transcrypt International is the world's leading provider of voice privacy modules for two-way analog radios .We describe the Transcrypt's technology in order to explain how digital cryptography functions. 
Transcrypt's technology is the encryption standard for more than 10,000 radio systems in over 120 countries worldwide and the company is a trusted supplier to many government, military and police customers over the globe.When a  two-way analog radio<army>  is equipped with a Transcrypt module, the  Army can;
· Keep communications confidential 

· Help manage dangerous situations 

· Better protect survivors 

· Control covert operations 

· Improve military operation effectiveness .
Transcrypt brings Army's radio system truly digital cryptography and the ultimate level of security for analog radios without having to replace the  radio system or entire radio fleet. VoSec is Transcrypt's newest and most secure encryption module.  It   works by digitizing the voice and encrypting the resulting data with high-level encryption. The 128 bit crypto key offers the ultimate level of security, is ideal for sensitive tactical operations, and is completely private and confidential.

Benefits of VoSec Technology:

· The ultimate level of encryption for analog two-way radios 

· Easy-to Install MO80 Module for a variety of popular Motorola Pro Series radios 

· Outstanding voice quality and a reduced static noise environment 

· Negligible range loss 

· No lost audio at PTT, so audio is complete from start to finish 

· Continuous late entry into encrypted conversations 

· Automatic receive operation with no need to manually switch from clear to coded modes 

· Secure OTAR for remote reprogramming updates 

· Compatible with Transcrypt 460 

· Multiple security keys allowing the user to select with radio group to work with 

· System Management with benefits such as Automatic Number Identification (ANI), Emergency Notification, KILL (zeroize keys), channel busy and paging features 

Conclusion
The main aim of this paper was to present the   importance of   various modern cryptographic techniques with respect to security and privacy. Today the world has transformed into a global village making privacy and security an immediate concern. . Without a secure network advancements like online banking, e-shopping , would not have been possible .The very basic of network security is  cryptography. Moreover The defense  , would not be able to pass  information  related to national security without the use of cryptography  , but again cryptography can also be a major threat to a nation’s security , as even the terrorist are making use of this technique to pass there messages . It is believed that al-Qaeda had used steganographic techniques to encode messages into images, and then transported these via email and possibly via NET to prepare and execute the September 11, 2001 Terrorist Attack. The mathematical explanation of  RSA and DES algorithms  proofs why these  are commonly used even today. Steganography is a fascinating and effective method of hiding data that has been used throughout history .  There are many good reasons as well to use this type of data hiding, including watermarking or a more secure central storage method for such things as passwords, or key processes. Regardless, the technology is easy to use and difficult to detect. We hope that we are, to some extent, able to present our idea on this progressive field in a simple and concise manner.          
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