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Introduction

                                               Companies and organizations around the world want to reduce rising communication costs. The consolidation of separate voice and data networks offers an opportunity for significant reduction in communication costs. Accordingly, the challenge of integrating voice and data networks is becoming a rising priority for network managers. Since data traffic is growing much faster than telephone traffic, a need has been identified to transport voice over data networks, as opposed to the transmission of data over voice networks. This brought about the rise for Voice over IP (VoIP). VoIP has become especially attractive given the low-cost, flat rate pricing of the public Internet. Many components will have to be designed to accommodate voice over data networks, such as the access gateways that link the data and the telephony networks among others. Applications that offer Voice over IP services will have to include a comprehensive technology set that reduces the impairments caused by sending voice over data networks that were not designed to handle it. An important factor to be considered by network designers is the problem of Quality of Service (QoS). This is because IP is a best effort service and therefore provides no guarantees on delivery and data integrity. Voice processing will need to handle greater and variable delays, jitter, and cancel echoes that will be introduced from the telephony side. It will also have to include an appropriate algorithm to mask the gaps caused by dropped packets due to congestion on the network. A protocol needs to be implemented which guarantees bandwidth for the duration of a session and also better compression technologies need to be put in place. An understanding of how to handle call set up translation for different types of networks, connections, and internetworking is essential for competent handling of every call. A Voice over IP application meets the challenges of combining legacy voice networks by allowing both voice and signaling information to be transported over IP. 

                                  Advantages and Benefits of Voice over IP 

                                            One of the main reasons and probably the most significant interest in the race to send voice over IP is the cost advantage that this process offers organizations due to the flat rate, low cost of Internet traffic. Generally the benefits of technology can be divided into three categories:

1)Cost reduction:- Although reducing long distance telephone costs is always a popular topic and provides a good reason to introduce VoIP, the actual savings over a long term are still under scrutiny and debate. These savings from lower prices are however, based on avoiding telephony access charges and settlement fees, rather than actually reducing resource costs. The sharing of equipment and operations costs across both data and voice users can also improve network efficiency, since excess bandwidth on one network can be used by the other, thereby creating economies of scale. 

2)Simplification:- An integrated infrastructure that supports all forms of communication allows more standardization and reduces the total equipment complement. The economies of putting all forms of traffic over an IP based network will pull companies in this direction, simply because IP will act as the unifying agent regardless of the underlying architecture. This combined infrastructure can support dynamic bandwidth optimization and a fault tolerant design. 

3)Consolidation:- People are the most significant cost elements in a network, so any opportunity to combine operations and eliminate points of failure and to consolidate accounting systems would be beneficial. In the enterprise, SNMP based management with the appropriate MIB structures can be provided for both voice and date services using VoIP. Universal use of the IP protocol for all applications will reduce complexity and provide more flexibility. 

             Transmitting Voice over Internet Protocol is also beneficial for the following reasons:-

1)Since the Internet is a packet switched or "connectionless" network, the individual packets of each voice signal travel over separate network paths for reassembly in the proper sequence at their ultimate destinations. This makes for a more efficient use of network resources and more reliability than the circuit switched PSTN. 

2)Private voice networks require n (n-1) access links. Whereas private data networks require only ‘n’ access links. 

3)Voice has per-minute distance sensitive charge, whereas data on the other hand has flat time-sensitive charges. 

4)Data transmission has no 64 kbps bandwidth limitation, which means that we can provide high fidelity voice transmissions very easily.

                                              Applications implementing VoIP

1) PSTN gateways: Interconnection of the Internet to the PSTN can be accomplished using a gateway. A PC-based telephone for example would have access to the public network by calling a gateway point close to the destination. 

2) nternet-aware telephones: Ordinary telephones can be enhanced to serve as an Internet access device as well as providing normal telephony. Inter-office trunking over the corporate intranet: replacement of tie trunks between company owned PBX’s using an Intranet link would provide for economies of scale and help to consolidate network facilities. 

3) Remote access from a branch office: A small office could gain access to corporate voice, data, and facsimile services using the companies Intranet services. 

4) Voice calls from a mobile PC via the Internet: Calls to an office can be achieved using a multimedia PC that is connected via the Internet. One example would be using the Internet to call from a hotel instead of using expensive hotel telephones. 

5) Internet call center access: Access to call center facilities via the Internet is emerging as a valuable adjunct to electronic commerce applications. Internet call center access would enable a customer who has questions about a product being offered over the Internet to access customer service agents online.

                                 Voice Over IP Design and Development Challenges

                             The goal of VoIP developers is to add telephone calling capabilities (both voice transfer and signaling) to IP based networks and interconnect these to the public telephone network and to private voice networks, in such a way as to maintain current voice standards and preserve the features everyone expects from the telephone. VoIP development needs to take place in five specific areas:

1)Voice quality should be comparable to what is available using the PSTN, even over networks having variable levels of QoS. 

2)The underlying IP network must meet strict performance requirements and criteria including minimizing call refusals, network latency, packet loss, and disconnects. This is required even when there is heavy congestion in the network or when resources have to be shared among multiple users. 

3)Call control (the actual signaling) should be done transparent to the user in such a way that they should be unaware of what technology is actually implementing the service. 

PSTN/ VoIP service internetworking (and equipment interoperability) involves gateways between the voice and data network environments. 

4)System management, security, addressing, and accounting must be provided, preferably consolidated with the PSTN operation support systems.

                                    Quality of Service Issues in IP Networks

                                            The advantages of reduced cost and bandwidth savings of carrying voice over data networks are associated with some Quality of Service (QoS) issues unique to packet networks. Delivering quality voice signals from one point to another cannot be considered successful unless the quality of the delivered signal satisfies the recipient. Providing a level of quality that at least equals the PSTN (this is usually referred to as "toll quality voice") is viewed as a basic requirement. Although QoS usually refers to the fidelity of the transmitted voice and facsimile document it can also be applied to network availability, telephone feature availability, and scalability. Many factors have been identified that play a big role in determining the quality of service. They are as follows:

1) Delay

                                      Two problems that result from high end-to-end delay in a voice network is echo and talk over lap. Echo is caused by signal reflections of the speaker’s voice from the far end telephone equipment back into the speaker’s ear. Echo becomes a problem when the round trip delay exceeds 50 milliseconds. Since echo is perceived as a significant quality problem, Voice over IP systems have to address the need for echo control and implement means for echo cancellation. Talkers overlap is the problem of one caller stepping on the other talker’s speech. This becomes significant if the one-way delay becomes greater than 250 milliseconds. Delay can be subdivided into two sub-components. They can be fixed delay components as well as variable delay components. Fixed delay components include propagation, serialization, and processing. The variable delay components include the queuing delay, jitter buffers as well as variable packet sizes. 

2)Jitter (Delay Variability)
                                         Jitter is the variation in inter-packet arrival time as introduced by the variable transmission delay over the network. Removing jitter requires collecting packets and holding them long enough to allow the slowest packets to arrive in time to be played in the correct sequence, which in turn causes additional delay. The conflicting goals of minimizing delay and removing jitter has led to the development of various schemes to adapt the jitter buffer size to match the time varying requirements of network jitter removal. 

3) Packet Loss

                                          IP networks cannot provide a guarantee that packets will be delivered at all, much less in order. Packets will be dropped under peak loads and during periods of network congestion. But due to the time sensitivity of voice transmissions, however the normal TCP- based retransmission schemes are not suitable. Approaches that compensate for packet loss have to be developed to overcome this problem. 

4) Bandwidth Availability
                                          Bandwidth is the portion of the network that is available to an application to transfer information on the network. The level of reliability and sound quality that is acceptable among users has not yet been reached and this is primarily because of bandwidth limitations and this also leads to packet loss. In voice communications, packet loss shows up in the form of gaps or periods of silence in the conversation, thus leading to a "clipped speech" effect that is unsatisfactory for most users and unacceptable in business communications.

                Proposed solutions for problems associated in sending Voice over IP

Maintenance of acceptable voice quality levels despite inevitable variations in network performance is achieved using a variety of techniques. These techniques and solutions to problems that have been detailed above with regard to transmission of voice over IP are as follows. 

1) One of the main problems of a very big end-to-end delay is the problem of echoes. The ITU standard G.165 defines performance requirements for echo cancellers. The way the echo cancellers work is that when the echoes are generated from the telephone network toward the packet network, the echo canceller compares the voice data received from the IP network to the voice data that is being transmitted to the IP network. The echo from the telephone network is removed by a digital filter on the transmit path to the IP network. 

2) The approach to remove jitter involves counting the number of packets that arrive late and create a ratio of these packets to the number of packets that are successfully processed. This ration is then in turn used to adjust the jitter buffer to target a predetermined allowable late packet ratio. This approach works best with networks with highly variable packet and inter-arrival intervals such as IP. 

3) Lost packets are a big problem in networks. Some schemes called lost packet compensation schemes used by voice over IP to overcome the problem of lost packets are as under.

a) Interpolate for lost speech packets by replaying the last packet received during the interval when the last packet was supposed to be played out. This works well when the incidence of lost frames is infrequent. It does not work very well for bursty loss of packets. 

b) Another way is to send redundant information at the expense of bandwidth utilization. The basic approach replicates and sends the n’th packet of voice information along with the (n+1)th packet. This method has the advantage of being able to exactly correct for the lost packet. However, this approach uses more bandwidth and creates greater delay. 

c) An alternative approach is to develop an algorithm in the digital signal processor that detects missing packets, and then replays the last successfully received packet at a decreased volume in order to fill the gaps. 

d) Another problem is that of Out of Order Packets. When an out of order condition is detected in the network, the missing packet is replaced by its predecessor, as if it was lost. 6. Software Support to enable Voice over IP

                              Network Support for Quality of Service (QoS) 

                                 A key requirement for successful VoIP deployment is the availability of an underlying IP based network that is capable of supporting real-time telephone and facsimile. As was noted above, voice quality is affected by delay, jitter, unreliable packet delivery, and bandwidth limitations – all of which are characteristics of the basic IP network service.

                                  A basic requirement is that most of today’s data network equipment, such as routers, LAN switches, ATM switches, network interface cards, PBX’s, will have to be configured to support voice transmissions and traffic. Furthermore, equipment specific to Voice over IP will have to either be integrated into these devices or will have to work compatibly with them. Many different techniques and protocols are used to improve the quality of service in networks. Some of these techniques and protocols that provide better network support in terms of reliability, availability, etc. are discussed below and in he next section.

1) Providing a controlled networking environment in which capacity can be preplanned and adequate performance can be assumed (at least for a majority of the time). This would generally be the case with a private IP network like an Intranet that is owned and operated by a single owner. 

2) Using management tools to configure the network nodes, monitor performance, and manage capacity and flow on a dynamic basis. Most internetworking devices such as routers and switches include a variety of mechanisms that can be used in supporting voice. Traffic can be prioritized by protocol, location, and application type, thereby allowing real-time traffic to be given precedence over non-critical traffic. Queuing mechanisms may also be manipulated to minimize delays for real-time data flows. Recent research has shown that tag switching and flow switching can also improve overall performance and reduce delays. 

3) Adding control protocols and mechanisms that help avoid or alleviate the problems inherent in IP networks. Protocols such as Real-time Transport Protocol (RTP), Real-time Transport Control Protocol (RTCP), and Resource Reservation Protocol (RSVP) are being implemented to provide greater assurances of controlled Quality of Service within the network. These protocols and the way they provide solutions to the problem of QoS in IP networks are discussed in the next section. Other mechanisms such as admission controls and traffic shaping may also be used to avoid performance deterioration and overloading the network 

                              Protocols that are commonly implemented by Voice over IP 

                                 Voice over IP is involved in the transfer of voice packets over IP networks. This has many problems as has been mentioned due to the characteristics of IP layer. Many protocols have been suggested to overcome these problems and difficulties, which facilitate the transmission of voice packets over the Internet protocol layer. The real-time transport protocol along with the real-time transport control protocol is used to transport real-time data as well as providing QoS feedback. Since IP does not guarantee Quality of Service the resource reservation protocol is used to reserve resources such as bandwidth for the duration of a call there by increasing the reliability of sending VoIP. In order for the internet to provide useful services, Internet telephony required a set of control protocols for connection establishment, capabilities exchange as well as conference control. This was the basis for H.323 and SIP. The H.323 signaling protocol is implemented in VoIP applications as H.323 provides the call set up and signaling functionality’s as well as providing the gateway which makes interoperation of different networks possible. The Session Initiation Protocol is also responsible for creating, and handling a session with multiple participants. The media gateway control protocol is used to control VoIP gateways from external call entities. VoIP systems incorporate these protocols in their functionality’s to ensure better Quality of Service and the smooth transfer of voice packets over the Internet Protocol, which was designed to mainly transport data packets. The protocols mentioned above are discussed below along with the facilities they offer supporting reliability, availability and scalability in Voice over IP transmissions. 

1) Real-time Transport Protocol (RTP): A Transport Protocol for Real-Time Applications

RTP (real-time transport protocol) provides end-to-end network transport functions suitable for applications transmitting real-time data, such as audio, video or simulation data, over multicast or unicast networks. RTP although does not address the problem of resource reservation and does not guarantee Quality of Service (QoS) for real-time services. The transport of data is also augmented by a control protocol called Real-Time Transport Control Protocol (RTCP) to allow monitoring of the data delivery in a manner scaleable to large multi-cast networks, and to provide minimal control and identification functionality. RTP and RTCP are designed to be independent of the underlying transport and network layers. The services offered by RTP include payload type identification, sequence numbering, timestamping, and delivery monitoring. Most applications usually run RTP on top of UDP to make use of its multiplexing and checksum services, however RTP may be run on any other suitable underlying network. An important aspect of RTP is that it on its own does not provide any mechanism to ensure timely delivery or provide other quality of service guarantees, but it relies on lower layer services to do so. It does not guarantee delivery or prevent out-of–order delivery nor does it assume that the underlying network is reliable and delivers packets in sequence. The sequence numbering in RTP allow the receiver to reconstruct the senders packet sequence, but sequence numbers could also be used to determine the proper location of a senders packet.

                                      The RTP control protocol (RTCP) is used to monitor the quality of real-time services and to convey information about participants in an on-going session. The primary function is to provide feedback on the quality of the data distribution. 

2) Resource Reservation Protocol (RSVP)   

RSVP is a resource reservation setup protocol designed for integrated services Internet. The RSVP protocol is used by a host to request specific qualities of service from the network for particular application data streams or flows. RSVP is also used by the routers to deliver Quality of Service requests to all nodes along the paths of the flows, and to establish and maintain state to provide the requested service.

                                  Quality of Service is implemented for a particular data flow by a mechanism called "traffic control". These mechanisms include a (1) a "packet classifier", (2) admission control, (3) a "packet scheduler" or some other link layer dependent mechanism to determine when particular packets are forwarded. The packet classifier determines the QoS class for each packet. For each out-going interface, the packet scheduler or other link layer dependent mechanisms achieves the promised QoS. During the reservation set-up phase, an RSVP QoS request is passed to two local decision modules, admission control and policy control. The admission control module determines whether the node has sufficient available resources to apply the requested QoS. The policy control module determines whether the user has administrative permission to make the reservation. If both checks succeed, parameters are set in the packet classifier and in the link layer interface to obtain the desired QoS. If either of the checks fail, the RSVP program returns an error notification to the application process that originated the request. An elementary RSVP reservation request consists of a "flowspec" together with a "filter spec", this pair is called a flow descriptor. The flow spec specifies the required QoS. The flow spec is used to set parameters in the nodes’ packet scheduler, while the filter spec is used to set the parameters in the packet classifier.

3) H.323 Signaling Protocol 

                                        H.323 is a standard that specifies the components, protocols and procedures that provide multimedia communication services such as real-time audio, video, and data communications over packet networks, including Internet Protocol (IP) based networks. H.323 is part of a family of ITU-T recommendations called H.32x that provides multimedia communication services over a variety of networks that provide a non-guaranteed Quality of Service (QOS). This recommendation is based on the real-time protocol/real-time control protocol (RTP/RTCP) for managing audio and video signals. One of the primary goals in the development of the H.323 standard was the interoperability with other multimedia-services networks. This interoperability is achieved through the use of a gateway. A gateway performs any network or signaling translation required for interoperability.

4) Session Initiation Protocol (SIP)
                                       Session Initiation Protocol (SIP) is an application layer signaling control protocol for creating, modifying, and terminating sessions with one or more participants. The sessions that SIP is concerned with include Internet telephone calls, multimedia conferences, and multimedia distribution. SIP can invite parties to join both unicast as well as multicast sessions, and it also has the added functionality that the initiator does not necessarily have to be a member of the session to which it is inviting. SIP is also capable of adding media and participants to existing sessions. 

                                      This protocol can be used to initiate sessions as well as invite members to sessions that have previously been advertised and established by other means. SIP facilities also enable personal mobility. What this means is that, it gives the end users the ability to originate and receive calls and access subscribed services on any terminal in any location, and the network should also be able to identify the users as they move. SIP supports five aspects of establishing and terminating multimedia calls and communications. These are:

a) Locating the user which involves determining the end system to be used for communication. 

b) Identifying the capabilities of the user such as the media and the media parameters that will be used in the communication. 

c) Determining user availability and the willingness of the called party to engage in communications. 

d) Setting up the call and establishing the parameters at both the calling and called parties. 

e) Call handling which involves the transfer and the termination of calls.

                                       The Session Initiation Protocol has many similarities to the H.323 signaling protocol. SIP also has the capability of handling and initiating multi-party calls using Multipoint Control Units, as does H.323 to handle multi-party calls. Internet telephony gateways that connect to the Public Switched Telephone Network (PSTN) can also use SIP to set up call between them. 

                               The operation of SIP is very simple. Callers and callees are identified by SIP addresses. When making a call over SIP, a caller first locates the appropriate server and then sends a SIP request. The most common operation performed by SIP is the invitation to users to join a session. Instead of directly reaching a callee, a SIP request may be redirected or may trigger a chain of new SIP requests by proxies. Users register their location or locations with the SIP servers. The SIP servers facilitate the connection between the caller and the callees.

5) Media Gateway Control Protocol (MGCP)
                                         Media Gateway Control protocol (MGCP) is a protocol used for controlling Voice over IP gateways from external call control elements. 

                              Comparison of H.323 and Session Initiation Protocol

                                       The reason for a comparison of H.323 and Session Initiation Protocol is because both are standards for signaling and control for Internet Telephony. H.323 is the ITU-T recommendation and SIP is the IETF recommendation. These two protocols represent different approaches to solving the same problem of signaling and call control. H.323 on the one hand embraces the more traditional circuit switched approach to signaling whereas SIP on the other hand favors the more light weight Internet approach. In both cases the multimedia data that needs to be exchanged will be done via RTP, which means that the protocol suite does not influence the Internet telephony QoS.

                                 H.323 is a very complex protocol compared to SIP. This is because H.323 defines hundreds of elements while SIP has only 37 headers, each with a small number of values and parameters but these contain more information. A basic interoperable SIP implementation can get by with just four headers and three requests. H.323 on the other hand uses several protocol components which make it all the more complex. It also provides for an array of options and methods for accomplishing a single task.

                                   Complexity is just one metric for comparison but another metric which plays a big role in comparing the two protocols is extensibility. SIP is very easily extendible, as in codecs. SIP can work with any codec whereas in H.323 each codec must be centrally registered and standardized. 

                                   On comparing the services offered by SIP and H.323 we find that both more or less offer roughly the same services and they compare equally with regard to scalability. SIP although, has the ability to scale to all different conference sizes since there is no need for a central Multipoint control unit as in the case of SIP, conference coordination is completely distributed. 

                                    From the comparison of these two protocols, which have been recommended for the same purpose, it is found that SIP offers far less complexity, richer extensibility, and slightly better scalability than H.323. 

                                                    Limitations 

1) Everyone doesn’t have PC.

2) If there is then it lacks multimedia capability.

3) Still quality of service doesn’t equals PSTN.

4) This scheme is dependant on power while telephone works even when there is no power.

                                              Future of Voice over Internet Protocol

                                                Several factors will influence future research and developments in Voice over IP. Currently the most promising areas for the implementation of VoIP are in corporate Intranets and commercial extranets. Their existing IP based networks enable operators to control who can and cannot use the network. Another element that is going to play a big role in Voice over IP are the gateways which provide the interoperability between voice and data networks. The economies of placing all traffic- data, voice, and video – over an IP based network will pull organizations and corporations in this direction, simply because IP will act as a unifying agent, regardless of the underlying architecture. VoIP products and services transported via the public Internet will be niche markets that can tolerate varying performance levels of that transport medium. Telecommunication carriers most likely will rely on the public Internet to provide telephone service between/among geographic locations that today are high-tariff areas. It is unlikely though that the public Internets’ performance characteristics will improve sufficiently within the next two years to stimulate significant growth in VoIP for that medium.

                                        The public Internet however will be able to handle voice and video services quite reliably within the next three to five years once two critical changes take place:

a) An increase by several orders of magnitude in backbone bandwidth and access speeds, stemming from the deployment of IP/ATM/SONET and ISDN, cable modems, and xDSL technologies respectively. 

b) The "tiering" of the public Internet, in which users will be required to pay for the specific service levels they require. 

Throughout the remainder of this decade, video conferencing (H.323) with data collaboration (T.120) will become the normal method of corporate communications, as network performance and interoperability increase and business organizations appreciate the economics of telecommuting.

                                                               Conclusion

                                               Data has traditionally been transmitted over the voice networks. The Internet has created the opportunity to reverse this trend and now send voice over data networks such as IP, with the integration of video and other multimedia applications close behind. The Internet and its underlying TCP/IP protocol suite have become the driving force for new technologies, with the unique challenges of real-time voice being the latest in the series of developments. Telephony over the Internet cannot make compromises in voice quality, reliability, scalability, and manageability. It must also work seamlessly with telephone systems all over the world. Therefore all of today’s network devices need to be voice enabled. As mentioned above, future extensions will have to include conference bridging, voice/data synchronization, text to speech conversion and voice responsive systems. In conclusion, the market for VoIP is established and is beginning its rapid growth phase and corporations must look to capitalize on this new wave of voice over packet networks, like IP, in order to cut communication costs and improve efficiency due to the unification characteristic of IP, and to keep pace with a fast growing global economy. 

